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Abstract: Wide-connectivity among agency site side networks and critical workplace middle networks /cloud 

information facilities has visible a widespread growth in demand. Various software program described huge place 

network (SD-WAN) answers were created with the number one intention of growing the usage of WAN links.SD- 

WANs solve a number of the maximum urgent WAN issues customers presently face whilst constructing and handling 

hybrid WANs. Software-described extensive location network, i.e., SD-WAN, has been appeared because the 

promising structure of next-technology extensive location network. As SD-WAN primarily based totally multi-goal 

networking has been extensively mentioned to offer first-rate and complicated services, we explore the opportunities 

and challenges brought by new techniques and network protocol. 
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I. INTRODUCTION 

 

A WAN, like the inter-data network in the center, industry channels, and transportation systems, has built the important 

foundations of the knowledge community as essential synchromesh mechanisms available on the Internet. SD- WAN 

(Software-Defined Wide Area Network) is an overlay structure that creates stable unified connectivity over any 

transport and simplifies operations by allowing for centralized management, policy control, and application visibility. 

The SDWAN community follows preferred routing concepts, divides the records and manages planes, and virtualizes a 

huge part of the routing functions .Two principal characteristics enabling this shift are software- defined networking 

SDN and community functions virtualization NFV. SDN divides the control plane from the forwarding plane to manage 

networks. This method develops networks that are dynamic, agile, secure, and scalable, utilizing the virtualized 

infrastructure of modern data centers to reply quick to converting enterprise needs. “SD-WANs use centralized without 

relying on interactions with underlying provider transport solutions,” according to Gibson in “Software-Defined-WAN-

for-Dummies”. This is made possible by decoupling the data plane from the control plane, replacing internetworking 

protocols with APIs, and constructing rules based on application metrics rather than network metrics. In this section, 

we'll look at some of the most popular SD-WAN providers, as well as the operating principles and distinct types of SD-

WAN. 
 

 

Fig-1 SD-WAN 
 

MPLS (Multi-Protocol Label Switching) technology has provided a solution to all of the above problems of normal 

connection in the Internet. The main disadvantages of MPLS technology are: high cost, guest flexibility, and lack of 

self-management. These disadvantages have prompted most organizations to use a hybrid WAN.  

 

https://ijarcce.com/
https://ijarcce.com/


ISSN (O) 2278-1021, ISSN (P) 2319-5940 IJARCCE 

International Journal of Advanced Research in Computer and Communication Engineering 

Impact Factor 8.102Peer-reviewed & Refereed journalVol. 13, Issue 2, February 2024 

DOI:  10.17148/IJARCCE.2024.13211 

© IJARCCE               This work is licensed under a Creative Commons Attribution 4.0 International License                 42 

It uses at least two WAN connections from each branch, allowing two types of access technology (MPLS, broadband 

Internet, LTE, etc.), and the choice between these links depends on the type of data traffic and the required performance 

parameters. This type of solution has increased the level of flexibility,   but it still suffers from the high   cost and 

difficulty of self- management. SDN can be defined as a network principle in which two network levels are separated. 

They are: the control plane, where control and marking operations take place, and the data plane, where the passing and 

routing operations of packets carrying data take place. This is achieved by placing the network design and network 

management into central controllers that distribute instructions to a number of low-cost network nodes. If we make a 

comparison with traditional networks that use an independent block for both levels within each node, we find that the 

leadership in software-defined networks is separated within a higher level,   which allows a very important advantage is 

the ability to manage the network programmatically.  

 

II. ARCHITECTURE OF SDN 

 

SD-WAN architecture is a way of building a simplified wide area network between sites and application that can reside 

anywhere while leveraging any type of connectivity. (i.e. broadband, LTE/5G, MPLS). The architecture is application-

driven that enable a faster, reliable and secure access to applications. The SD-WAN architecture design has three major 

layers are cloud network, virtual services, orchestration, and analytics.  

 

The cloud network layer allows for the creation of an overlay network capable of communicating over both private and 

public IP infrastructures. It is made to make communication between geographically dispersed places, as well as cloud 

applications and services, easier. Security is an important aspect of the cloud network layer. Given that SD-WAN rely 

on the public internet as a transport network, security is a critical component of its operation. 
 

 
 

Fig-2 SDN Architecture 

 

To give more pieces of information about the architecture of SD- WAN, One of the important studies that deal with SD- 

WAN architecture, functions and benefits presents the SD-WAN architecture. SD-WAN architecture consists of three 

architectural planes. They are data plane, control plane and orchestration plane. 

 

1. Data plane 

 

The data plane is responsible for forwarding the packets based on the decisions from the control plane in an SD-WAN. 

SD-WAN is an software for making use of SDN era to WAN connections that join organization networks throughout 

disparate geographical places network. The physical infrastructure of underlay WAN networks is typically 

heterogeneous and fragmented, but SD- WAN overlay is usually uniform and consistent. Only one uplink may be used 

in some setups (i.e. MPLS). Other options can rely solely on a local Internet connection with a single uplink, or 

combine lines and technologies (DSL, 4G/5G, etc.) or even leased lines or other private WAN solutions. 
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2. Control plane 

 

SD-WAN, like SDN, operates on the premise of separating the control plane from the data plane   in order to centralize 

control logic. The controller (or numerous controllers) is the plane's principal entity, and it can be placed at a branch, 

headquarters, data center, or in the cloud.   While the CPE is linked to the controller via a secure control connection, 

this layer is responsible for controlling the configuration of the attached devices (southbound API). The East-West API 

can be used to implement controller federation and clustering (MP-BGP, or custom solutions). This layer is also in 

charge of improving the communication flow between the VPN 

 

III. CHALLENGES IN SD-WAN 

 

There are five common SD-WAN challenges are Vendor selection, underlay provisioning, cloud connectivity, cost 

reduction and management are all challenges that must be considered along with specific requirements. 

 

Vendor Selection - The first problem with SD- WAN is deciding which vendor to use. Most IT decision- makers will 

start their SD-WAN research by looking into the top providers. Due to the abundance of marketing in the SD- WAN 

product field, this first step is difficult. Marketing data points show that each product can enable digital transformation 

across WAN services, but IT teams are overburdened. 

 

Underlay provisioning - The challenge related to SD-WAN revolves around which underlay service providers are best 

suited to a company's locations -- and whether to use a single IP backbone or multi-ISP strategy. It makes sense for SD- 

WAN to go from private WAN technologies like MPLS to the internet as the default connectivity choice. The SD- 

WAN difficulty is determining which underlay service providers are best suited to a company's locations, as well as 

whether to use a single IP backbone or a multi-ISP architecture. 

 

Cloud Connectivity - Cloud connectivity with SD-WAN Accelerate your enterprise cloud strategy. Use Cisco SD-

WAN's industry- leading cloud integrations for outstanding application experience, security, and network performance 

across any location and to any cloud. The main three types of cloud computing are public cloud, private cloud, and 

hybrid cloud. Within these deployment models, there are four main services: infrastructure as a service (LAAS), 

platform as a service (PAAS), software as a service (SAAS), and server less computing. 

 

Cost Reduction - One of the key drivers and marketing claims related with SD- WAN is cost reduction. Cost reduction, 

on the other hand, is frequently not measured in bottom- line savings and necessitates evaluation of the entire benefit to 

the company. Adopting SD-WAN with SASE, for example, allows for more efficient working procedures. While 

enabling customers to rapidly access programs does not appear on the budget, the overall impact on the business can be 

significant. 

 

Management - The distinctions between DIY, co-managed, and fully managed SD-WAN are becoming blurred thanks 

to SD-WAN. Businesses do not have to choose their management level in the same manner they did in the past. 

 

IV. CONCLUSION 

 

SD-WAN is a powerful network architecture and technology that helps on multiple fronts. SD-WAN can improve 

performance, increase security, and lower costs all at the same time. In this paper, we presented the SD-WAN 

architecture and their features with fundamental differences, comparison and classification. The next generation of 

WAN is considered as promising of the SD- WAN. So we presented the architectures of the physical and logical 

architecture and we summarized the survey and the progress made to make it better. 
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