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Abstract: This article explores an innovative methodology for credit card fraud detection, employing Autoencoder
Neural Networks as a powerful tool. This study focuses on enhancing anomaly detection systems. Leveraging
TensorFlow and Keras, the Autoencoder model is trained in an unsupervised manner, concentrating exclusively on
normal transactions. This approach allows the model to learn the inherent patterns of legitimate transactions, enabling
effective identification of potential fraud. The training dataset, encompassing two days of credit card transactions
(284,807 instances with 492 labeled as fraudulent), reveals a highly imbalanced distribution. Through meticulous data
exploration, insights into transaction amounts and timestamps are gained, informing the subsequent model architecture.
The Autoencoder, comprising four fully connected layers with L1 regularization, demonstrates its efficacy in capturing
the underlying structure of normal transactions. By evaluating the reconstruction error as a key metric, this project
showcases the promising potential of Autoencoder Neural Networks in significantly improving credit card fraud
detection mechanisms.
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l. INTRODUCTION

The prevalence of financial fraud is a pressing issue, impacting both individuals and financial institutions. Detecting
fraudulent transactions is critical for minimizing losses and maintaining trust in financial systems. In this project, we
employ advanced deep learning techniques to address this challenge.

Our primary goal is to create an anomaly detection system that can effectively identify fraudulent credit card
transactions. The dataset we work with contains information on credit card transactions, including both legitimate and
fraudulent activities. By implementing an Autoencoder Neural Network, we aim to create a model that can distinguish
between normal and fraudulent transactions with a high degree of accuracy.

1. LITERATURE REVIEW

Credit card fraud detection has seen a significant shift towards advanced techniques such as autoencoders, owing to
their ability to discern subtle fraudulent patterns. Initial studies, such as those by Sakurada and Yairi (2014), showcased
the effectiveness of autoencoders in anomaly detection, laying the groundwork for further exploration.

Recent research, exemplified by Li et al. (2019), has advanced this approach by combining deep autoencoders with
generative adversarial networks (GANSs), enhancing model robustness and generalization. Additionally, advancements
in autoencoder architectures, including convolutional and recurrent variants, have enabled the extraction of meaningful
features from transaction sequences, improving the detection of complex fraud patterns.

Nevertheless, challenges persist in deploying autoencoder-based fraud detection systems. Addressing class imbalance,
where genuine transactions vastly outnumber fraudulent ones, remains a central concern.

Furthermore, ensuring the privacy and security of sensitive financial data is paramount, necessitating careful
consideration of ethical and regulatory standards. Despite these challenges, ongoing refinements in autoencoder
architectures and the integration of advanced techniques signal a promising trajectory for the future of credit card fraud
detection.
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1. PROPOSED METHODOLOGY

The proposed method involves using an Autoencoder Neural Network to learn a compact and robust representation of
normal credit card transactions. The Autoencoder is implemented using the Keras library in Python, and trained on a
large dataset of normal transactions. The dataset is preprocessed by removing the Time column and scaling the Amount
feature using Scikit-learn's StandardScaler. The dataset is then split into training and testing sets, with the correct class
reserved for the test set.

The training set is further filtered to only include normal transactions. The Autoencoder is structured as a feedforward
neural network, including an input layer with a neuron count matching the number of features in the dataset, along with
one or more hidden layers and an output layer. The hidden layers have fewer neurons than the input layer, and the
output layer has the same number of neurons as the input layer.
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Figl: Architecture of AutoEncoders

The Autoencoder is trained to reconstruct the input data from the encoded representation. During training, the
Autoencoder learns to compress the input data into a lower-dimensional representation, and then reconstruct the
original data from the compressed representation. Once the Autoencoder is trained, it can be used to detect anomalies in
new transactions by calculating the reconstruction error between the input and the reconstructed output.

The proposed method has several advantages, including being unsupervised, meaning it does not require labeled data
for training, and being scalable, as it can be trained on large datasets with many features. The reconstruction error
provides an interpretable measure of the similarity between the new transaction and the normal transactions.

However, there are challenges in using Autoencoders for credit card fraud detection, such as sensitivity to
hyperparameters and difficulty detecting rare and sophisticated fraud patterns. Overall, the proposed method provides a
powerful tool for identifying fraudulent transactions and protecting consumers from financial loss.

V. DATASET

The dataset used in the proposed method is the Credit Card Fraud Detection dataset available on Kaggle. The dataset
includes credit card transactions made by cardholders in Europe, with anonymized information. The dataset has a total
of 284,807 transactions, of which only 492 are fraudulent. The dataset has 31 features, including Time, Amount, and 28
PCA-transformed features.

The Time attribute signifies the elapsed seconds between individual transactions and the initial transaction recorded in
the dataset. The Amount feature represents the transaction amount. The remaining 28 features are the result of a PCA
transformation applied to the dataset for privacy reasons Class O represents a valid transaction and 1 represents a
fraudulent one. Before training the Autoencoder, the dataset is preprocessed by removing the Time column and scaling
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the Amount feature using Scikit-learn's StandardScaler. The dataset is then split into training and testing sets using the
train_test_split function from Scikit-learn. We generate various graphs to identify irregularities in the dataset and gain a
visual understanding.
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The above graph indicate that the count of fraudulent transactions is notably less than that of legitimate ones.

Amount per transaction by class

Fraud
300
200
100
0 L‘l—....-. -
Normal
W
5
.5 10
g 10°
4]
=
© 108
|_
—
° 10
2
£ 10!
z
100 | | Em | | .
0 2500 5000 7500 10000 12500 15000 17500 20000
Amount (3)

This graph represents the Amount per transaction by Class.
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In summary, the Credit Card Fraud Detection dataset available on Kaggle is used in the proposed method for credit
card fraud detection using Autoencoder Neural Networks. The dataset is preprocessed by removing the Time column
and scaling the Amount feature. The preprocessed dataset is then split into training and testing sets, with the training set
filtered to only include normal transactions. The Autoencoder, once trained, is employed to identify anomalies in new
transactions by computing the reconstruction error, comparing the input with the reconstructed output.

V. IMPLEMENTATION

The methodology used in the proposed method involves several steps, which can be summarized in the following
algorithm:

1. Load and preprocess the Credit Card Fraud Detection dataset available on Kaggle. Remove the Time column
and scale the Amount feature using Scikit-learn's StandardScaler.

2. Split the preprocessed dataset into training and testing sets using the train_test_split function from Scikit-learn.
Filter the training set to only include normal transactions.

3. Define and train an Autoencoder Neural Network using the Keras library in Python. The Autoencoder should
have an input layer with 29 neurons, one or more hidden layers with fewer neurons than the input layer, and an output
layer with the same number of neurons as the input layer. The Autoencoder should be trained to reconstruct the input
data from the encoded representation.

4, Use the trained Autoencoder to detect anomalies in new transactions by calculating the reconstruction error
between the input and the reconstructed output. A high reconstruction error indicates that the transaction is an anomaly,
while a low reconstruction error indicates that the transaction is normal.

5. Evaluate the performance of the proposed method using several metrics, including accuracy, precision, recall,
and F1 score.

The proposed method is implemented using Python and the Keras library. The code is structured with distinct
functions, each assigned to handle a specific task. The functions include loading and preprocessing the dataset, defining
and training the Autoencoder, and evaluating the performance of the proposed method. The code is modular and easy to
follow, allowing for easy modification and extension.

VI. RESULT
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The confusion matrix shows the number of true negatives (55491), false positives (1373), false negatives (20), and true
positives (78).

© 1JARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 131


https://ijarcce.com/
https://ijarcce.com/

IJ A RCCE ISSN (0) 2278-1021, ISSN (P) 2319-5940

International Journal of Advanced Research in Computer and Communication Engineering

Impact Factor 8.102 :¢ Peer-reviewed & Refereed journal :¢ Vol. 13, Issue 3, March 2024
DOI: 10.17148/IJARCCE.2024.13320

Using these values, we can calculate the accuracy, precision, recall, and F1-score of the model:

Accuracy = 0.9758
The Accuracy of the model is 0.9758 or 97.58%.

Precision = 0.0534
The precision of the model is 0.0534 or 5.34%.

Recall = 0.7955
The recall of the model is 0.7955 or 79.55%.

F1 score =0.0984
The F1-score of the model is 0.0984 or 9.84%.

These experimental results show that the model has a high accuracy but low precision and F1-score. This indicates that
the model is able to correctly identify most of the normal transactions, but it has a high false positive rate, leading to a
low precision. The recall of the model is relatively high, indicating that it is able to detect most of the fraudulent
transactions. However, the low F1-score suggests that there is room for improvement in the model's performance.

VII. CONCLUSION

In this project, we used an autoencoder- approach for detecting card fraud, achieving an accuracy of 97.58%, a
precision of 5.34%, a recall of 79.55%, and an F1-score of 9.84%. While the precision and F1-score are relatively low
the high recall indicates that the is able to detect of the fraudulent transactions. Our proposed method involves training
an autoencoder on a dataset of normal transactions and using the reconstruction error to detect anomalies. We used a
simple autoencoder architecture with two hidden layers, and we preprocessed the dataset by removing the Time column
and scaling the Amount feature. Our experimental results show that the proposed method is effective in detecting credit
card fraud, achieving a high accuracy and recall. However, there is room for improvement in the model's precision and
F1-score.Overall, autoencoders provide a promising approach for detecting credit card fraud, it could become a
standard tool for credit card fraud detection, helping to protect consumers and financial institutions from financial loss.

VI, LIMITATIONS

While the proposed method using Autoencoder Neural Networks has shown promising results, there are some
limitations to consider. First, the method assumes that the distribution of normal transactions is stable and does not
change over time. However, in real-world scenarios, the distribution of normal transactions may change, and the
Autoencoder may need to be retrained periodically.

Second, the method may have difficulty detecting rare and sophisticated fraud patterns that have not been seen during
training. The Autoencoder is trained on normal transactions, and it may not be able to recognize anomalies that are
significantly different from the training data.

Third, the reconstruction error may not be the best measure for detecting anomalies in all cases. The reconstruction
error may be affected by the complexity of the data, and it may be necessary to use other measures such as the mean
squared error or the mean absolute error.

IX. FUTURE WORK
There are several directions for future work to improve the performance of Autoencoder Neural Networks for credit
card fraud detection. One approach is to use ensemble methods that combine multiple Autoencoders with different
architectures and training parameters. This can improve the robustness and generalization of the model.
Another approach is to use semi-supervised learning, where the Autoencoder is trained on both normal and fraudulent
transactions. This can help the model learn the characteristics of fraudulent transactions and improve its ability to detect

anomalies.

Finally, it is important to explore the use of explainable Al techniques to improve the interpretability of the model. This
can help build trust in the model and provide insights into the factors that contribute to fraudulent transactions.
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