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Abstract: In today's fast-paced software development environment, DevOps practices have become essential for
organizations to achieve efficient collaboration, continuous integration, and delivery. Jenkins, an open-source automation
server, plays a pivotal role in facilitating DevOps workflows by automating various stages of the software development
lifecycle. This paper aims to provide a comprehensive analysis of how Jenkins enhances DevOps workflows, examining
its key components, features, and integration capabilities. Through an exploration of relevant literature and case studies,
this research sheds light on the benefits, challenges, and best practices associated with incorporating Jenkins into DevOps
environments. Insights gained from this study can guide organizations in optimizing their DevOps processes and
leveraging Jenkins effectively for improved software delivery.
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I INTRODUCTION

The adoption of DevOps practices has revolutionized the way software is developed, tested, and deployed. DevOps
emphasizes collaboration, automation, and integration between development and operations teams to achieve faster and
more reliable software delivery. At the heart of DevOps workflows lies Jenkins, an open-source automation server that
enables continuous integration and continuous delivery (CI/CD).

Jenkins automates various tasks throughout the software development lifecycle, from building and testing code to
deploying applications in production environments. This paper aims to delve into the role of Jenkins in enhancing DevOps
workflows, examining its functionalities, integrations, and impact on software delivery.

1. KEY INSIGHTS FROM LITERATURE

Moreover, recognized as the software development, project development, and deployment life cycle (SDLC), it delineates
the standardized methodologies or procedures indispensable for software evolution. This cycle entails numerous stages
guiding the software life cycle that development sectors adhere to for generating software products. SDLC has witnessed
various adaptations, transitioning from conventional and agile methodologies to the more contemporary DevOps culture.

Within the domain of DevOps research papers, a myriad of contemporary and relevant literature is scrutinized and
examined. DevOps, denoted as "Development and Operations," emerges as a novel concept in the software evolution
narrative, with the primary objective of mitigating disparities among different teams by bridging communication gaps
between development and operations teams [3]. Conventional methodologies often overlook these collaborative
imperatives. Lwakatare et al., in their investigation of five organizations, endorse the coordination of development and
operations teams, corroborating the significance of DevOps in fostering collaboration [4].

While there exist several theories opposing the implementation of DevOps, citing challenges and the absence of
performance metrics, prominent researchers have advocated caution in its practical application [5]. For instance, in their
survey, authors [6] extensively examined the barriers to adopting DevOps. Other studies have explored DevOps practices
as a means for companies to achieve enhanced performance and deliver higher-quality software [7].

Echoing this sentiment, DevOps emerges as a trend aimed at automating continuous software release tasks while ensuring
accuracy and resilience, as highlighted by Ronny Olguin [8] and Ramtiin Jabbari et al. [9]. The definition of DevOps has
been thoroughly scrutinized in the literature, with authors [9] concurring that DevOps enhances the adaptability of
software development methodologies.
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I, RESEARCH METHOD

For our study, we utilized project management and deployment tools such as Jenkins, alongside a range of hybrid model
tools including GitLab, Nagios, Selenium, and Ansible. These tools were integrated into Jenkins through various plugins.
To facilitate implementation, we developed a web-based interactive interface as a prototype for the software application.
Below are the specifics:

Phase I:

. In this phase, the creation of the best web-based graphical interface application will be initiated and integrated
into the Jenkins Climate environment.

. For source code management, an interactive web-based Java application has been designed and made

accessible as a repository on GitHub.

Phase I1:

The aim of this step is to determine the hybrid model tools recommended in the toolchain and the environments required
for their proper installation, as per the findings of the literature review. ¢ Creation of a Jenkins Project Management tool
pipeline from Java. ¢ Installation of various plugins recommended by a hybrid automated approach to enhance Jenkins'
capabilities.

Phase I11:

. The objective of this step is to evaluate quality criteria based on the implementation results. « Subsequently, the
delivery pipeline will be demonstrated, illustrating how each build/release incorporates the verification of various metrics
as quality parameters. * For continuous deployment, the current research considers automation tools such as Jenkins,
Selenium, GitLab, and Tomcat Server. The utilization of these automation tools as integral components of the project
implementation will be detailed in the following section.

Phasel: DevelopedWeb-based JavaApplication

Developmentof an interactive Java-based application
with installation of JDK

'

/Phase II: Installed Jenkins environment for the \
reason of implementing Java sample programme

Jenkins Installation with all required plugins

Implementation of software application through Jenkins

.

Phase lll: Verified various quality-related parameters

Validation of given quality characteristics using software
metrics

\

Figurel. Research methodology adopted for current research work.

The diagrammatic representation of the phases and various actions prescribed by the methodology is depicted in Figure
1 above, also known as the design of the current research.
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V. HYBRID MODEL PROPOSAL FOR DEVOPS-BASED AUTOMATION TOOLS

The proposed hybrid model article [2] examined the integration of DevOps culture in IT sectors. DevOps was identified
as a mechanism for fully automating development and operations processes using a diverse range of technologies. Its
primary objective is to address various challenges encountered in the industry, such as delayed software releases, delivery,
deployment, and maintenance issues. This endeavor facilitated the development of an Integrated Tool Chain (ITC)
through performance evaluation comparisons of different automation tools. By eliminating barriers at each level, this
selective chain of automation tools enhances the efficiency of the development life cycle. Subsequently, the design of the
ITC leads to the emergence of a hybrid DevOps paradigm for software development automation. The diagram below

illustrates the hybrid automated approach encompassing these distinct tool chains across various stages of the DevOps
Culture.

Jenkus, TemunC uy, Buildbor

Continuous ‘
Integration <

Selenitun, INIgér. TestComplele Sphak, Nagos, Sensu
Jenkins
Continuous DevOps Continuous
Testing Automation Monitoring
Selentum Tools Naglos ¥
.~ Cithaby Aunsible
Continuous Continuous
Delivery 2 " Deployment
Gutlab, Aznre DevOps. GitHob Actions Puppet, Chef, Ausible

Figure2.Hybrid model for DevOps-based chain of selective automation tools [2]

Figure (2) illustrates our proposed hybrid approach of selected DevOps automation tools from a distinct group. The
underlying paper employs hybrid automation models to assess the reliability of work, a task that was not feasible with
previously published case studies. We developed a web-based application using the JDK environment to evaluate an
automation model, which serves as a data source for this study.

V. IMPLEMENTATION OF DEVOPS-BASED HYBRID MODEL THROUGH SAMPLE JAVA
APPLICATION

The paper utilizes a three-phased architecture to construct the DevOps hybrid automation tool paradigm. The flowchart
below depicts these three phases along with other procedures necessary for the correct implementation of the model.

[: Write web based Java application J

[ Push to GitHub Repository
. \
[ Build & Test
w
‘ N
[ Integration & Testing

Figure3. Process flow of DevOps implementation approach
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As illustrated in figure (3) above, Jenkins serves as a continuous integration and build tool, facilitating both continuous
software delivery and integration within the CI/CD pipeline. GitHub and GitLab repositories are utilized for code
management, complemented by various automation technologies integrated into Jenkins as plugins, akin to those in the
Integrated Tool Chain (ITC) [2]. Selenium is employed as a plugin for creating and executing test cases, while Nagios
oversees operational processes, and Ansible handles deployment.

The research methodology begins with the development of a prototype Java program, initiated within a local repository
and subsequently uploaded to GitHub, where it is seamlessly linked with Jenkins, as outlined in the flowchart. Maven is
utilized within Jenkins to orchestrate the build process, providing insights into the Java application. Selenium is tasked
with executing both unit and integration tests. Jenkins automates continuous integration seamlessly, followed by
continuous delivery and deployment facilitated by various plugins. The ensuing screenshots provide a visual
representation of the system's implementation outcomes, supplemented by detailed descriptions.

Stepl: The initial step in developing the Java-based online application website is to install the JDK. This website provides
a user interface for adding or removing completed tasks. The Java web code of the website maintains a record of both
active and completed tasks, as well as a list of pending tasks. The status of these tasks can be modified to incomplete,
active, or complete, or they can be deleted from the list altogether. The local code structure, which alters the relevant
XML file, is housed within the application's src directory.

Step 2: After completing the Java code, the next step is to install the Jenkins tool for continuous integration and build
purposes. To accomplish Jenkins, build tasks with the website route provided as the repository address, a freestyle project
type must be defined. Additionally, for the development of a Java project and the execution of Java code in Jenkins,
integration of numerous plugin tools, as specified by the hybrid model in [2], is necessary. Many of these plugins are
already pre-installed, including Ansible, Selenium, Nagios, and GitLab. The integration of all these tools as plugins in a
single window not only enhances the functionality of the tool but also facilitates communication between the operations
team and developers.

Step 3: The subsequent step involves installing the Tomcat server to create the web application's WAR file. The Tomcat
directory structure is utilized to generate the application's WAR file. Following this, a new Jenkins build process needs
to be developed to build an application and deploy the packaged WAR file to Tomcat, now that the Jenkins Tomcat
deployment plugin has been installed. Any modifications to the code necessitate rebuilding the application and restarting
the Tomcat server. This process entails adding various jobs following the installation of an application on a Tomcat server
in a continuous DevOps environment.

VI. SELECTION AND OF EVALUATION OF DIFFERENT SOFTWARE METRICS

The performance of software or systems is consistently a pivotal factor in assessing software quality. Software quality
encompasses the desired attributes of software products, as well as its individual components and processes. To gauge
the quality of software products and processes, various metrics are devised. These metrics are essential for assessing the
accuracy and efficiency of software. Additionally, evaluating software development performance is another critical step
in enhancing software productivity and effectiveness.

There are two main categories of software metrics: Process metrics, Project metrics. Process metrics analyze various
elements of the development process, while Project metrics assess product development phase by phase.

In our research, we selected several predefined software metrics from current literature to validate both software processes
and products. The table below presents the metrics considered along with the expected outcomes:

Software Metric i
Name of metric Best outcome
Type
Process Project Risk Identification High
) Project Defect Density Low
Project
Project Deployment Frequency High

Table 1. Categorization of different Software Metrics
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0] Project Risk Coverage (PRC)

Various approaches and techniques have been developed to conceptualize, evaluate, and manage software risks [1].
Software metrics provide a measurable method for assessing and monitoring quality factors, as well as for identifying
potential hazards associated with a particular software product [10].

The risk coverage of each component is givenas CRC =Y Wf n f=1

Where W is the risk weightage and n are the total number of criteria. The estimate for project risk coverage is given as
;RC:ZRCnniZL n>0

Where n is total number of components/ modules in system

(i) Project Defect Density (PDD)

Every software inevitably contains flaws or faults. While some errors may be minor and overlooked, developers should

consistently address errors that have already occurred or pose a risk to the product, as they can significantly impact the
software's performance.

Number of defects known
Software size in KLOC

Defect density for individual software components is calculated as — CDD =
Where KLOC = LOC /1000

(iii) Project Deployment Frequency (PDF)

Perera et al. and Ziadoon Otaiwi et al. examined deployment frequency as a primary objective of DevOps in their studies
on DevOps Quality [11] [12]. According to their findings, increasing deployment frequency enables DevOps to surpass
non-DevOps performance by more than 40 times. Deployment frequency measures the frequency at which small-sized
code changes are distributed. Consequently, frequent deployments or releases with minimal change requirements
outperform infrequent deployments with significant change needs. Deployment frequency is closely associated with
continuous delivery and serves as a metric of success for high-performing organizations.

The expression for each component deployment frequency measurement is provided as —

Total number of Deployments
PDF= Per unitTime

The time unit for deployment frequency is determined by the magnitude of the project. For example, if the project size is
measured in Kilo Lines of Code (KLOC), the deployment frequency may be weekly. However, since the data collection
in our study is relatively small, the time unit is measured in hours.

The phrase below gives an estimate for project deployment frequency throughout the whole project — PDF= :Zzn:1 DFn
andn>0

Here n is count of system components.

A high deployment frequency number indicates that the system is operating efficiently and smoothly.

VII. CONCLUSION

This study focuses on the hybrid DevOps automation tool paradigm, which has been previously proposed and is utilized
to expedite the production of high-quality software products. The current research project combines the Jenkins project
integration tool with a Java web application deployed on an Apache Tomcat server. Incorporating DevOps into a
continuous environment not only reduces development and delivery times but also enables frequent software updates and
continuous delivery of the same level of quality and efficiency, as evidenced by tabular metric values. Due to its ongoing
advantages, DevOps has become the latest buzzword in the IT sector. Young researchers and students can gain valuable
insights into DevOps and its automation technologies by examining the tabular results. In addition to selecting the
appropriate tool chain, software developers can expedite high-quality software delivery. Furthermore, the current research
can be expanded to include new metrics that compare DevOps with other traditional methods already in use.
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