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Abstract: A secure environment is unattainable without the implementation of encryption technology. Given that
images constitute a significant portion of multimedia data, safeguarding them is crucial in the modern context. The
major challenge lies in how we can effectively protect our data. Encryption involves transforming a piece of
information by encoding it such that only authorized individuals can decode, read, and understand it. This protects the
information from unauthorized access by malicious entities. The encryption process involves subjecting the data to a
series of mathematical transformations, producing an alternative form of the original data. This sequence of
mathematical operations is known as an algorithm. In this paper, we have conducted a survey of various research
papers and reviewed existing encryption techniques. Based on our survey, we also discuss the concept of two-way
encryption, analyzing it in conjunction with the Data Encryption Standard (DES) for improved security.
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I. INTRODUCTION

Image encryption is a method used to transform an original image into an unintelligible form, making it difficult to
comprehend without decryption. With the rapid expansion of multimedia applications, ensuring the security of image
communication and storage has become a critical issue. Encryption is one of the primary ways to guarantee this
security, as it prevents unauthorized access to the content without a decryption key. Images are composed of pixels, and
image encryption essentially converts these images into an unreadable format. Many digital services necessitate robust
security measures for the storage and transmission of digital images. Given the exponential growth of the internet,
safeguarding digital images has become increasingly important and has garnered significant attention. The widespread
use of multimedia technology has elevated the importance of digital images, surpassing that of traditional text and
highlighting the need for stringent privacy protection. Encryption techniques for digital images are crucial for
preventing unauthorized access and thwarting potential attacks. As electronic data exchange continues to grow,
protecting the confidentiality of image data from unauthorized access is imperative. Security breaches can compromise
user privacy and damage reputations, making data encryption essential for ensuring security in open networks like the
internet. The significant increase in digital data transmission over public channels has further emphasized the
importance of digital image security. Multimedia technology's proliferation in our society has enhanced the role of
digital images, necessitating serious privacy protection for all applications. Different types of data require unique
protection techniques, and most existing encryption algorithms are designed for text data. However, due to the large
data sizes and real-time requirements of images, traditional encryption methods are often impractical [3].

Il.  TYPESOFCRYPTOGRAPHY

Cryptographic methods are employed when confidential messages need to be sent from one party to another over a
communication channel. These methods require specific algorithms to encrypt the data. In today's world, where
increasing amounts of sensitive information are stored on computers and transmitted via the Internet, it is crucial to
ensure the security and safety of this information. Images are a vital component of our data, making it essential to
protect them from unauthorized access. Numerous algorithms are available to safeguard images from unauthorized
access.

Secret Key Cryptography: Also referred to as symmetric key cryptography, this method involves both the sender and
receiver sharing the same secret code, known as the key. The sender encrypts the message with this key, and the
receiver decrypts it using the same key.

Public Key Cryptography: Also known as asymmetric key cryptography, this approach uses a pair of keys for
encryption and decryption. In public key cryptography, there is a matched pair of keys: a public key and a private key.
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Figure 1: Image Encryption Scheme
I1l. FEATURES OF IMAGE ENCRYPTION

1. Image security necessitates the following characteristics:

2. The encryption system must be computationally secure, requiring an extremely long computational time to break.

3. The encryption and decryption algorithms should be simple and fast.

4. The security mechanism needs to be flexible.

5. There should be minimal expansion of the encrypted image data.

6. The security mechanism should be widely applicable and acceptable, ideally designed to function as a commercial
product [4].

V. LITERATURE SURVEY

Image encryption techniques are essential for securing data within images. This section reviews various encryption
methods explored in our study.

In [1] this paper author proposed an efficient key-based pattern enciphering scheme for digital color images. This
method utilizes pixel value reordering with an adaptive key-based block selection algorithm. The scheme demonstrates
high resistance to various cryptographic attacks. Multiple pixel reordering patterns are generated and applied to an
image by partitioning it into blocks. The key (secret) determines the enciphering pattern for each partitioned image
block, resulting in a final encrypted image. The image can be restored to its original form using the same key and
pattern to reorder the pixel values in the corresponding blocks. The main advantages of this technique are its lossless
decomposition, efficiency, and simplicity. Experimental results indicate that the proposed method effectively resists
common cipher attacks.

In [3] this paper author conducted a survey on image encryption using Salsa20. This paper examined Salsa20 as an
efficient and secure method for protecting digital image distribution. Various tests and comparisons were conducted to
validate Salsa20's efficiency for image encryption, including visual testing, key space analysis, histogram analysis,
information entropy, encryption quality, correlation analysis, differential analysis, sensitivity analysis, and performance
analysis. Simulation experiments confirmed the effectiveness of the Salsa20 scheme for image encryption.

In [4] this paper author proposed a fast image cryptosystem based on AES. In this system, images are divided into 128-
bit data blocks. AES in CBC mode is employed for image encryption. The first block of the plain image is permuted
using an initial vector, followed by AES in cipher block chaining mode to encrypt each block sequentially. The initial
vector and cipher image are transmitted to the decryption party via a public information channel. The decryption party
uses the secret key and initial vector to decrypt the cipher image and retrieve the original image. Simulation results
demonstrate that this image cryptosystem is both secure and high-speed, making it a suitable comparison benchmark
for newly proposed image cryptosystems based on chaotic systems.

In [5] this paper author proposed an image encryption method using the XOR cipher to encrypt binary data in images
pixel by pixel, rather than securing it with an application, making it harder to exploit or crack. The proposed method
was tested in a Python environment, and the results showed that the images were properly encrypted using the XOR
cipher. The model was tested on various images, including Mona Lisa, Apollo 11, and NebulaM83. Future work
includes developing a random function with high entropy factors to enhance the encryption method.
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In [6] this paper author proposed an advanced image cryptography algorithm that integrates encryption with
steganography using MATLAB. This method utilizes the RC4 stream cipher combined with RGB pixel shuffling and
steganography, specifically employing a hash-least significant bit (HLSB) technique. The HLSB method inserts data
bits into the least significant bits of RGB pixels in the cover image, enhancing security. The system achieves a high
level of security by generating multiple encryption patterns and applying them to the image blocks. The results indicate
strong resistance to cryptographic attacks, as evidenced by the high peak signal-to-noise ratio (PSNR) and low mean
square error (MSE) for both encrypted and original images.

In [7] this paper author introduced a novel image encryption algorithm based on vector quantization (VQ),
cryptography, and number theory. This approach begins by decomposing an image into vectors, which are then
sequentially encoded. Traditional cryptosystems from commercial applications are applied to these vectors to enhance
security. Additionally, number theoretical methods are used to reduce the computational complexity of the encryption
and decryption processes. VQ, known for its efficiency in low bit-rate image compression, speeds up the encryption
process while maintaining high security, making it a practical solution for secure image encryption.

In [8] this paper author conducted a comprehensive review of different image encryption techniques. The paper
provides an overview of various cryptographic methods and their applications in image encryption. It includes a
comparative analysis of these techniques based on factors such as complexity, speed, memory usage, key types, key
length, key space size, and security level. The study also highlights general security analysis methods for encrypted
images, offering valuable insights into the effectiveness and efficiency of different encryption algorithms.

In [9] this paper author proposed a new approach for fast color image encryption utilizing chaotic maps. Their
technique simplifies traditional preprocessing systems by employing basic operations like confusion and diffusion. The
encryption process uses cascading of 3D standard and 3D cat maps to generate diffusion templates and shuffle RGB
planes of the image. An XOR operation is then performed on the shuffled image and diffusion template to produce the
encrypted image. The method is evaluated through theoretical analyses and simulations, demonstrating its effectiveness
in minimizing brute-force attack possibilities and providing rapid encryption.

In [10] this paper author developed a new image cryptosystem based on chaotic maps and continued fractions. This
system utilizes a chaotic map with a large key space in conjunction with the Engel Continued Fractions (ECF) map.
The ECF-map is designed to produce a pseudo-random sequence with uniform distribution, zero correlation, and ideal
nonlinearity, achieving a high level of security. The proposed scheme shows strong resistance to known attacks, and
both theoretical and numerical simulations confirm its efficiency and high security.

In [11] this paper author introduced a framework for evaluating image encryption schemes based on various
parameters. Their approach moves beyond visual inspections to use quantitative metrics such as correlation coefficient,
information entropy, compression friendliness, pixel change rate, and unified average change intensity. The paper
evaluates the security and efficiency of conventional encryption schemes like the Advanced Encryption Standard
(AES) and Compression Friendly Encryption Scheme (CFES). The analysis reveals some weaknesses in CFES related
to low entropy and horizontal correlation, highlighting areas for improvement in these encryption methods.

In [13] this paper author presented a survey on different techniques of image encryption. This paper reviews various
image encryption methods, providing an overview of cryptography and its different types. The survey discusses the
effectiveness and application of various encryption techniques, offering insights into their strengths and limitations. It
serves as a comprehensive reference for understanding the landscape of image encryption technologies.

In [14] this paper author proposed a permutation-based image encryption technique. This method focuses on random
pixel permutation to maintain image quality while using shared keys for encryption. The approach involves three types
of classifications: position permutation, value permutation, and visual transformation. The technique aims to provide
confidentiality for color images with minimal computational effort, demonstrating quick and effective encryption
through the permutation process.

In [15] this paper author reviewed joint compression and encryption techniques for video data. Their paper discusses
methods for combining compression and encryption to achieve fast and secure video transmission. Various algorithms
are classified based on their efficiency and effectiveness in performing joint compression and encryption. The review
provides valuable insights into optimizing video data security and transmission.

© 1JARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 110


https://ijarcce.com/
https://ijarcce.com/

IJ A RCCE ISSN (O) 2278-1021, ISSN (P) 2319-5940

International Journal of Advanced Research in Computer and Communication Engineering
Impact Factor 8.102 :¢ Peer-reviewed & Refereed journal :: Vol. 13, Issue 7, July 2024
DOI: 10.17148/IJARCCE.2024.13717
In [16] this paper author conducted a survey on common encryption techniques. This paper explores different
encryption methods, including basic cryptographic terms, key concepts, and classifications. It also focuses on image

and information encryption techniques, analyzing their performance parameters and security issues. The survey offers a
detailed examination of various encryption approaches and their applications.

In [17] this paper author introduced a new image encryption algorithm utilizing fuzzy integral permutation with
coupled chaotic maps. This novel approach combines DNA addition with two-dimensional piecewise nonlinear chaotic
maps to achieve strong permutation and diffusion properties. The proposed algorithm is designed to secure digital
image information effectively, making it suitable for practical use in protecting image data over the Internet.

V. ANALYSIS

After analysis various research papers we compare the previous result and identify the good and flaws presented:

S.No Approach Information Information
Entropy of Entropy of
Original Image | Encrypted Image
1 Chaotic System [18] Lena image
7.5534 7.9669
2 Chaotic System [18] Circle image
6.0408 7.9652
3 Chaotic System [18] Clock image
6.7057 7.9667
4 Key Based Baboon
Partitioning [1] 7.3186 6.9341
5 Key Based Cameraman
Partitioning 7.0482 6.6863
[1]
6 Key Based Football
Partitioning [1] 7.2143 6.8731
7 Key Based Lena
Partitioning [1] 7.4578 6.8833
8 Block Based
Transformation 0.0063 5.4402
[19]

VI. PROBLEM DOMAIN
After reviewing several proposed techniques, we have identified the following issues:
1) There is a need for 3DES and MD?5 algorithms for effective image encryption and decryption.
2) A larger key size is required to protect against brute force attacks.
3) A hybrid technique is necessary to enhance security.
4) All the previously discussed algorithms do not implement double encryption and decryption effectively.

5) The combination of XOR with another image in encryption is not utilized.
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VII. CONCLUSION AND FUTURE WORK

There are numerous techniques to secure images. In today's digital landscape, where security is often compromised,
protecting images over networks is crucial. This survey outlines various image encryption methods. We have reviewed
different image encryption techniques from various research papers.

We conclude that while all these methods are effective for image encryption, each has its own set of advantages and
disadvantages, providing a certain level of security to prevent unauthorized access to images in open networks. Each
technique has its specific suitability and limitations, but there is still much work to be done in this area. Based on the
study, we suggest the following future directions:

1) Implementing powerful encryption techniques like 3DES and MD5 can enhance security.
2) Using larger key sizes can improve image security and protect against brute force attacks.
3) Double key encryption can be explored to further enhance image security.

4) Implementing three-way security measures can strengthen encryption.

5) The encryption should require an extremely long computational time to break.

6) Pixel permutation combinations should be shuffled in a way that minimizes information loss.
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