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Abstract: This survey explores the secure and hybrid bio-inspired optimization techniques for Flying Ad-Hoc
Networks (FANETSs), addressing the limitations of traditional methods in dynamic and complex environments. Novel
bio-inspired algorithms, such as clustering schemes and routing protocols, are proposed to enhance adaptability,
robustness, and energy efficiency. Despite advancements, FANETs face significant challenges in security and
performance. This study reviews recent developments in bio-inspired optimization, analyzing their efficacy and
highlighting novel approaches like BICSF and multi-hop clustering algorithms. The proposed algorithms demonstrate
improvements in secure communication and efficient resource utilization. The survey concludes that bio-inspired
techniques offer promising solutions for optimizing FANETS, paving the way for future research to address existing
gaps and enhance the overall performance and security of these networks.
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l. INTRODUCTION

Flying Ad-Hoc Networks (FANETS) are specialized wireless networks consisting of unmanned aerial vehicles (UAVS)
that communicate with each other without a fixed infrastructure. These networks are highly dynamic, with frequent
changes in topology due to the mobility of UAVS. FANETs are used in various applications, including military
operations, disaster management, environmental monitoring, and communication in remote areas. However, the unique
characteristics of FANETSs, such as high mobility, limited energy resources, and the need for reliable communication,
pose significant challenges in designing efficient and secure networking protocols[9].

Background

Traditional routing and clustering algorithms often fail to meet the stringent requirements of FANETs due to their
inability to adapt quickly to changing network conditions and their vulnerability to security threats. To address these
issues, researchers have turned to bio-inspired algorithms, which mimic natural processes and behaviors observed in
biological systems. These algorithms offer several advantages, including robustness, adaptability, and scalability,
making them well-suited for the dynamic environment of FANETs[10].

Problem Statement

FANETs face significant challenges in maintaining efficient and secure communication due to their high mobility,
dynamic topology, and limited energy resources. Traditional routing and clustering methods are insufficient for
addressing these issues, leading to network inefficiencies and security vulnerabilities. This paper investigates the
application of bio-inspired algorithms to overcome these challenges and enhance the performance and security of
FANETSs[12].

Contributions

This survey makes several key contributions. First, it provides a comprehensive review of bio-inspired clustering
schemes and routing protocols specifically designed for FANETS. Second, it highlights the latest advancements in bio-
inspired optimization techniques, such as the Bio-Inspired Clustering Scheme for FANETs (BICSF) and bio-inspired
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multi-hop clustering algorithms, and their impact on network performance and security[1][3]. Third, the study analyzes
the efficacy of these algorithms in addressing the unique challenges of FANETS, including energy efficiency, secure
communication, and adaptability to changing network conditions. Finally, it identifies future research directions to
further enhance the robustness and efficiency of FANETS using bio-inspired approaches[6][14].

Recent Advancements

Recent studies have demonstrated the effectiveness of bio-inspired algorithms in addressing the challenges of FANETS.
For example, the bio-inspired multi-hop clustering algorithm improves data transmission efficiency by organizing
UAVs into multi-hop clusters, reducing the need for direct communication between distant nodes[3]. Other innovative
approaches, such as the use of Penguins Search Optimization and Harris Hawks Optimization, have been applied to
develop energy-efficient routing protocols that extend the operational lifespan of UAVS by optimizing their energy
consumption patterns[7][16].

Despite the promising results achieved by bio-inspired optimization techniques, several challenges remain. Ensuring
the security and integrity of communication in highly dynamic and potentially hostile environments is critical. Future
research should focus on enhancing the security features of bio-inspired algorithms and exploring hybrid approaches
that combine multiple bio-inspired techniques to address the diverse requirements of FANETs. By continuing to
innovate and refine these algorithms, researchers can develop more robust, efficient, and secure FANETs capable of
supporting a wide range of applications[18][14].

1. LITERATURE REVIEW

The following table provides a detailed review of the literature on secure and hybrid bio-inspired optimization
techniques for FANETSs. This review highlights the problems identified, the algorithms or methods proposed to address
these problems, the final solutions along with accuracy percentages or methods used, and the future scope suggested by
each study.

The increasing reliance on FANETSs for various applications has necessitated the development of advanced algorithms
to address the inherent challenges of these networks. This literature review examines key studies that have proposed
bio-inspired optimization techniques to enhance the performance, security, and efficiency of FANETSs. The review is
structured to provide a clear understanding of the problems identified, the methods used to tackle these issues, the
solutions achieved, and the potential future research directions.

Author(s) | Problem Identified Algorithm/Methods Final Solution with | Future Scope
and Year Addressing Problem Accuracy
Percentages
Khan et al. | Traditional clustering | Bio-Inspired Clustering | Improved  network | Further  exploration  of
(2019) schemes are | Scheme for FANETs | scalability and | hybrid bio-inspired
inefficient in dynamic | (BICSF) reduced techniques  for  better
FANET communication efficiency[1][4].
environments. overhead, accuracy
not specified.
Beghriche | Secure and efficient | Adaptive secure and | Enhanced secure | Integration  with  other
(2023) routing in dynamic | efficient bio-inspired | communication and | security protocols and real-
FANETS. routing protocol adaptability, accuracy | world testing[2].
not specified.

Yang et al. | Inefficiency in data | Bio-inspired multi-hop | Improved data | Optimization of energy
(2024) transmission due to | clustering algorithm transmission consumption and
direct communication efficiency, accuracy | scalability[3].

between distant not specified.
nodes.
Azzoug Inefficient routing in | Bio-inspired VANET | Enhanced routing | Application to FANETSs and
&Boukra VANETSs, relevant to | routing optimization performance, integration ~ with  other
(2021) FANETS. accuracy not | optimization methods[5].
specified.
Beegum et | Optimization of UAV | Bio-Inspired Algorithm | Improved energy | Exploration of additional
al. (2023) routing for energy | for optimized UAV | efficiency and | bio-inspired algorithms and
efficiency. routing network real-time
performance, implementation[6][18].
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accuracy not
specified.
Beghriche | Energy inefficiency | Penguins Search | Energy-efficient Further refinement of the
et al. | in FANET routing | Optimization routing protocol, | algorithm for  enhanced
(2022) protocols. accuracy not | energy  efficiency and
specified. scalability[7].
Wei & | Ineffective  routing | ACA-based routing | Improved routing | Extension  to  different
Yang optimization in | optimization optimization, network  scenarios and
(2021) FANETS. accuracy not | enhanced algorithm
specified. robustness[8].
Oubbati et | General constraints | Comprehensive survey | Identification of key | Development of novel
al. (2019) and challenges in | of existing routing | challenges and | routing protocols to address
FANET routing. techniques potential ~ solutions, | identified challenges[9].
accuracy not
specified.
Lakew et | General challenges in | Survey  of  existing | Comprehensive Innovation  in  routing
al. (2020) FANET routing. routing techniques understanding of | protocols to  overcome
FANET routing | highlighted challenges[10].
issues, accuracy not
specified.
Kaur & | Inefficiencies in | Survey  of  nature- | Detailed overview of | Further development of
Singh optimization inspired  optimization | optimization optimization techniques
(2018) techniques for | techniques techniques, accuracy | specific to FANETs[11].
VANETs and not specified.
FANETSs.
Chriki et | Communication, Review of  FANET | Identification of core | Exploration of advanced
al. (2019) mobility, and security | communication and | issues, accuracy not | security = measures and
issues in FANETS. security specified. mobility models[12].

Raj et al. | Current trends and | Survey of trends and | Comprehensive Focus on innovative
(2019) challenges in | challenges overview of FANET | solutions for emerging
FANETS. trends and | challenges[13].

challenges, accuracy
not specified.
Katyal Optimal load | Geolocation-based Improved load | Further optimization and
(2023) balancing and hybrid | optimal load balanced | balancing and | testing in large-scale
routing in large-scale | clustering and hybrid | routing, accuracy not | environments[14].
FANETS. routing specified.

Zhou et al. | Efficient network | Topology duration | Enhanced  network | Application to larger and
(2023) topology construction | maximization method topology  stability, | more dynamic UAV
for UAV swarm accuracy not | swarms[15].

systems. specified.
Ali et al. | Inefficiency in | Harris Hawks | Improved clustering | Application to FANETs and
(2023) VANET clustering, | Optimization-Based efficiency, accuracy | integration  with  other
applicable to | Clustering Algorithm not specified. clustering algorithms[16].
FANETSs.
Gupta & | Evaluation of | Comparative study of | Identification of | Further comparison with
Seth dynamic routing | OLSR, DSDV, AODV, | optimal routing | advanced routing
(2023) protocols for UAVs. and DSR protocols for UAVs, | protocols[17].
accuracy not
specified.
Kumbhar Optimal message | Multi-Objective Optimal | Enhanced message | Further optimization and
& Shin | routing  in  high | Message Routing routing  efficiency, | real-world
(2023) mobility networks. accuracy not | implementation[19].
specified.
Kumari & | Mobility-aware Self-organized mobility | Improved device | Application to FANETSs and
Tyagi device discovery in | aware device discovery | discovery efficiency, | enhancement of discovery
(2022) ultra-dense D2D accuracy not | algorithms[20].
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networks. specified.

Bhatia et | Challenges, routing | Study of FANET-related | Comprehensive Development  of  new
al. (2022) protocols, and | issues analysis of FANET | solutions for identified
mobility models in challenges, accuracy | challenges[21].

FANETs. not specified.

1. LIMITATIONS OF REFERENCES AND OVERCOMING METHODS
Limitations of References:

Khan et al. (2019): The Bio-Inspired Clustering Scheme for FANETs (BICSF) demonstrates improved scalability but
lacks detailed performance metrics such as accuracy percentages and comparison with other clustering schemes[1][4].

Beghriche (2023): The adaptive secure and efficient bio-inspired routing protocol offers enhanced security but does not
provide comprehensive evaluations in diverse real-world scenarios[2].

Yang et al. (2024): The bio-inspired multi-hop clustering algorithm improves data transmission efficiency but lacks
specific accuracy percentages and detailed comparison with other multi-hop algorithms[3].

Azzoug &Boukra (2021): Although the study provides an overview of bio-inspired VANET routing optimization, its
applicability to FANETs remains underexplored, and it lacks empirical data on effectiveness[5].

Beegum et al. (2023): The focus on energy-efficient routing for UAVs is promising but does not include accuracy
metrics or real-time implementation challenges[6][18].

Beghriche et al. (2022): The Penguins Search Optimization method for energy efficiency lacks detailed performance
evaluations and comparisons with other energy-efficient algorithms[7].

Wei & Yang (2021): The ACA-based routing optimization method is theoretically sound but does not provide empirical
data on accuracy and practical implementation[8].

Oubbati et al. (2019): While offering a comprehensive survey, this reference does not present specific solutions or
quantitative results for the routing constraints in FANETs[9].

Lakew et al. (2020): The survey provides a broad overview of FANET routing challenges but lacks in-depth analysis
of specific algorithms and their performance metrics[10].

Kaur & Singh (2018): The review of nature-inspired optimization techniques is broad and lacks specific details on
their application to FANETS[11].

Chriki et al. (2019): The study highlights communication, mobility, and security issues but does not offer detailed
solutions or performance evaluations[12].

Raj et al. (2019): The survey on trends and challenges is comprehensive but lacks quantitative data on the effectiveness
of various approaches[13].

Katyal (2023): The study on load balancing and hybrid routing provides theoretical insights but lacks detailed
performance metrics and empirical validation[14].

Zhou et al. (2023): The method for network topology construction offers improvements but lacks specific accuracy
metrics and real-world testing[15].

Ali et al. (2023): Harris Hawks Optimization-Based Clustering Algorithm shows promise but lacks detailed
performance comparisons and accuracy percentages[16].

Gupta & Seth (2023): The comparative study of dynamic routing protocols provides a valuable overview but does not
include specific performance metrics or applicability to different scenarios[17].

Kumbhar & Shin (2023): The multi-objective optimal message routing method is innovative but lacks detailed
performance data and real-world validation[19].

Kumari & Tyagi (2022): The mobility-aware device discovery method shows improvement but lacks empirical data
on accuracy and effectiveness in diverse scenarios[20].
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Bhatia et al. (2022): The study on FANET challenges provides a thorough analysis but does not offer detailed solutions
or performance evaluations[21].

(AVA OVERCOMING METHODS IN METHODOLOGY:

1. Enhanced Evaluation Metrics: Incorporate detailed performance metrics such as accuracy percentages,
latency, and throughput in evaluations to provide a comprehensive comparison of bio-inspired algorithms.

2. Real-World Testing: Conduct empirical testing in diverse real-world scenarios to validate theoretical results
and ensure practical applicability.

3. Comparative Analysis: Perform head-to-head comparisons of different algorithms and methods to identify
their relative strengths and weaknesses in various conditions.

4. Hybrid Approaches: Explore and develop hybrid algorithms that combine the strengths of multiple bio-
inspired techniques to address the limitations of individual methods.

5. Adaptive Algorithms: Implement adaptive algorithms that can dynamically adjust to changing network
conditions and requirements, improving overall performance and robustness.

6. Comprehensive Surveys: Update and expand surveys to include detailed solutions, performance evaluations,
and practical implementations of the reviewed techniques.

V. DISCUSSION OF RESULTS

The reviewed literature highlights several advancements and challenges in applying bio-inspired optimization
techniques to FANETSs. Key findings include:

1. Scalability and Efficiency: Techniques such as BICSF and bio-inspired multi-hop clustering have
demonstrated improvements in network scalability and data transmission efficiency[1][3]. However, many studies lack
specific accuracy percentages and detailed performance metrics, which limits the ability to fully assess their
effectiveness.

2. Energy Efficiency: Methods like Penguins Search Optimization and Harris Hawks Optimization show
promise in improving energy efficiency for UAVS[7][16]. Despite their potential, there is a need for more empirical
data and real-world testing to validate these improvements.

3. Security: The adaptive secure routing protocols offer enhanced security features but require further
exploration to address vulnerabilities and ensure effectiveness in diverse environments[2].

4. Future Directions: The literature suggests several future research directions, including the development of
hybrid approaches that integrate multiple bio-inspired techniques, adaptive algorithms capable of handling dynamic
conditions, and comprehensive empirical testing to validate theoretical results[6][14][18].

In summary, while bio-inspired optimization techniques offer significant potential for enhancing FANET performance,
there is a need for more detailed evaluations, real-world testing, and the development of hybrid and adaptive solutions
to address existing limitations and challenges.

VI. SUGGESTIONS

Based on the reviewed literature and identified limitations, the following suggestions are proposed to advance research
and application of bio-inspired optimization techniques for FANETS:

1. Detailed Performance Metrics: Future studies should include comprehensive performance metrics, such as
accuracy percentages, latency, throughput, and energy consumption. This will provide a clearer understanding of the
effectiveness and efficiency of bio-inspired algorithms in various scenarios.

2. Real-World Implementations: To validate theoretical results, it is crucial to conduct empirical testing in real-
world environments. Real-world implementations can reveal practical challenges and performance issues that may not
be apparent in theoretical or simulated studies.

3. Hybrid Algorithms: Develop and explore hybrid bio-inspired algorithms that combine the strengths of
multiple techniques. Hybrid approaches can address the limitations of individual methods and enhance overall
performance by leveraging the unique benefits of each algorithm.
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4. Adaptive Techniques: Implement adaptive algorithms that can dynamically adjust to changing network
conditions, such as varying mobility patterns and network topology. Adaptive techniques will improve robustness and
efficiency in highly dynamic environments.

5. Comparative Studies: Conduct comparative studies to evaluate the relative performance of different bio-
inspired algorithms and methods. Detailed comparisons can help identify the most effective techniques for specific
challenges and applications in FANETS.

6. Security Enhancements: Focus on developing bio-inspired algorithms with integrated security features to
address vulnerabilities in FANETs. Enhanced security measures are essential for ensuring reliable and safe
communication in potentially hostile environments.

7. Comprehensive Surveys: Update existing surveys to include recent advancements, detailed solutions, and
performance evaluations of bio-inspired techniques. Comprehensive surveys will provide valuable insights and
guidance for researchers and practitioners.

8. Energy Efficiency: Continue exploring energy-efficient bio-inspired algorithms and methods to extend the
operational lifespan of UAVs. Efficient energy management is critical for improving the sustainability and effectiveness
of FANETS.

9. Scalability Studies: Investigate scalability issues and develop solutions that ensure bio-inspired algorithms
can handle large-scale FANETs with numerous UAVs. Addressing scalability will improve the applicability of these
algorithms in various real-world scenarios.

10. Collaboration and Knowledge Sharing: Encourage collaboration among researchers, practitioners, and
industry stakeholders to share knowledge, resources, and best practices. Collaborative efforts can accelerate the
development and adoption of innovative solutions for FANETSs.

By addressing these suggestions, future research can overcome current limitations and contribute to the advancement of
bio-inspired optimization techniques for FANETSs, ultimately enhancing their performance, efficiency, and security.

VII. CONCLUSION

This review of bio-inspired optimization techniques for Flying Ad-Hoc Networks (FANETS) highlights the significant
advancements and ongoing challenges in this field. The integration of bio-inspired algorithms has demonstrated
promising improvements in areas such as network scalability, data transmission efficiency, energy management, and
routing optimization.

Key findings from the literature indicate that while various techniques, such as Bio-Inspired Clustering Schemes,
Penguins Search Optimization, and Harris Hawks Optimization, offer enhancements in specific aspects of FANET
performance, many studies lack comprehensive performance metrics and empirical validation. Theoretical
advancements are often not complemented by real-world testing, which is essential for understanding practical
implications and limitations.

To advance the field, future research should focus on several key areas: the development of hybrid algorithms that
combine multiple bio-inspired methods, the implementation of adaptive techniques that respond to dynamic network
conditions, and comprehensive empirical evaluations to validate theoretical results. Additionally, addressing security
concerns and exploring energy-efficient solutions will be crucial for the practical deployment of FANETS.

In summary, while bio-inspired optimization techniques offer significant potential for improving FANET performance,
a concerted effort to address existing limitations, coupled with innovative research and practical implementations, is
necessary to fully realize their benefits and advance the state of the art in FANET technology.
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