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Abstract: Cyberspace, cybercrime, cybersecurity, and cyberculture are only a few of the many ideas associated with
digital technology that go under the umbrella word "cyber". With the development of Al, hackers are using ChatGPT
and other similar technologies more frequently to carry out complex cybercrimes. Natural language processing-
powered ChatGPT may produce polymorphic malware, believable emails, and false information, which makes it
simpler for thieves to trick victims. Artificial intelligence is changing the world of cybercrime. Hackers are now using
tools like ChatGPT to make their attacks more sophisticated. This Al can create highly realistic phishing emails and
even malware that's hard for antivirus software to detect. This is a big problem because Al is essentially giving less-
experienced criminals the ability to commit much more complex and serious crimes. With Al, a small-time crook can
now launch attacks that were once only possible for skilled professionals. To stay safe, it's crucial to adopt strong
cybersecurity habits. Make sure you're using good antivirus software, creating strong, unique passwords, and keeping a
close eye on your financial accounts. If you do become a victim of cybercrime in India, remember that there are legal
options available to help you. The rise of Al in cybercrime means that our defences must also evolve to keep up with
these new, smarter threats.

I. INTRODUCTION

The term "cyber" encompasses a wide range of ideas related to digital technology, including cybersecurity, cybercrime,
and cyberspace. The word is derived from "cybernetics," which is the study of communication and control in machines
and biological systems [1]. In modern language, "cyber" refers to:

e Cybersecurity: The act of preventing illegal access, damage, or theft of computer systems, data, and networks.

e Cyberspace: The virtual realm where digital exchanges take place on the internet and other networked
technologies.

e Cybercrime: Unlawful acts carried out online or using digital technology, such as hacking, identity theft, and
online fraud.

The rapid adoption of Al, particularly tools like ChatGPT, has ushered in a new era of cybercrime where malicious
actors use Al to amplify their capabilities. Unlike manual attacks, Al-driven attacks are characterized by their speed,
adaptability, and scale. Al has enabled a range of new and improved cyberattack techniques. For example, Al models
can generate highly convincing and personalized emails that mimic the writing styles of trusted individuals, making
phishing and social engineering attacks more effective.

A growing concern is that cybercriminals are using ChatGPT for malicious purposes, including creating malware
programs, phishing attacks, deepfakes, and sophisticated misinformation. This allows ordinary, small-time
cybercriminals to carry out more complex, impactful, and sophisticated cybercrimes by expanding their reach,
complexity, and technology [2]. ChatGPT-enabled applications can produce polymorphic malware that is difficult for
traditional antivirus systems to detect. The platform can also be exploited to spread false information, which has the
potential to incite riots across various social media platforms_[2].

There is a rising concern that cybercriminals are exploiting ChatGPT for malicious purposes, including the creation of
malware programs, deepfakes, sophisticated misinformation, and phishing attacks. This enables small-time criminals to
execute more complex, impactful, and sophisticated cybercrimes by expanding their technological reach and
complexity [3]. ChatGPT-enabled applications can create polymorphic malware that is difficult for traditional antivirus
systems to detect. Additionally, the platform can be used to spread false information, which has the potential to incite
riots on various social media platforms. Cybercriminals use ChatGPT to craft grammatically correct and believable
emails and messages, increasing the likelihood that victims will fall for scams, leading to the theft of their data and

money [4].
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An Al like ChatGPT, which is meant to simulate human conversation, can produce a never- ending supply of somewhat
offensive stuff. Through the propagation of false information, this content has the ability to incite riots on a variety of
social media platforms [5]

1.1 Preventive Measure

e Practice "Zero Trust, Pause and Authenticate": Apply this philosophy to all digital transactions and news [6].

e Use and Regularly Update Antivirus Software: Ensure your antivirus software is dependable and kept up-to-date
[6].

e Be Cautious with Links and QR Codes: Never click on links or scan QR codes from strangers or unverified sources
in texts or emails [6].

e  Protect Personal Information: Never share sensitive financial or personal information, such as your Aadhaar, PAN
number, or credit/debit card details, with stranger [6].

e Separate Bank Accounts: Maintain a separate bank account with a small balance for UPI-based digital transactions
to minimize potential losses in case of fraud [6].

e  Monitor Financial Activities: Regularly monitor your bank records, CIBIL score, transaction statements, and AIS
statement to detect any unauthorized or unusual activity [6].

e Use Strong Passwords: Create and frequently change secure passwords. Using a memorable phrase with a number
in your native language can be helpful [6].

II. OBJECTIVE

To effectively combat the misuse of Al in cybercrime, a unified, ethical, and responsible approach is necessary,
requiring close collaboration among various stakeholders, including governments, industries, and academic institutions.

. Governments: Must establish clear, international regulations and policies that guide the ethical development
and deployment of Al. This includes creating legal frameworks to prosecute Al-powered cybercrimes and promoting
global information sharing on new threats. Ethical governance in cybersecurity is a framework that guides
organizations and individuals to make morally sound decisions regarding data, privacy, and technology. It ensures that
security practices are not only legally compliant but also align with human values and societal well-being. This
approach moves beyond simply protecting systems and focuses on the responsible use of power and technology. If
scammed, immediately contact the 1930 cyber helpline number or file a complaint on the cybercrime.gov.in website.
It is also recommended to call your bank to freeze the funds. If Aadhaar card is shared with someone, lock it on the
uidai.gov.in website. Additionally, change the passwords and user IDs of any exposed banking accounts. The Indian
Penal Code (IPC) includes several sections that can be applied to cybercrimes:

Section 378: Theft

Section 405/406: Criminal breach of trust

Section 415/416/417: Cheating

Section 420: Cheating and dishonestly inducing the delivery of property

Section 424: Illegal data extraction

Section 441: Criminal trespass

Section 43: Penalty and compensation for damage to a computer or computer system

Section 66: Punishment for computer-related offenses, such as data theft, hacking, transmitting viruses, or denying
access to an authorized person

Section 66C: Prescribes penalties for identity theft and the fraudulent use of a person's identity information
e Section 66D: Punishment for fraud by impersonation using computer resources

e Section 66E: Violation of privacy

e Industries: Should adopt a "security by design" philosophy, embedding ethical Al principles and robust security
measures into their products and services from the outset. They should also share threat intelligence and best
practices to build a collective defence.

e Academic Institutions: Play a vital role in researching the dual-use potential of Al, identifying vulnerabilities, and
training the next generation of cybersecurity professionals with a strong ethical foundation.
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1L METHODOLOGY

A study was done to analyse the impact of cybercrime and the major incident types by considering a dataset.

3.1 Dataset: A Dataset Of cybersecurity incidents in India from 2019 to 2024. Each entry details the year, day, amount

lost in Indian Rupees (INR), incident type, city, and affected category. The analysis focuses on three main areas:

incident trends, financial impact, and geographical/sectoral distribution [7].

e  Year: The year the incident occurred.

e Day: The day of the month the incident occurred.

e Amount Lost-INR: The monetary loss in Indian Rupees (INR) due to the incident.

e Incident Types: The type of cybersecurity attack or incident, such as Phishing - Ransomware, Data Breach,
Hacking, Online Fraud, Cyber Bullying, Malware, or Malware Attacks.

e City: The city in India where the incident took place, including Bangalore, Kolkata, Mumbai, Jaipur, Chennai,
Ahmedabad, Delhi, Pune, Lucknow, and Hyderabad.

e Category: The type of organization or individual affected, such as Corporate, Educational, E-commerce, Health,
Government, Financial, Personal, or social media.

IV.  RESULTS
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Fig 1: Total Amount Lost by Incident Type.

Figure 1 Represent about Ransomware caused the greatest financial loss, exceeding 40 million INR, making it the
costliest incident type by a significant margin. Malware Attacks and "Others" resulted in the lowest financial losses,
both falling below 10 million INR. Chart Represents that Ransomware is the most financially damaging cyber incident
type depicted, while Malware Attacks and "Others" are the least damaging.
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Fig 2: Count Of Incidents by City.

Figure 2 Represents Mumbai has the highest number of incidents, with a count of approximately 155. This indicates
that it is the city with the most reported incidents among those listed. Ahmedabad has the lowest number of incidents,
with a count just above 90. Chart Represents that cyber incidents are not uniformly distributed among the cities, with

Mumbai, Delhi, and Chennai experiencing significantly higher numbers compared to other cities like Ahmedabad and
Hyderabad.
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Fig 3: Count Of Incidents by Category.

Number of Incidents

Figure 3 Represents Corporate and social media are the categories with the highest number of incidents, both with
approximately 175 reported incidents. This suggests these two areas are the most targeted or susceptible to incidents. E-
commerce has the lowest number of incidents, with a count of just below 125chart Represents that incidents are most
frequent in the Corporate and social Media sectors, while the E-commerce sector experiences the fewest incidents

among the categories shown.
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Fig 4: Total Amount Lost by Category.
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Figure 4 Represents Corporate and social media are the categories with the highest financial losses, both just under 40
million INR.E-commerce suffered the lowest total loss, at approximately 30 million INR, making it the least financially
impacted category among those shown. chart Represents that Corporate and social media are the most financially
vulnerable categories, while E-commerce is the least impacted, at least in terms of total monetary loss.
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Fig 5: Total Amount Lost by City

Figure 5 Represents Delhi and Chennai have the highest total financial losses, both exceeding 3.4 million INR. Mumbai
also experienced a significant loss, at approximately 3.4 million INR. Hyderabad has the lowest total financial loss,
with the amount just above 2 million INR. chart Represents that Delhi, Chennai, and Mumbai are the cities with the
highest total financial losses, while Hyderabad, Ahmedabad, and Jaipur are the least impacted in terms of monetary
loss.
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Fig 6: Total Amount Lost Over the Years.

Figure 6 Represents 2022 was the year with the highest total financial loss, with the amount reaching approximately 51
million INR. The period from 2019 to 2020 saw a slight decrease in losses, with the amount falling from around 44.5
million INR to a little over 44 million INR. Losses began to increase significantly after 2020, with a sharp rise from
2021 to 2022, where the amount jumped from approximately 45 million INR to the peak of 51 million INR. chart
Represents a pattern of fluctuating financial losses, with a low point in 2020 and a peak in 2022. The data suggests that
while losses were high in recent years, they have started to trend downward since their peak.
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Fig 7: Count Of Incidents Over the Years.
Figure 7 Represents 2022 was the year with the highest number of incidents, with a count of approximately 214.The
number of incidents was at its lowest in 2019, at around 181.chart Represents an overall upward trend in the number of

incidents from 2019 to 2022, followed by a decrease in the two subsequent years.
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Fig 8: Total Correlation Heatmap of Year - Day -and -Amount Lost.
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Figure 8 Represents the data provided, there is no meaningful linear relationship between the "Year," "Day," and
"Amount Lost (INR)" variables. All calculated correlation coefficients are extremely close to zero, which means that
the variables are statistically independent. Knowing the year or day of an incident does not help predict the amount of
money lost.

V. CONCLUSION

In conclusion, Al tools like ChatGPT are a double-edged sword. While they offer many benefits, they also give
criminals powerful new ways to commit more sophisticated and dangerous cybercrimes. The main concern is how
easily these Al models can generate convincing phishing emails, sneaky malware, and fake information, making it
harder for people to spot and avoid scams. To stay safe in this evolving digital world, we all need to be proactive. That
means regularly updating your antivirus software, being extra careful about what personal information you share
online, and knowing your legal rights and remedies if you become a victim. The landscape of cyber threats is always
changing, so staying informed and using smart security practices is more important than ever.
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