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Abstract: The exponential growth in SIM card fraud incidents poses significant challenges to telecommunications 

security, resulting in substantial financial losses and identity theft cases worldwide. This paper proposes a novel hybrid 

machine learning framework that integrates rule- based filtering with Random Forest classification for effective SIM 

card fraud detection. The system analyzes four key behavioral parameters: IMEI change frequency, geographical 

mobility patterns, call activities, and SMS usage behavior. Our approach implements a multi-layer detection 

architecture that combines the transparency of rule-based systems with the pattern recognition capabilities of machine 

learning. The framework features an interactive Streamlit- based dashboard providing real-time monitoring, 

explainable AI insights, and comprehensive analytics. Experimental results demonstrate 92.5% detection accuracy 

with 85.7% recall rate and processing times under 5 seconds. The proposed solution addresses critical limitations of 

existing systems and offers a practical, scalable approach for telecom security applications, particularly in the Indian 

telecommunications context. 

 

The system combines rule-based filtering with Random Forest classification to analyze SIM usage patterns including 

IMEI changes, location behavior, call frequency, and SMS activity. It detects various fraud types such as SIM 

swapping, cloning, multiple activations, and abnormal usage patterns. Implemented with Python and Streamlit, the 

solution provides an interactive dashboard for fraud analysis, feature importance visualization, and risk scoring. The 

model achieves high accuracy in classifying fraudulent SIM cards while maintaining explainability through transparent 

decision-making processes. This project offers a practical, scalable solution for telecom companies and financial 

institutions to combat SIM-based fraud, enhancing security in the rapidly evolving digital landscape. 

 

Keywords: SIM Card Fraud, Machine Learning, Hybrid Detection, Random Forest, Explainable AI, 

Telecommunications Security 

 

I. INTRODUCTION 

 

The telecommunications industry has witnessed unprecedented growth in digital services, accompanied by a surge in 

SIM card fraud incidents. According to recent reports [1], SIM swap fraud alone has increased by 400% since 2020, 

resulting in estimated global losses exceeding $2 billion annually. Traditional fraud detection systems relying solely 

on rule-based approaches or standalone machine learning models have proven inadequate in addressing evolving 

fraud patterns while maintaining transparency and real-time performance. Existing systems face three primary 

challenges: first, rule-based methods generate high false positive rates and lack adaptability to new fraud patterns; 

second, pure machine learning approaches operate as black boxes, making it difficult for fraud analysts to understand 

detection rationale; third, most solutions lack real-time monitoring capabilities and regional context adaptations. 

These limitations highlight the need for an integrated approach that combines the strengths of both methodologies 

while addressing their individual weaknesses. This research makes four key contributions: (1) a novel hybrid 

detection framework that intelligently combines rule-based logic with machine learning classification, (2) 

implementation of explainable AI features providing transparent decision-making insights, (3) development of an 

interactive real-time dashboard for comprehensive fraud monitoring, and (4) specialization for Indian 

telecommunications context considering Aadhaar-linked KYC processes and UPI transaction patterns. The remainder 

of this paper is organized as follows: Section 4 reviews related work in telecom fraud detection. Section 5 details the 

proposed methodology and system architecture. Section 6 describes the implementation approach. Section 7 presents 

experimental results and performance analysis. Section 8 discusses findings and implications, and Section 9 

concludes with future research directions. 

 

 

 

 

https://ijarcce.com/
https://ijarcce.com/


ISSN (O) 2278-1021, ISSN (P) 2319-5940 IJARCCE 

International Journal of Advanced Research in Computer and Communication Engineering 

Impact Factor 8.471Peer-reviewed & Refereed journalVol. 14, Issue 10, October 2025 

DOI:  10.17148/IJARCCE.2025.141033 

© IJARCCE                This work is licensed under a Creative Commons Attribution 4.0 International License                 217 

 

II. LITERATURE REVIEW 
 

In recent years, the telecom industry has experienced a sharp rise in SIM card-related frauds such as SIM swapping, 

cloning, and unauthorized activations. Researchers have explored multiple machine learning (ML) and artificial 

intelligence (AI) methods to address these challenges, focusing mainly on anomaly detection, pattern recognition, and 

fraud classification. 
 

2.1 SIM Swap and Cloning Detection 

Sharma et al. (2023) proposed a supervised ML model using logistic regression to detect SIM swap attacks by 

analyzing call and SMS patterns. Although effective for basic frauds, the system struggled to detect advanced fraud 

scenarios such as coordinated attacks or location-based anomalies. Similarly, Patel et al. (2024) introduced a decision 

tree-based SIM cloning detector that used IMEI and IMSI mapping, but its static rules made it less adaptable to 

dynamic user behavior. 
 

2.2 Telecom Fraud Using Graph Neural Networks (GNN) 

Recent studies like Hu et al. (2023) and Ren et al. (2024) explored Graph Neural Networks (GNNs) for large- scale 

telecom fraud detection. These models analyze the relationships among SIMs, calls, and devices to detect collaborative 

or organized fraud. While GNNs achieved high accuracy, they required large labeled datasets and significant 

computational resources — making them less practical for small-scale organizations or real-time deployment. 
 

2.3 Hybrid and Explainable AI Approaches 

I. Tamunotonye et al. (2025) developed a hybrid ML-based telecom fraud detection model combining rule- based and 

AI techniques. Their results highlighted that integrating domain rules with AI improved interpretability and precision. 

However, the system lacked a user-friendly interface for analysts to visualize fraud risk scores or investigate cases. 
 

2.4 Gap Analysis 

From the reviewed works, it is evident that: 

 

• Most systems use either rule-based logic or pure AI, but not a combination of both. 

• Few studies provide explainable dashboards or real-time monitoring. 

• Most models are trained on foreign datasets and lack Indian telecom context (Aadhaar/UPI frauds). 
 

2.5 Research Contribution 

To address these gaps, the proposed project introduces a hybrid rule + ML-based fraud detection system 

implemented with Python and Streamlit. It combines interpretability, real-time usability, and practicality for telecom 

operators, achieving a balance between accuracy and transparency. 

 

III. ANALYSIS AND DISCUSSION 

 

The proposed AI-Driven SIM Card Fraud Detection System was developed and tested using a synthetic dataset 

representing real-world telecom usage patterns. The dataset included parameters such as IMEI change count, location 

change rate, total calls, and total SMS activity. These features were selected to reflect behavioral differences between 
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genuine users and fraudulent SIM card operations.The Random Forest classifier achieved high detection accuracy, 

demonstrating its robustness in handling both categorical and numerical data. The model effectively identified 

suspicious SIMs with a detection accuracy above 90%, while maintaining low false-negative rates. Rule-based pre-

filters improved efficiency by flagging obvious frauds (e.g., sudden IMEI change or impossible location transitions) 

before machine learning classification. The hybrid design — combining rule-based logic with ML — enhanced 

reliability, allowing the system to detect both simple and complex fraud patterns. Compared to standalone rule 

systems, this model showed improved adaptability to new and evolving fraud behaviors. 

 

The project successfully demonstrates how combining AI with domain knowledge enhances fraud detection efficiency. 

However, challenges remain in expanding the dataset to include real-world telecom data, ensuring continuous model 

retraining, and adapting the dashboard for live API integrations. Despite these limitations, the system provides a 

practical prototype for use in telecom security and financial institutions, with potential scalability for commercial 

implementation. 

 

IV. PROPOSED SYSTEM 

 

The proposed AI-Driven SIM Card Fraud Detection System is designed as a hybrid framework that combines rule-

based logic with machine learning algorithms to efficiently detect fraudulent SIM card activities. The architecture is 

built to analyze user behavior and technical parameters such as IMEI changes, location variation, SMS frequency, and 

calling patterns to identify anomalies indicative of fraudulent activities.nThe main motivation behind this system is to 

overcome the limitations of conventional fraud detection approaches that rely solely on fixed rule sets. Rule-based 

systems are effective in detecting known patterns but fail when new or evolving fraud types emerge. On the other 

hand, machine learning models can adaptively learn patterns from data but may lack interpretability. Hence, the 

proposed hybrid framework integrates both methods to achieve high accuracy with explainability. 

 

A. System Architecture 

The architecture of the proposed system consists of five core modules, as illustrated conceptually below: 

 

1. Data Collection Module: 

This module gathers SIM-related data such as IMEI numbers, location history, number of calls, SMS counts, 

and timestamps. The dataset can be collected from telecom service providers or created synthetically to 

simulate user behavior. 

2. Preprocessing Module: 

Raw data often contains missing, noisy, or inconsistent entries. This module performs data cleaning, 

normalization, and feature encoding. It ensures that the dataset is properly formatted for machine learning 

processing. 

3. Rule-Based Detection Module: 

A set of predefined rules is used to instantly detect abnormal activities. For instance: 

o IMEI_Change_Count > 3 within 48 hours → potential SIM swap. 

o Location_Change_Rate > threshold → possible SIM cloning. 

o Multiple activations on different devices → suspicious behavior. 

These rules help capture easily recognizable fraud cases before AI analysis. 

4. Machine Learning Module: 

The preprocessed data is passed to a Random Forest classifier, which learns from previous labeled data to 

classify SIM activity as fraudulent or legitimate. The model computes a fraud probability score for each 

SIM based on behavioral indicators. 

5. Visualization and Reporting Module: 

Implemented using Streamlit, this module provides an interactive web-based interface that displays fraud 

predictions, feature importance graphs, and summary reports. It enables analysts to review flagged SIMs, 

analyze risk scores, and interpret the model’s reasoning. 

 

This modular design makes the system scalable, allowing additional detection algorithms or new behavioral features to 

be easily integrated in the future. 

V. METHODOLOGY 

 

The proposed AI-Driven SIM Card Fraud Detection System follows a hybrid methodology that integrates rule-

based detection with machine learning classification for improved accuracy and explainability. 
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A. Data Preprocessing 

 

Raw SIM usage data is cleaned, normalized, and encoded to remove inconsistencies. Missing values are imputed, and 

all numerical fields are scaled to improve model performance. 

 

B. Feature Engineering 

 

Key behavioral features are extracted, such as: 

 

• IMEI change count 

• Location change rate 

• Call-to-SMS ratio 

• Active duration 

These features help distinguish normal and fraudulent usage patterns. 

 

C. Rule-Based Detection 

 

Static conditions are applied to capture direct anomalies, for example: 

 

• IMEI changes > 3 in 24 hours → SIM swap suspected 

• Location jumps > threshold → possible cloning This layer ensures early detection before AI processing. 

 

D. Machine Learning Model 

 

The filtered data is processed by a Random Forest Classifier, which constructs multiple decision trees and predicts 

the majority class. 

The model uses a 70:30 train-test split and evaluates metrics such as Accuracy, Precision, Recall, and F1- Score. 

 

E. Visualization 

 

The final model is deployed on a Streamlit dashboard, allowing analysts to upload data, view fraud probabilities, and 

analyze feature importance visually. 

 

VI. RESULTS AND DISCUSSION 

 

The proposed AI-Driven SIM Card Fraud Detection System was tested using a synthetic dataset containing both 

legitimate and fraudulent SIM activities. The dataset included behavioral indicators such as IMEI change count, call 

frequency, SMS volume, and location variation. 

 

After preprocessing and training, the Random Forest Classifier produced the following performance results: 

 

Metric Score 

Accuracy 92.3% 

Precision 90.7% 

Recall 89.5% 

F1-Score 90.1% 

 

The high accuracy demonstrates the model’s ability to detect fraudulent behavior effectively while minimizing false 

positives. The integration of rule-based logic before AI classification reduced false negatives by approximately 18%, 

enhancing overall reliability. 

Visualization through the Streamlit dashboard provided interpretable outputs, including fraud probability scores, 

feature importance graphs, and activity summaries. Analysts could easily identify high-risk SIMs and understand the 

reasons behind each prediction. 
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When compared with other models such as Decision Tree (85.6%) and SVM (88.1%), the Random Forest algorithm 

achieved superior accuracy and stability. This validates the effectiveness of the hybrid rule–AI approach for telecom 

fraud detection. 

 

VII.      CONCLUSION AND FUTURE SCOPE 

 

The proposed AI-Driven SIM Card Fraud Detection System provides an intelligent and scalable approach to 

identifying fraudulent SIM activities using a combination of rule-based logic and machine learning algorithms. The 

use of the Random Forest Classifier ensures high accuracy, while the Streamlit dashboard offers transparency and 

ease of interpretation for analysts. 

 

The system successfully detects fraud types such as SIM swapping, cloning, and multiple activations with more than 

90% accuracy, reducing false negatives and improving real-time monitoring capabilities. Its hybrid design ensures 

both precision and explainability, which are critical for telecom and banking security environments. 
 

In the future, the system can be extended by: 
 

• Integrating real telecom APIs for live data monitoring. 

• Using Explainable AI (XAI) tools like SHAP or LIME for clearer reasoning. 

• Expanding the dataset with real-world telecom logs. 

• Deploying the model on cloud or edge-based environments for large-scale operations. 
 

Thus, the proposed framework not only enhances SIM security but also lays a foundation for future research in 

telecom fraud analytics and AI-based network protection systems. allows easy integration with enterprise 

cybersecurity infrastructures such as email filters, firewalls, and secure web gateways. 
 

• FUTURE SCOPE 

Although the system performs remarkably well in phishing detection, there remain avenues for further enhancement 

and exploration. The future scope of this work includes the following directions: 
 

Multilingual Phishing Detection: The current model primarily focuses on English- language datasets. Expanding the 

dataset and training the model on multilingual phishing content (including Hindi, Arabic, and other regional 

languages) will enhance global applicability and detection across diverse linguistic contexts. 
 

Integration with Federated Learning: To improve data privacy and collaborative learning, the system can adopt a 

Federated Learning approach. This would allow multiple institutions or security agencies to train the model 

collectively without sharing sensitive user data, enhancing both security and performance. 
 

Incorporation of Blockchain Technology: Combining blockchain-based threat intelligence sharing with AI 

detection will provide a decentralized and tamper-proof environment for verifying URLs and reporting phishing 

attempts. Blockchain can ensure the integrity of phishing reports and enable a transparent threat-sharing ecosystem. 
 

Detection of Voice and Image-based Phishing: As phishing evolves beyond text and URLs into voice (vishing) and 

image-based (smishing) attacks, future models should incorporate Multimodal Deep Learning frameworks capable 

of analyzing audio cues, image content, and text jointly for comprehensive threat recognition. 
 

Deployment on Edge and IoT Devices: With the rise of smart devices, integrating lightweight versions of the AI 

model into IoT ecosystems can ensure protection even on low-power hardware. This would create a distributed 

cybersecurity network capable of local detection with minimal latency. 
 

Enhanced Visualization and Awareness Systems: Future improvements can include an interactive awareness 

dashboard where users can visualize global phishing trends, attack heatmaps, and preventive recommendations. This 

will not only enhance security but also promote user education and digital literacy. 

 

Self-Healing and Adaptive AI Framework: Implementing a self-healing AI architecture can enable the system to 

automatically update detection layers when exposed to new attack patterns, ensuring proactive defense against zero-

day phishing threats. 

 

Integration with Enterprise Security Solutions: The framework can be extended to enterprise-level deployment 

through integration with Security Information and Event 
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