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Abstract: A survey highlights the alarming potential of 700 million people facing displacement due to severe fuel
scarcity by 2030. This paper introduces the "Smart Fuel ATM System", a new solution that aims to revolutionize access
to safe and secure fuel dispenser. This unique system integrates Radio-Frequency Identification (RFID) technology,
Quick Response (QR) codes, Unified Payments Interface (UPI) payments with fuel dispensing gun. The Smart Fuel
ATM makes it easy and convenient by using RFID technology for user identification and monitoring fuel dispensing. It
enables the user to use cashless transaction; it also ensures compatibility with various financial platforms. This paper
provides an elaborated and technical overview of the Smart petrol ATM system, including architecture, dataflow, and
synchronization. It includes the above-mentioned technologies highlights their bond in creating an efficient and secure
fuel dispensing unit. This dispensing unit has the potential to really improve fuel access, distribution, and quality in both
urban and rural areas without any difficulties. By offering safeguarded digital payments and quality control while
dispensing the fuel from the system, it discards any kind of critical challenges in safe fuel dispensing, in return
contributing to improved fuel dispensing unit for the communities in need. In an overall view of the system, we can
make sure there is no error during the payments and during the fuel dispense.
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I INTRODUCTION

In today’s fast-evolving digital landscape, traditional fuel dispensing systems are often plagued by inefficiencies, security
risks, and manual processes. With growing demand for automation and secure transactions, there's a pressing need for an
innovative solution that simplifies fuel access while maintaining high security and reliability standards. This project,
"Petrol Connect," introduces a smart, automated Petrol ATM system designed to overcome these challenges using IoT,
smart card, and QR code technologies. The Petrol Connect system enables users to access fuel through secure
authentication methods such as smart cards (RFID/NFC) and mobile-based QR code scanning.

This dual- mode authentication enhances both flexibility and security, allowing users to perform fuel transactions without
direct human involvement. The system is connected with a cloud backend server to manage user data, track the fuel usage, and
process errorless transactions, ensuring complete track of the overall system. This system uses IOT microcontroller-based
UNO board which controls the entire fuel dispensing unit. It uses various types of sensors to track the fuel dispensing
and transactions is being recorded by the backend server to track every transaction happened. We give the users to pay
through various types of payment methods like online transactions, prepaid balance it ensures a good manner in
dispensing the fuel. With the help of IOT technology we are able to enable the usage of RFID & NFC and mobile
transactions, this new system enables the users to access the fuel without any human intervention, this reduces the
manual errors during fuel dispensing of the traditional way. This system has real time transaction tracking ability where
it provides the user with payment support and cloud-based data management to accurately store every detail of the system
where it stores both how much fuel is being dispensed and how many transactions are being made

II. METHODOLOGY

The proposed Petrol Connect system introduces an loT-based automated fuel dispensing solution integrating smart
card and RFID technologies for secure and efficient petrol management. The users are authenticated through the help
of RFID card scanner, which is being read by the microcontroller board this verifies the all the credentials through the help
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of the cloud server. This sever maintains all the details of the system which includes the data like fuel being dispensed
and transaction being happened. Whenever there is a successful transaction it sends a command to the microcontroller
to dispense fuel according the payment made. Mobile application provides information like balance available and all the
past transactions made and fuel dispensed ever it totally provides all the information about everything being made. In
order to make it a smooth process we use IOT management system for seamless and errorless process. Our system has
improved security and remote monitoring over other existing systems. This unique approach looks through fuel
distribution, reduces the errors, and deliver the user very reliable and user- friendly experience.

III. SYSTEM ARCHITECTURE
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Figure 1: System Architecture

Iv. IMPLEMENTATION
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Figure 2: Implementation Steps.
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V. RESULT

Fig 3: PETROL CONNECT”: An IoT enabled smart card and QR code based secure fuel ATM

Fig 4: Initial Stage

Fig 5: Process
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Fig 6: Finial Output

VI. CONCLUSION

The primary technical success lies in establishing a robust and layered security protocol. By mandating pre-loaded smart
cards and real-time, one-time QR code authentication, "PETROL CONNECT" effectively eliminates the vulnerabilities
associated with cash transactions and manual inputs. The system architecture, built around centralized cloud-based
transaction management and local micro-controller control (via the IoT module), ensures both high availability and data
integrity. This design fundamentally transforms the fuel station into an unmanned, automated financial transaction point,
where fuel dispensation is precisely monitored and reconciled against the digital authorization data. Furthermore, the
use of encrypted communication channels between the ATM terminal, the cloud server, and the user’s mobile device
guarantees confidentiality and non-repudiation for every liter dispensed.

Beyond security, the IoT core of "PETROL CONNECT" delivers unparalleled operational advantages. Embedded
sensors provide real-time diagnostics on fuel inventory levels, pump operational status, and component health.

This constant data stream facilitates predictive maintenance, significantly reducing costly downtime associated with
hardware failures.

ACKNOWLEDGMENT

I would like to express my heartfelt gratitude to everyone who has supported, guided, and encouraged me throughout
the duration of this project.

First and foremost, I extend my sincere thanks to my project guide and faculty members for their valuable advice,
continuous assistance, and unwavering support. Their expertise, motivation, and constructive feedback played a crucial
role in the successful completion of this work.

I am also deeply thankful to the laboratory staff and technical team for their help with hardware configuration,
debugging, and system integration. Their cooperation, timely suggestions, and hands-on assistance were instrumental in
overcoming various challenges encountered during the development phase.

A heartfelt appreciation goes to my family and friends for their constant encouragement, patience, and belief in me.
Their support kept me motivated and focused throughout the entire project journey.

Lastly, I express my gratitude to the institution for providing the necessary facilities, resources, and learning
environment, as well as to various online platforms that enhanced my understanding and contributed significantly to the
completion of this project.

This project would not have been possible without the collective support of all these individuals, and I am genuinely
thankful for their contributions.

© 1JARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 271


https://ijarcce.com/

[1].

(2].

[3].
[4].

[5]-
[6].

IJARCCE ISSN (O) 2278-1021, ISSN (P) 2319-5940

International Journal of Advanced Research in Computer and Communication Engineering

Impact Factor 8.471 :: Peer-reviewed & Refereed journal :< Vol. 14, Issue 12, December 2025
DOI: 10.17148/IJARCCE.2025.141241
REFERENCES

H. P. Bhupathi, K. V. G.Rao, G. Sanjeev, Ch. N. S. Kalyan, and B. S. Goud, “Design and Implementation of RFID-
Enabled Petrol Pump and EV Charging Automation,” in Proceedings of the International Conference on
Automation, Control and Robotics (ICACR), 2025.

S. Sugumaran, J. M. Sowmya, M. V. Siva, N. Rishitha, M. K. G. Siva Sagar, and M. Ganesh, “IOT Enabled Smart
Fuel Station Management System,” in Proceedings of the IEEE International Conference on Smart Innovations
(ICSI), 2024.

S. Patel, D. Shah, and M. Joshi, “loT-Based Real-Time Fuel Monitoring and Management System,” in
International Conference on Smart Systems and loT (ICSSI), 2024.

K. Sharma, P. Singh, and A. Verma, “loT-Based Automated Fuel Dispensing System Using RFID and Cloud
Technology,” in International Journal of Emerging Technology and Advanced Engineering, vol. 13, no. 2, pp. 45—
52,2023.

A. Kumar, N. Jain, and S. Gupta, “Design and Implementation of [oT-Based Smart Petrol Pump System,” in [EEE
International Conference on Automation Science and Engineering (CASE), 2023.

Dr.S. Pappala, M. Yadla, and V. S. L. P. Neelima Monganti, “ESP-32-Based Internet of Things Smart E-Fuel
Stations,” in Proceedings of the International Conference on Intelligent Systems and Applications (ICISA), 2022.

© 1JARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 272


https://ijarcce.com/

	I. INTRODUCTION
	II. METHODOLOGY
	IV.        IMPLEMENTATION
	Fig 3:  PETROL CONNECT”: An IoT enabled smart card and QR code based secure fuel ATM
	The primary technical success lies in establishing a robust and layered security protocol. By mandating pre-loaded smart cards and real-time, one-time QR code authentication, "PETROL CONNECT" effectively eliminates the vulnerabilities associated with ...
	Beyond security, the IoT core of "PETROL CONNECT" delivers unparalleled operational advantages. Embedded sensors provide real-time diagnostics on fuel inventory levels, pump operational status, and component health.
	This constant data stream facilitates predictive maintenance, significantly reducing costly downtime associated with hardware failures.
	ACKNOWLEDGMENT
	REFERENCES

