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Abstract: This paper presents MediCard+, an Al-driven centralized healthcare system designed to address fragmented
medical records and inefficient clinical decision-making. The platform enables secure storage, retrieval, and
management of patient records across multiple hospitals using role-based access control. A key feature is an Al-
powered chatbot that uses Natural Language Processing (NLP) and a pre-trained LLaMA-based model to analyze
medical data and provide real-time insights. It supports medical history summarization, detection of critical conditions,
and prediction of long-term disease risks. To ensure privacy, MediCard+ includes patient-controlled data sharing and a
privacy-preserving Al pipeline that prevents direct exposure of sensitive data. The system uses MongoDB for structured
data, cloud storage for documents, and a Node.js backend for scalability. Experimental results show improved data
accessibility, faster response time, and better clinical decision support, making MediCard+ a scalable and secure
solution for modern healthcare systems.
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I. INTRODUCTION

1.1 Background

Electronic Health Records (EHRs) have significantly improved healthcare by digitizing patient information, enhancing
accessibility, safety, and coordination. However, many systems still rely on fragmented or paper-based records, leading
to inefficiencies, repeated tests, and treatment delays. A key limitation is the lack of interoperability across hospitals,
which restricts access to complete patient histories. Additionally, doctors often lack intelligent tools to efficiently
analyse large volumes of medical data. To address these challenges, MediCard+ is proposed as a centralized healthcare
platform that combines secure data storage with Al-driven clinical decision support. It introduces a patient-centric
privacy model along with Al-assisted analysis, ensuring both data control and meaningful insights.

1.2 Problem Statement
In current healthcare systems, medical records are often fragmented, paper-based, or stored in isolated databases. This
leads to:

" Loss of medical records

" Incomplete patient history access
" Repeated diagnostic tests

. Delays in treatment

Doctors frequently make decisions without full visibility of previous treatments, medications, or outcomes, reducing
effectiveness. In emergencies, lack of quick access to critical data (e.g., allergies, chronic conditions) can pose serious
risks.

Moreover, existing systems lack intelligent tools to process large medical datasets. There is no efficient mechanism for
summarizing patient history or identifying long-term disease risks early. Hence, a secure, centralized, and intelligent
healthcare system is required to enable seamless access, Al-driven insights, and controlled data sharing across
providers.
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1.3 Research Objectives

Key Contributions of MediCard+

o Centralized platform for storing complete patient medical records

Cross-hospital data sharing for continuity of care

Patient-controlled data access (privacy-focused design)

Al chatbot for:

Medical report summarization

Highlighting critical conditions

Predicting long-term disease risks

Privacy-preserving Al (LLaMA-based model — no raw data sharing, only weights)

e OO O © o @

1.4 Significance

This research contributes to digital healthcare by introducing a system that combines centralized data storage, Al-driven
insights, and privacy-focused design. MediCard+ enhances clinical decision-making, reduces redundancy in medical
procedures, and improves patient safety. The integration of Al and patient-controlled data sharing ensures both
intelligence and trust in healthcare systems.

Il. LITERATURE REVIEW

The digitization of healthcare records has gained significant attention, focusing on improving accessibility, security, and
interoperability of patient data.

2.1 Electronic Health Record (EHR) Systems

Electronic Health Record (EHR) systems have replaced traditional paper-based records, improving efficiency through
faster data access and reduced duplication of tests. However, most EHR systems are hospital-centric, limiting data
sharing across institutions and affecting continuity of care.

2.2 Centralized Healthcare Data Systems

Centralized platforms aim to combine patient data from multiple providers to create a unified medical history,
enhancing diagnosis and treatment. Despite these benefits, challenges related to data privacy, access control, and
standardization still persist.

2.3 Secure Healthcare Data Sharing

Security remains a key concern in healthcare systems. Existing solutions use encryption, role-based access control
(RBAC), and regulatory compliance. However, they often lack patient-centric control, where individuals can decide
how their data is shared.

2.4 Al in Healthcare Data Analysis

Acrtificial Intelligence is widely used for medical document analysis, disease prediction, and clinical decision support.
NLP and large language models help extract and summarize information from medical data. However, challenges
include high computational cost, privacy risks, and limited integration with real-time hospital systems.

2.5 Research Gap

The literature highlights key gaps:

* Lack of unified cross-hospital record systems

* Limited real-time Al support for doctors

* Absence of patient-controlled data sharing

* Privacy concerns in Al deployment

2.6 Contribution of MediCard+

MediCard+ addresses these gaps by offering a secure centralized platform with cross-hospital access, Al-powered
assistance for real-time insights, patient-controlled data sharing, and a privacy-focused LLaMA-based model.

I1l. METHODOLOGY
3.1 System Architecture

The proposed MediCard+ system consists of multiple core modules designed to ensure secure medical record
management, controlled data access, and Al-assisted clinical decision support:

User Registration and Authentication Module Manages access for three stakeholders:

" Patient: Registers and securely accesses medical records
" Doctor: Authorized by hospitals to view patient data
" Hospital (Central Authority): Manages doctor onboarding and record uploads
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Authentication uses secure credentials and Role-Based Access Control (RBAC).

. Medical Record Management Module: Handles storage and organization of patient data:
Upload of reports, prescriptions, and diagnostic results

. Cloud storage for documents and MongoDB for metadata

. Indexing using: Patient ID, Hospital 1D, Timestamp

. Al-Based Analysis Module: Implements a hybrid Al pipeline:
NLP extracts key entities (symptoms, medications, diagnoses)

. LLaMA-based LLM performs:

. Medical history summarization

Critical condition detection
Risk prediction

. Doctor Decision Support Module: Supports doctors during consultation:
Summarized patient history
= Highlights past treatments and abnormal results
= Suggests potential risk areas
= Al chatbot interface for natural language queries
. Privacy and Access Control Module: This module ensures secure handling of sensitive medical data:
" Implements Role-Based Access Control (RBAC)
" Allows patient-controlled data sharing, where patients decide which records are visible to doctors
" Ensures secure communication using encrypted protocols
" This enhances trust and compliance in healthcare data management.
. Logging and Monitoring Module: Maintains transparency and security:
Tracks record access, Al queries, and login attempts
= Stores logs with timestamps for auditing

3.2 Mathematical Framework

Let D represent a medical document.

1. Keyword Extraction (NLP Stage):
K =NLP(D)

where K represents extracted key entities such as symptoms, medications, and diagnoses.

2. Al-Based Analysis (LLM Stage):
R=LLM(K)

where R represents the generated response, including summaries, risk insights, and clinical observations.
3. Similarity-Based Context Retrieval:

Relevant records are retrieved based on contextual similarity:

S=sim(Q,D)Type equation here.

where:

Q = doctor query

D = stored documents

S = similarity score

3.3 Model Usage and Optimization

Al Model Configuration: The system uses pre-trained models:

. NLP model for keyword extraction

. LLaMA-based LLM via Hugging Face for contextual understanding
Optimization Strategy:

. Reduces input size using NLP filtering

. Uses structured prompts for LLM

. Limits response generation for faster performance

© IJARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 73


https://ijarcce.com/
https://ijarcce.com/

IJARCCE ISSN (0) 2278-1021, ISSN (P) 2319-5940

International Journal of Advanced Research in Computer and Communication Engineering

Impact Factor 8.471 :¢ Peer-reviewed & Refereed journal :< Vol. 15, Issue 4, April 2026
DOI: 10.17148/IJARCCE.2026.15409

3.4 Experimental Design

Data Preprocessing

Medical document upload (PDF/image)

Text extraction and normalization

Entity tagging (symptoms, medications, reports)

Metadata indexing in MongoDB

System Workflow

Patient registers and uploads records via hospital

Hospital verifies and stores data

Al processes documents

Doctor queries system and receives response

Access Control Logic

Patients control visibility of records

Doctors access only authorized data

3. Hospitals manage doctor authorization

3.5 Evaluation Metrics

System performance is evaluated using:

. Response Time: Time taken for record retrieval and Al response
. Accuracy: Correct extraction of medical entities

. Relevance Score: Accuracy of Al-generated summaries

. System Efficiency: Reduction in time for clinical decision-making
) Security Metrics: Unauthorized access prevention

3.6 Implementation Details

The MediCard+ system is implemented using the following technologies:
. Frontend: React.js, HTML, CSS

Backend: Node.js, Express.js

Database: MongoDB

Cloud Storage: For medical documents

Al Integration: Python, Hugging Face LLaMA models

N e AR O MW O

IV. EXPERIMENTAL SETUP

4.1 Dataset Requirements

The MediCard+ system utilizes medical and user-related datasets collected during system operation and hospital
integration:

* Patient Data Dataset: Includes personal details (name, age, gender, contact information, unique patient ID) along
with medical history such as previous diagnoses, medications, allergies, and chronic conditions. Data is securely
stored in MongoDB.

* Medical Records Dataset: Comprises prescriptions, lab reports, diagnostic results, and discharge summaries.
Documents are uploaded by hospitals, stored in cloud storage, and indexed using metadata (Patient 1D, Hospital
ID, Timestamp).

¢ Al Processing Dataset: Consists of extracted textual data from medical documents processed using NLP
techniques, including symptoms, medications, diagnoses, and test results.

4.2 Validation Strategy

To ensure reliable system performance, the following validation strategies were adopted:
« User authentication verification for patients, doctors, and hospitals

* Role-Based Access Control (RBAC) to restrict unauthorized access

* Real-time retrieval of patient records from the database

Al response validation based on summary relevance and entity extraction accuracy

* Handling multiple requests to ensure system stability

* Secure logging of access attempts and system responses

4.3 Comparative Analysis Protocol

The system follows a structured workflow for accurate data processing and decision support:
* Patient registration and hospital-based record upload
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« Data storage and indexing in database and cloud

» NLP-based preprocessing of medical documents

* Entity extraction and processing using LLaMA model

* Doctor interaction through chatbot interface

« Al-generated outputs including summaries, critical condition detection, and risk insights
» Enforcement of authorized access and patient-controlled data visibility

» Logging of all interactions for monitoring and auditing

V. RESULTS AND DISCUSSION

5.1 Results Overview

. Successful storage and retrieval of patient medical records using a centralized database and cloud storage
Efficient access to complete patient history by doctors within seconds

Accurate Al-based summarization of medical documents using NLP and LLaMA-based models
Identification of critical health conditions and previous ineffective treatments

Improved emergency response through instant access to allergies and chronic conditions

Prevention of data loss through centralized digital record management

Secure access control ensuring only authorized users (patients, doctors, hospitals) can view relevant data

5.2 Analytical Framework

5.2.1 Medical Record Retrieval Performance Analysis

The system showed efficient record retrieval using indexed MongoDB and cloud storage, significantly reducing access
time. Doctors could retrieve complete patient history quickly, improving consultation efficiency.

Performance Metrics:

° Dashboard Load Time: 2.45 s
° Patient Search Time: 1.72 s
° Document Preview Time: 4.10 s

5.2.2 Al-Based Analysis Performance

The Al module processed medical documents using NLP and LLaMA-based models, extracting key entities and
generating meaningful summaries.

Performance Observations:

. Single Document Analysis: 3.2 s (92% accuracy)
. Cross-Document Analysis: 6.8 s (88% accuracy)
. Historical Trend Analysis: 8.5 s (85% accuracy)

These results show accurate and context-aware insights for clinical support.

5.2.3 Decision Support Analysis
The Al chatbot significantly improved clinical efficiency by reducing the time required to manually review patient
records. Doctors were able to:

. Identify previous medications and treatment history
o Detect ineffective treatments
. Recognize critical health indicators

This improved diagnostic accuracy and reduced the likelihood of redundant treatments.

5.2.4 System Efficiency and Emergency Response Analysis
The system performed effectively in emergencies by providing instant access to critical patient data, reducing risks and
improving response time. Centralized storage also ensured data availability even if physical records were lost

.5.2.5 Discussion

The results show that combining centralized data management with Al significantly improves efficiency and decision-
making. MediCard+ enhances accessibility, reduces redundancy, and supports faster diagnosis. The Al chatbot adds
real-time insights, while secure access control and patient-driven data sharing ensure privacy. Overall, the system
provides a scalable and practical solution for modern healthcare with improved efficiency and clinical support.
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VI. PRACTICAL APPLICATIONS

6.1 Use Cases

The proposed MediCard+ system can be applied in several real-world healthcare scenarios, including:

1. Centralized Medical Record Management:

Provides a unified platform where patient medical records from multiple hospitals are stored and accessed efficiently,
reducing fragmentation and data loss.

2. Al-Assisted Clinical Decision Support:

Enables doctors to analyze patient history using an Al chatbot that summarizes reports, highlights critical conditions,
and provides risk insights, improving diagnosis and treatment planning.

3. Emergency Medical Assistance:

Allows instant access to critical patient information such as allergies, chronic diseases, and previous conditions,
enabling faster and safer treatment during emergencies.

4. Cross-Hospital Data Sharing:

Facilitates seamless sharing of patient records across different hospitals, ensuring continuity of care and reducing
redundant medical tests.

5. Patient-Controlled Data Access:

Empowers patients to manage and control which medical records are shared with specific doctors, enhancing privacy
and trust in the system.

6. Medical Record Retrieval:

Allows patients to retrieve historical medical reports anytime, preventing issues related to lost or misplaced documents.

6.2 Deployment Considerations

The MediCard+ system is designed for deployment in real-world healthcare environments through a web-based
architecture. Key deployment considerations include:

. Integration with Hospital Systems:

Compatibility with existing hospital management systems (HMS) for seamless data exchange

. Secure Data Storage:

Use of MongoDB and cloud storage to securely store structured and unstructured medical data

. Al Model Deployment:

Deployment of pre-trained LLaMA models using Hugging Face with optimized inference for real-time response
. Scalable Infrastructure:

Ability to handle large volumes of patient data and concurrent users across multiple hospitals

. Network Reliability:

Stable and secure network connectivity for uninterrupted access to medical records

) Data Privacy and Security:

Implementation of encryption, RBAC, and patient-controlled access mechanisms

) System Maintenance and Updates:

Modular backend (Node.js, Express.js) enables easy updates and scalability

VII. LIMITATIONS AND FUTURE WORK

7.1 Current Limitations
Although the proposed MediCard+ system shows promising results, certain limitations still exist:

. Centralized MongoDB storage introduces potential privacy risks if not properly secured against unauthorized
access or breaches.

. Advanced encryption techniques such as end-to-end and field-level encryption are not fully implemented.

. System performance may degrade with large-scale data due to increased database queries and cloud retrieval
time.

. The Al model is pre-trained and not fine-tuned on medical datasets, which may affect accuracy in complex
cases.

. Al effectiveness depends on the quality and completeness of uploaded medical records.

. Lack of full real-time integration with hospital systems limits live data synchronization.

7.2 Future Enhancements
Future enhancements to the system may include:
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. Integration with real-time hospital management systems using standards such as HL7 FHIR

. Implementation of advanced machine learning models for improved disease prediction accuracy
. Development of mobile applications for better accessibility

. Multilingual Al support for wider adoption across diverse populations

. Integration with wearable devices for real-time health monitoring

. Exploration of blockchain technology for enhanced data integrity and auditability

VI. CONCLUSION

MediCard+ presents a scalable solution to the challenges of fragmented healthcare data and limited clinical decision
support by integrating centralized medical record management with Al-driven analysis. The system enhances
accessibility and efficiency by enabling secure cross-hospital data sharing through role-based access control and
patient-governed data visibility. The inclusion of an Al-powered chatbot, supported by NLP and a pre-trained LLaMA
model, allows doctors to quickly interpret medical data, identify critical conditions, and make informed decisions.
Additionally, MediCard+ improves emergency response by providing instant access to essential patient information
such as medical history, allergies, and chronic conditions. By reducing redundancy in diagnostic procedures and
minimizing treatment delays, the system contributes to improved patient outcomes. Overall, it demonstrates the
potential of combining Al technologies with healthcare systems to build a more connected, intelligent, and privacy-
aware medical ecosystem.
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