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Abstract: Due to the rapid increase of unsolicited and malevolent messages, the problem of spam detection in email has
become a serious issue. In this paper, we propose a comprehensive multi-model framework for spam classification
integrating traditional machine learning, deep learning and transformer-based approaches. The system uses feature-based
models such as TF-IDF with Logistic Regression and XgBoost, sequence based model like LSTM,CNN,BiLSTM with
Attention, transformer-based DistilBERT models Experiments on a labeled email dataset demonstrate that CNN model
is most performant with accuracy 98% and F1-score 0.96, BILSTM with Attention and TF-IDF with XGBoost about 97
percent accurate. Transformer based models also provide competitive results with approx 96% accuracy. The outcome
of the models underscores that hybrid and attention-based architectures are critical in improving classification
performance, resisting attacks, and adjusting to changing patterns of spam.
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I INTRODUCTION

Email has continued to be one of the most popular communication platforms in personal and professional settings.
Nevertheless, its active development has resulted in an increase in spam mail significantly, which is usually malicious in
nature, including phishing links, advertisements, and other malware. Such undesirable messages not only decrease the
productivity of users but also cause grave [1] cybersecurity risks. Conventional rule-based filtering systems based on
predefined patterns and matching of keywords are no longer effective against the current spam techniques that keep on
changing and advancing.

The main problem with email spam detection is how to successfully differentiate between legitimate (ham) and spam
emails and deal with such problems as high data dimensionality, class [2] imbalance and dynamic spam patterns. Naive
Bayes, Support Vector Machines and Logistic Regression are conventional machine learning models that deliver
moderate performance but do not tend to identify intricate contextual [3] and semantic connections in textual data.
Equally, standalone deep learning models such as LSTM can be highly susceptible to long-term dependencies and have
massive computational needs.

This work fills the gap by proposing a holistic multi-model framework consisting of classical machine learning, deep
learning, [4] and transformer-based models to maximize classification performance. The proposed method will
implement a combination of TF-IDF based models with advanced architecture like CNN, BiLSTM with Attention and
DistilBERT to utilize hybrid features that consist of both statistical features as well as contextual semantic representation.
This hybrid approach helps in making the spam detection systems more resilient and dynamic over ever-changing threats.
This paper makes the following main contributions: (1) we propose a unified multi-model architecture integrating
machine learning, deep learning, and transformer-based methods; (2) we implement advanced preprocessing techniques
and feature extraction methods to optimize data representation; (3) we provide a complete evaluation of performance
indicators such as accuracy, precision, recall, F1-score, ROC-AUC and PR-AUC; (4) for hybrid models and attention-
based ones to demonstrate their effectiveness by performing more comparative analysis with CNN achieving state-of-
the-art 98% classification accuracy.

The rest of this paper is organized as follows. Section II covers the literature review of spam detection techniques. Section
IIT presents the proposed methodology, which consists of system architecture, algorithm and hyperparameter tuning.
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Section IV deals with implementation and experimental results, including performance comparisons. Section V presents
the conclusions of this paper and summarizes future research directions.

II. LITERATURE REVIEW

Email ranks among the most important communication tools in our everyday life; however, this also resulted in a huge
surge of spam emails, and to the cybersecurity risks like phishing, malware propagation, and data stealing. As a significant
portion of email traffic worldwide is found to be spam, rule-based approaches for the detection of spam emails are
expected to be futile against sophisticated and adaptive attacks for spam [4], [18]. A solution that has started to gain
attention in the research community’ is using machine learning based techniques and artificial intelligence for spam
detection and getting better robustness in systems.

Traditional studies in spam detection applied basic machine learning methods to get started, including Naivete Bayes,
Support Vector Machines (SVM), Decision Trees, Logistic Regression and Random Forest. These techniques analyze
the properties of a text inside the emails and their statistical values to determine if an email is spam or not. SVM has been
found to work well for classification use cases and other models like Random Forest have also demonstrated better
generalizability with lesser overfitting [7], [11]. These models no matter how effective, are susceptible to changes in
spam patterns, noise and distortions of data; and so need more sophisticated techniques [10].

To solve the above problems, improved and hybridized machine learning methods have been suggested. Integration of
Logistic Regression with Decision Trees is an example where the complexity and noise in data are reduced before
classification, thus improving system performance [10]. Similarly, methods that integrate SMOTE with Genetic
Programming have shown to properly handle imbalanced data and achieve better scores in terms of recall and precision
[5]. Feature selection techniques have been developed, especially for its application in educational institutions, to enhance
the performance and efficiency of the system [8]. Approaches that emphasize these aspects have been shown to improve
spam classification systems and underline the importance of data preprocessing and feature engineering techniques.

Due to the increasing popularity of deep learning methods, scholars have resorted to the application of neural networks
to detect spam. Long Short-Term Memory (LSTM) networks and other architectures capable of learning the context of
messages and the order in which they are received in email to comprehend complex patterns better can be trained [3],
[14]. Moreover, models based on transformers like BERT and DistilBERT have shown the state of the art performance
with some of them even reaching more than 99 percent accuracy as they are able to learn the correlation between semantic
and contextual properties of the text [6], [13]. They are much better than traditional methods especially when dealing
with large and complicated data.

There are also recent studies conducted around hybrid deep models that integrate various feature extraction methods for
enhanced detection accuracy [1]. For instance, a system that combines convolutional neural networks (CNN) for text
recognition and discrete Fourier transform (DFT) techniques for frequency-based pattern recognition to detect lexical
and obfuscated-based features of the spam. This framework also uses dynamic feature integration and dynamic
thresholding with XGBoost for improved detection accuracy and reduced false negatives of obfuscated spam messages
[1]. These advancements reflect the shift towards multidimensional analysis and adaptive feature selection in spam
filtering.

One of the huge advancements in this space is with privacy-preserving & decentralized learning techniques. This implies
that many LSTM models may be trained using multiple devices via federated learning, which is guaranteed not to share
sensitive user information between training devices so as to improve both the security and performance of the platforms
[2]. Additionally, adaptive learning frameworks and blockchain-based verification pathways have been identified as
potential solutions for enhancing trust and resilience against both spoofing attacks and adversarial attacks [9].

Also, various machine learning methods such as tuned K-Nearest Neighbors (KNN) with TF-IDF and PCA have been
tried to enhance feature representation while increasing classification accuracy [17]. Likewise, state of the art ensemble
methods like XGBoost exceed other classifiers with sufficiently competitive precision and recall scores over benchmark
datasets [15]. These approaches are based on combining a compact representation of the data with a powerful classifier.
This is the evolution of email spam detection from classical models to current Al-based, advanced models that can render
mail in the face of complexity and be dynamic. While traditional machine learning methods served as the basis, recent
works applying deep learning, hybrid models and federated systems have greatly improved identification accuracy and
agnosticism. However, new methods of spam detection, data privacy issues, and computational approaches have created
continuous opportunities that need to evolve within this area [16].
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I11. METHODOLOGY

3.1 Proposed System Architecture

Figure 1: Architecture of the Multi-Model Email Spam Classification System

Here is the proposed spam detection approach illustrated in figure 1. It starts with the input of a dataset, which is then
preprocessed and label encoded. It is then divided into training, validation and test sets. A series of parallel pipelines are
then implemented, such as TF-IDF and machine learning, deep learning sequence models, and DistilBERT. These
predictions are merged and then evaluated with performance measures and plots and tables of results.

3.2 Algorithm
Algorithm 1: Multi-Model Email Spam Classification Framework
Input
D = {(x, )14
where

e x;:email text
e y; € {0,1}: class label (0 = ham, 1 = spam)
e N:total number of samples

Output
Predicted labels y;, probability scores p;, and evaluation metrics:

{Accuracy’ Precision’ Recall F1: ROC-AUC' PR-AUC}

Step 1: Text Preprocessing
Each input email is transformed as:
fi = fclean(xi)
where
®  fiean(*): preprocessing function
e removes noise, URLs, emails, special characters
e converts text to lowercase

Step 2: Label Encoding
_ {0, if ham
7|1, ifspam

Step 3: Dataset Splitting
D- {Dtr: Dval' Dte}
where
e D,,: training set
e D, validation set

© 1JARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 773


https://ijarcce.com/
https://ijarcce.com/

IJARCCE ISSN (0) 2278-1021, ISSN (P) 2319-5940

International Journal of Advanced Research in Computer and Communication Engineering

Impact Factor 8.471 :: Peer-reviewed & Refereed journal :< Vol. 15, Issue 4, April 2026
DOI: 10.17148/IJARCCE.2026.154100

e D,,: testing set
Step 4: TF-IDF Feature Extraction
V; = TF-IDF(fl)
where
e v; € R%: feature vector
e d:vocabulary size

Step 5: Logistic Regression Model
pl.(LR) =og(wTv; + b)
where
1
1+e
e w: weight vector

e  Db: bias term

e 0(z) = —=;: sigmoid function

Step 6: XGBoost Model
K
Pi(XGB) = Z fre (Vi)
k=1

where
e  f: decision tree function
e  K:number of trees

Step 7: Tokenization and Padding
s; = Pad(Tokenize(X;),L)
where
e s;:sequence vector
e L:maximum sequence length

Step 8: Embedding Layer
e; = Embedding(s;)
where
o e €RMxde
e d,: embedding dimension

Step 9: LSTM Model
hi = LSTM(el)

LSTM
pl-( ) = o(Wph; + bp)
where
e h;: hidden state vector

Step 10: CNN Model
c; = ConvlD(e;)

z; = max(c;)

pi(CNN) =0(W,z; + b,)
where
e max (+): global max pooling

Step 11: BiLSTM with Attention
H; = BILSTM(e;)
Attention weights:
exp (e)

e, exp (e

t:
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where
e; = tanh (W h; +b,)
Context vector:
T

szatht

t=1
Prediction:

pA™ = g(W.c + b,)

Step 12: BERT Embedding Extraction

Ti
1
z; = FLZ h;,

where
e h;;: token embedding
e T;: number of tokens

Step 13: BERT + XGBoost

BERT+XGB
pPERIHACE) _ g2

where
e  g(-): XGBoost classifier

Step 14: BERT Fine-Tuning
Oi = BERT(fl)

pi(B ERT) = Softmax(o0;)

Step 15: Final Prediction
o {1, p; = 0.5
0, otherwise

Step 16: Evaluation Metrics
Accuracy: Precision: Recall: F1-score:

Final Algorithm Steps
1. Load dataset D
Preprocess text using fyean(+)
Encode labels into binary values
Split datasets into training, validation, and testing sets
Extract TF-IDF features v;
Train Logistic Regression and XGBoost models
Tokenize and pad sequences s;
Train LSTM, CNN, and BiLSTM + Attention models
9. Extract BERT embeddings z;
10. Train XGBoost using BERT embeddings
11.Fine-tune BERT classifier
12.Computer probability p;for each model
13. Generate predictions J;
14.Evaluate using classification metrics
15.Output results and visualizations

NN R DD
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3.3 Comparative Analysis Based on Hyperparameter Tuning

Table 1: Hyperparameter Tuning Comparison

Model Key Parameters Values
TF-IDF d,n, dfmin, Afmax | 40k, (1-2), 2, 0.95
Logistic Reg. T,w, 2000, balanced
XGBoost K,diyee, 1, S, C 200, 6, 0.08, 0.9, 0.8
Tokenizer V,L 20k, 150
Embedding d, 128
LSTM h,p4, v, B, E 96,0.2,0.2, 64,20
CNN f.k, vy 128,5,0.3
BiLSTM+Att h,a:, pqg 64, learned, 0.3
BERT+XGB Ly, By, K 64, 8,120
BERT FT Ny, Ep, By 2e-5,20,2

Iv. IMPLEMENTATION AND RESULT ANALYSIS

4.1 Dataset

This dataset is a set of labelled email messages classified in ham (legitimate) and spam classes, thus it provides a realistic
benchmark for spam detection tasks. Every record has the email text with its numerical representation of label, ham given
as 0 while spam is given as 1 For instance, some lines before “enron methanol meter...” might be normal communication
emails such as meeting details or files sharing and spam content (spammy information that proposes promotional or
misguiding info (“photoshop windows office cheap...”). It has 3,672 ham emails and 1,482 spam emails so we have a
class imbalance which will be compensated by defining stratified data splits also takin into consideration the class
weighting during training. You should consider preprocessing steps for cleaning the, text normalization and tokenization
to get better feature representation. The dataset is split up into training, validation and test sets to prevent overfitting
allowing it to be a good benchmark for performance evaluation of multi-class machine learning algorithms / deep
learning/ transformer based models.

4.2 Result analysis
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Figure 2: Word Cloud Visualization for Ham and Spam Emails

service

Figure 2 : A word cloud of the most recurring words in ham and spam emails. Ham emails tend to use more conversational
and information-based words whereas spam emails have a greater frequency of promotional- or persuasive-type words

indicating different word usage patterns which can be exploited for classification.
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Figure 3: Confusion Matrix of BiLSTM with Attention Model
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The results for classification of BILSTM with Attention model are shown in this figure 3. Thus, the extremely high true
positive and true negative values with much smaller false positives and false negatives confirm a model capturing
adequate contextual information of emails.

Confusion Matrix - CNN
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Figure 4: Confusion Matrix of CNN Model

This is detail of figure 4 Confusion Matrix of CNN model. Implying the CNN learns local features in order to correctly
classify spam with high accuracy, precision and recall, but low true positives and false negatives.

Precision-Recall Curve Comparison - All Models
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Figure 5: Precision—Recall Curve Comparison of All Models

Figure 5 shows precision-recall curves for all models. All models yield high precision and recall values, indicating that
the transformer and ensemble approaches are more balanced to be used when class imbalance is present.

ROC Curve Comparison - All Models
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Figure 6: ROC Curve Comparison of All Models
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Figure 6 Receiver Operating Characteristic (ROC) curves of the models. The curves appear near the top-left corner
denoting strong classification performance, and several models achieve nearly perfect AUC scores.
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Figure 7: Accuracy Comparison of All Models
Figure 7 compares the accuracy of the model. Most of the models have high accuracies, while CNN, BiLSTM with
Attention and hybrid based approaches seem to give better results which shows the effectiveness of deep learning and
ensemble methods.
4.3 Result comparison

Table 2: Performance Comparison of Spam Classification Models

Rank Model Accuracy | Precision Recall F1-Score | ROC-AUC | PR-AUC
1 CNN 0.98 0.95 0.98 0.96 0.99 0.99
2 BIiLSTM + Attention 0.97 0.93 0.98 0.95 0.99 0.99
3 TF-IDF + XGBoost 0.97 0.91 0.99 0.95 0.99 0.99
4 TF-IDF + LR 0.96 0.89 1.00 0.94 0.99 0.99
5 BERT + XGBoost 0.96 0.96 0.91 0.93 0.99 0.98
6 BERT Fine-tune 0.96 0.95 0.91 0.93 0.98 0.97
7 LSTM 0.92 0.88 0.85 0.8 0.95 0.87

The following table 2 shows a comparison of performance for all tested models in spam classification. CNN model has
the best accuracy as well as Fl-score, while BILSTM with Attention and TF-IDIDF-XGboost following closely. As
consistent with the previous results, Transformer-primarily based totally fashions additionally perform quite properly
even as the LSTM version offers extensively lower numbers indicating that hybrid and interest-based totally architectures
are effective.

4.4 Tested result

Spam Probability

1

Figure 8: Multi-Model Email Spam Classification Interface
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A multimodal email classifier is depicted in Figure 8 to identify spam messages. The users will enter the email contents,
choose a machine learning model (TF-IDF + XGBoost algorithm) for predictions. We could see the output display: spam
or not spam and the chance of it being was spam, this gives us an insight on how accurately our model is identifying if
content of email is suspicious.

V. CONCLUSION

The study introduces a strong and holistic multi-model framework of email spam classification, combining the traditional
machine learning, deep learning, and transformer-based methods into one architecture. The experimental assessment
proves that deep learning models, especially CNN, performed the best with the accuracy rate of 98, F1-score of 0.96, and
ROC-AUC of 0.99, which reflects a better ability to detect local textual patterns. BILSTM with Attention model took it a
step further to enhance the contextual understanding with 97 percent accuracy and high recall (0.98), and TF-IDF with
XGBoost also did the same with 97 percent accuracy and high generalization. Transformer models, such as BERT with
XGBoost and fine-tuned BERT, scored a reliable 96 percent accuracy, and therefore, it is possible to note their efficiency
in semantic feature extraction despite the limitations of computational capabilities. The standalone LSTM model, however,
demonstrated relatively lower performance (92% accuracy), which highlights the benefit of hybrid and attention-based
architecture. In general, the findings can be supported by the idea that integration of several feature extraction and learning
methods can greatly improve the classification accuracy, robustness, and suitability to sophisticated spam patterns. Future
research can be aimed at applying the model to real-time settings, multilingual data, to enhance computational efficiency
with lightweight transformer versions, and to find ways to use federated learning to achieve privacy-preserving spam
detection systems.
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