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Abstract: Smart agriculture has rapidly adopted the use of Internet of Things (IoT) technologies that enhance the process 
of monitoring farm conditions and making decisions based on that. Nevertheless, IoT devices deployed in open and harsh 

environments are very susceptible to DDoS attacks and other forms of cyber intrusions. This project aims at developing 

a solution for intrusion detection in smart agriculture systems by applying a deep learning approach. Specifically, this 

work focuses on the development of an IDS based on a hybrid architecture involving BiGRU and LSTM architectures in 

order to perform analysis of sequence data and identify malicious operations. To achieve this goal, the intrusion detection 

system will be built as a web application implemented in Python Flask. The application allows uploading of datasets, 

training of the model and visualizing the results. TBPTT will be applied to optimize model training process. In this paper, 

we assess the performance of our model based on metrics such as accuracy, precision, recall and F1-score. Moreover, it 

should be noted that we calculate mapping between attack severity level and agricultural impact indicators such as water 

use, fertilizer efficiency and crop risk. Our experiments show promising results regarding accuracy of the model. 
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1 INTRODUCTION 

The advancement of Internet of Things (IoT) technologies, the development of traditional agriculture to smart agriculture 

has been greatly facilitated. The technology allows the monitoring and automation process to be improved in the field of 

agriculture through the usage of sensors for the monitoring of different aspects such as soil, weather, watering, etc. But 

at the same time, there have emerged serious security concerns due to the use of IoT systems, which are used in an open 

and harsh environment where cyberattacks like DDoS attacks may happen. Thus, to tackle such problems, an IDS that 

utilizes deep learning approach with the help of a BiGRU-LSTM neural network architecture to detect any malicious 

activity has been proposed in the project. The application developed using the Flask framework enables uploading 

datasets, training models, and visualizing performance of the IDS. 

2 LITERATURE SURVEY 

Recently, a lot of attention has been focused on protecting IoT-enabled smart agricultural networks from various cyber-

attacks since the system is vulnerable to different kinds of attacks. Various machine learning algorithms like Random 

Forest, SVM, and Decision Trees have been extensively employed to detect intrusions; however, there have been many 

problems encountered when using them to analyze massive datasets and sequential information. Therefore, more attention 

has been paid to using deep learning techniques that include DNN, CNN, and RNN. It was observed that these methods 

perform better in detecting sophisticated attack patterns. Furthermore, RNN is best suited to process temporal 

information, which is ideal for intrusion detection. 

Advanced IDS solutions have involved the use of hybrid deep learning systems that integrate the benefits of different 

types of neural network architectures. Hybrid neural networks that integrate GRU and LSTM architectures have been 

proposed to analyze short- and long-term dependency relationships in the data stream. TBPTT algorithms have also been 
developed to optimize training time and minimize computational requirements. Modern IDS solutions can be enhanced 

by leveraging edge computing in intrusion detection systems to perform real-time analysis close to IoT devices. Such 

IDS innovations have yielded impressive results in terms of accuracy, precision, and performance, prompting further 

innovations in IDS systems designed for intelligent agriculture. 

 

3 PROPOSED SYSTEM 

This paper proposes an IDS that leverages the power of deep learning in providing more secure IoT-enabled smart 

agriculture systems. This system consists of a hybrid architecture involving the use of Bidirectional Gated Recurrent 

Units (BiGRUs) and Long Short -Term Memories (LSTMs). In this case, BiGRU works by processing the network traffic 
data in both forward and backward directions for maximum context. The LSTM, on the other hand, is utilized to overcome 
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the vanishing gradient issue since it helps to retain the dependencies of the sequences being considered. It is important 

to note that this combination will help the IDS to be more effective when detecting several cyberattacks such as DDoS 

attacks. A softmax classifier is used in the output layer to classify the traffic. 

In order to increase the computational efficiency and performance of the system during training, the system uses 

Truncated Backpropagation Through Time (TBPTT) that breaks down a long sequence into short parts in order to 

minimize memory requirements and increase speed. The IDS described in this work is developed as a web-based solution 

by utilizing the Flask library. It allows for uploading datasets, their preprocessing, training, and visualization of results. 

Metrics for evaluating the performance of the system include accuracy, precision, recall, and F1-score. Moreover, this 

system implements an original mapping between attack severity and impact on the agricultural system by calculating the 

usage of water, fertilizers, and risks for crops. 

 

Figure 1: Proposed System Block Diagram 

4 METHODOLOGY 

4.1 Data Collection and Preprocessing: 

Data sets related to network traffic are obtained from trusted sources. Data cleansing includes eliminating data having 

missing values and infinity values, besides handling irrelevant features. Normalization procedures like min-max 

normalization ensure that all values fall within the same range.  

4.2 Data Splitting and Transformation: 

 

The prepared data set is split into training and testing data in the ratio of 80:20, respectively. It is further reshaped to 

make it compatible with a deep learning network, enabling the system to detect the sequence dependency. 
 

4.3 Model Design and Development: 

 

Deep learning-based architecture uses two types of neural networks, namely Bidirectional Gated Recurrent Unit (BiGRU) 

and Long Short-Term Memory (LSTM). While BiGRU helps in capturing bidirectional dependencies, LSTM deals with 

long term memory issues as well as avoids vanishing gradient issue. A Softmax function acts as classifier for normal and 

attack data. 
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4.4 Model Training Using TBPTT: 

 

Model training is carried out via TBPTT that breaks down long sequences into short chunks. This technique helps 

minimize memory consumption, increase training speed, and optimize learning. This way, the model can learn to detect 

patterns of both normal and malicious behaviors. 

 
4.5 Evaluation and Deployment: 

 

The developed system is created as a Flask application enabling uploading of datasets, model training, and results 

visualization. Performance evaluation is done via accuracy, precision, recall, and F1-scores, while attack level detection 

is used for mapping agricultural impact factors including water consumption, fertilizer efficacy, and plant risks. 

5 BiGRU-LSTM MODEL 

The proposed model for this project combines a BiGRU and LSTM to create a hybrid architecture which uses both 
techniques in one model to efficiently detect network intrusions. A combination of BiGRU and LSTM in this application 

will enable the system to have a better understanding of both short-term and long-term sequential data patterns that are 

involved in attacks. The bidirectional GRU processes data in two opposite directions (forward and backward), thereby 

creating an efficient process to learn context information. On the other hand, LSTM enables the system to store 

information for long periods. 

This model is highly effective in applications involving time-series data. As a result, it is possible to easily distinguish 

between malicious behaviour and legitimate user activity based on the learned patterns. Besides being accurate in 

detecting network anomalies, another advantage of this model involves the utilization of TBPTT that significantly reduces 

training computational and memory complexity. Therefore, the model creates an appropriate balance between 

computational efficiency and high accuracy in real-time intrusion detection. 

6 INTRUSION DETECTION SYSTEM 

An Intrusion Detection System is a security mechanism that monitors the network traffic for any kind of intrusion or 
violation of security policies. It is very important for the security of computer networks as well as for IoT-based systems 

because it monitors the activities in order to detect any kind of attack. The IDS can be classified into two categories, 

namely signature-based IDS that use predefined patterns to recognize an attack and anomaly-based IDS that recognize 

deviation from a set pattern in data. IDS can be applied in smart agriculture systems which incorporate IoT components 

such as sensors and controllers in order to protect against DDOS, botnets, and other types of attacks. 

In IDS has been developed using deep learning algorithm along with BiGRU-LSTM hybrid architecture. The machine 

learning algorithm takes input in the form of network traffic data and learns the pattern of the data to predict any deviation 

from the usual pattern which indicates an intrusion. This approach enables detection of intrusions by capturing the long-

term dependencies present in sequence data. Furthermore, the detected results can be analysed in order to estimate the 

risk level and the threat to agricultural resources.  

6.1 Risk Level Module 

After Prediction, the system calculates the attack ratio (percentage of attack samples in the uploaded database) and defines 

the risk level as follows: 

• Low Risk (attack_ratio < 0.3): Stable system – regular operations unaffected. 

• Moderate Risk (0.3 ≤ attack_ratio < 0.7): Monitoring recommended – possibility of sensor malfunction. 

• High Risk (attack_ratio ≥ 0.7): Actions needed immediately – danger to critical systems. 

6.2 Agricultural Resource Impact Module 

The agricultural resources affected by the attack are calculated based on the percentage of the attack ratio: 

• Water usage disrupted: attack_ratio × 100% 

• Fertilizer supply disrupted: attack_ratio × 80% 

• Power consumption affected: attack_ratio × 70% 
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• Crops losses expected: attack_ratio × 60% 

7 EXPERIMENTAL RESULTS 

In order to evaluate the proposed deep learning intrusion detection approach, experiments were conducted on a network 

traffic dataset in which the capability of the IDS to detect cyber attacks in smart agriculture environment was tested. The 
used dataset was preprocessed and split into training, validation, and test sets. The hybrid BiGRU-LSTM neural network 

architecture was trained using TBPTT technique. The obtained experimental results indicated that the proposed system 

can detect attacks in a network with high accuracy and learn patterns in the network traffic dataset. 

 

Evaluation metrics used to measure the performance of the system include accuracy, precision, recall, and F1 score. High 

accuracy values achieved by the proposed system indicate that attacks are detected with high precision and recall. 

Furthermore, the proposed IDS computes the attack ratio and categorizes its outputs into low, medium, and high risk 

attack types. Finally, the agricultural impact module calculates the effect of these attacks on various resources like water 

usage, fertilizer utilization, power consumption, and crop loss. 

 

    
 

Figure 2: Admin Login page                          Figure 3: User Login page 

 

 

      

Figure 4: Analysis Results of ToN-IoT Data set       Figure 5: Analysis Results of EdgeIIoT Data set 

     

8 RESULTS AND DISCUSSION 

 

The results obtained from the implementation of the proposed IDS indicate that the biGRU-LSTM hybrid model 
effectively identifies network intrusion with high accuracy, precision, recall, and F1-score in smart agriculture networks. 

The incorporation of TBPTT enhances training effectiveness while reducing computational complexity, making the 

system fast and efficient. The proposed IDS classifies traffic data into normal and attacks and evaluates the level of attack 

based on attack ratio to determine the risk level, which may be low, medium, or high. Moreover, incorporating the 
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agricultural impact module offers insightful information by quantifying resource disruptions including water utilization, 

fertilizer effectiveness, energy utilization, and crop production losses. The results indicate that the proposed IDS can not 

only detect network intrusion effectively but is also useful as it links cyberattacks to agricultural consequences. 

 

 
 

 
 Figure 6: Dashboard Page  

9 CONCLUSION 

The paper described an IDS based on deep learning for ensuring better security in smart agriculture applications utilizing 

IoT. The proposed method employed a hybrid model that combined BiGRU and LSTM to ensure effective analysis of 

the network traffic sequences for detecting any malicious activities. The use of TBPTT ensured better training time and 

lower computational complexity. The implementation of the IDS was done using Flask, which provided an easy-to-use 

interface for data analysis, modeling, and visualizations. 

The experiments showed that the IDS is capable of delivering good performance in terms of accuracy, precision, recall, 

and F1-score. In addition, the risk level classification and its impact on agriculture showed how harmful a particular 

attack could be by analyzing water usage, the effect of fertilizers, power consumption, and crop loss, among others. Thus, 

the IDS can be considered reliable and practical enough, providing room for further development. 

10 FUTURE SCOPE 

There are various ways in which the Intrusion Detection System for smart agriculture can be made better in terms of 

performance and practicality. First, the use of real-time monitoring of data through live streams of data from IoT sensors 
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instead of static datasets can help in making this model work even better as it will be possible to respond immediately to 

any cyber threat detected by the system. The accuracy of the model can be greatly enhanced if a greater amount of data 

was used in training it along with advanced deep learning techniques like attention mechanisms and transformers. 

One key area of future research is implementing this model on edge computing systems for faster results. Other 

technologies that can be considered to increase the security provided by this model include technologies like blockchain 

for the secure transfer of data. In addition to binary classifying attacks into benign or malicious, a better approach would 

be to classify attacks according to multiple classes. Finally, creating an easy-to-use mobile or web dashboard for the 

system can also greatly enhance its utility and ease of use. 
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