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Abstract: Phishing attacks remain the most prevalent cyber threat, responsible for over 90% of data breaches and causing
billions of dollars in financial losses annually. Traditional rule- based email filters fail to detect sophisticated, Al-
generated phishing emails that evade signature-based detection. This paper presents PhishGuard, a novel hybrid dual-
stage classification framework that combines Random Forest ensemble learning with a CNN-LSTM deep neural network
for real-time phishing email detection. Our system extracts 25 engineered features from email headers and content,
including SPF/DKIM authentication status, URL analysis, and linguistic patterns. The framework employs a weighted
decision fusion mechanism that adjusts confidence scores based on sender authentication and trusted domain verification.
We implement a complete web-based solution with FastAPI backend and React frontend, featuring seamless Gmail API
integration via OAuth 2.0 for real-time inbox scanning. Experimental results demonstrate that PhishGuard achieves 96.3%
accuracy, 96.1% precision, and 96.5% recall on our evaluation dataset, outperforming single-model approaches by 2.1%.
The system processes emails in under 165ms, making it suitable for real-time deployment. Our contribution includes the
complete open-source implementation, a comprehensive feature engineering pipeline, and a user-friendly interface that
educates users about phishing indicators while protecting them.

Index Terms: Phishing Detection, Deep Learning, Random Forest, CNN-LSTM, Email Security, Natural Language
Process- ing, Gmail API, Cybersecurity

L INTRODUCTION

A. Background and Motivation
Phishing attacks have emerged as the most significant cyber- security threat facing individuals and organizations
worldwide. According to the FBI’s Internet Crime Complaint Center (IC3), phishing was the most reported cybercrime in
2024, with losses exceeding $10 billion globally [1]. The Anti-Phishing Working Group (APWG) reported over 4.7
million phishing attacks in 2024 alone, representing a 150% increase from 2020 [2].
The evolution of phishing techniques has made detection increasingly challenging. Modern attackers employ sophisticated
tactics including:

o Spear Phishing: Targeted attacks using personalized information gathered from social media

o Al-Generated Content: Use of large language models to create grammatically perfect, contextually relevant

phishing emails
e Domain Spoofing: Registration of look-alike domains (e.g., “g00gle.com”)
o URL Obfuscation: Use of URL shorteners, redirects, and encoded characters

B.  Problem Statement

Traditional email security solutions rely primarily on:
1) Blacklist-based filtering: Blocking known malicious senders/domains
2) Signature matching: Pattern-based detection of known threats
3) Heuristic rules: Static rules checking for common indicators

These approaches suffer from several limitations:
- Zero-day attacks bypass blacklists
- Polymorphic content evades signature detection
- Rule-based systems generate high false positive rates
- Inability to understand semantic context
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C. Research Objectives
This research aims to:
1) Develop a hybrid ML/DL framework combining the interpretability of ensemble methods with the pattern
recognition capabilities of deep learning
2) Engineer comprehensive features from email headers and content that capture both technical authentication
signals and linguistic indicators
3) Create a real-time detection system with Gmail integra- tion for practical deployment
4) Build an educational user interface that explains detec- tion decisions to improve user awareness

D. Main Contributions

1) The key contributions of this paper are:

2) Dual-Stage Hybrid Architecture: A novel combination of Random Forest (Stage 1) and CNN-LSTM (Stage 2)
with weighted decision fusion

3) Comprehensive Feature Engineering: 25 engineered features covering header authentication, URL analysis,
and linguistic patterns

4) Adaptive Scoring Mechanism: Dynamic score adjust- ment based on SPF/DKIM authentication and trusted
sender verification

5) Complete System Implementation: Open-source web application with FastAPI backend, React frontend, and
Gmail OAuth integration

6) Educational Interface: User-facing explanations of why emails are flagged, promoting cybersecurity awareness

E. Paper Organization

The remainder of this paper is organized as follows: Section

II reviews related work in phishing detection. Section III presents our proposed methodology including system architec-
ture and model designs. Section IV describes implementation details. Section V presents experimental results and analy-
sis. Section VI evaluates the system in real-world scenarios. Section VII discusses findings and limitations. Section VIII
concludes with future research directions.

II. RELATED WORK

A. Rule-Based Approaches

Early phishing detection systems relied on handcrafted rules and heuristics. Fette et al. [3] proposed PILFER, which used
10 hand-selected features including IP-based URLs and age of domain. While achieving 96% accuracy on their dataset,
the system struggled with novel attack patterns not covered by the rules.

SpamAssassin [4] remains widely deployed, using a scoring system based on header analysis and content patterns. How-
ever, its static nature requires constant rule updates to address emerging threats.

B. Machine Learning Methods

Traditional machine learning approaches have shown promise in phishing detection. Abu-Nimeh et al. [5] com- pared
Logistic Regression, Classification and Regression Trees (CART), Bayesian Additive Regression Trees (BART), Support
Vector Machines (SVM), Random Forests (RF), and Neural Networks for phishing website detection, finding Random
Forest to be most effective.

Basit et al. [6] conducted a comprehensive survey of ML approaches, identifying key features including URL
characteristics, page content, and visual similarity. Their analysis revealed that ensemble methods consistently
outperformed single classifiers.

C. Deep Learning Approaches
Deep learning has revolutionized text classification tasks. Kim [7] demonstrated the effectiveness of Convolutional
Neural Networks (CNN) for sentence classification, inspiring applications in phishing detection.

Bagui et al. [8] applied CNN and LSTM networks to phishing email classification, achieving 94.5% accuracy. How- ever,
their approach did not incorporate email header analysis, missing critical authentication signals.

Aassal et al. [9] proposed PhishHaven, using word embed- dings and LSTM networks for URL-based phishing detection,
achieving 97.3% accuracy but focusing solely on URLSs rather than complete email analysis.

D.  Hybrid Frameworks
Recent work has explored combining multiple approaches. Sahingoz et al. [10] proposed a hybrid system using both URL
features and NLP-based content analysis with Random Forest, achieving 97.98% accuracy for phishing website detection.
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Vrbanc”ic” etal. [11] combined CNN feature extraction with traditional classifiers, demonstrating that hybrid approaches
can leverage the strengths of both paradigms.

E.  Research Gap
Table I summarizes existing approaches and identifies the research gap addressed by PhishGuard.

TABLE I
COMPARISON WITH EXISTING APPROACHES

IApproach Header | Content | Real-time | Accuracy
PILFER [3] v Limited No 96.0%
PhishNet [5] No N4 No 94.5%
DeepPhish [8] No N4 No 94.5%
PhishHaven [9] No |URL only No 97.3%
PhishGuard v v v 96.3%

Existing solutions typically focus on either header analysis OR content analysis, rarely combining both. Furthermore,
most are evaluated offline without real-time integration with email clients. PhishGuard addresses these gaps by
providing a comprehensive, real-time solution with Gmail integration.

PROPOSED METHODOLOGY

A.  System Architecture
Figure 1 presents the overall system architecture of Phish- Guard. The system comprises four main components:
1) Email Ingestion Layer: Accepts emails via APl or Gmail OAuth
2) Feature Extraction Pipeline: Extracts 25 features from headers and content
3) Dual-Stage Classification: Random Forest and CNN- LSTM models
4) Decision Fusion Module: Combines predictions with authentication bonuses

System Architecture Flow

Email Input — Preprocessing — Feature Extraction
Stage 1: Random Forest (25 features)
Stage 2: CNN-LST%\/I (Text Sequences)
Decision Fusion (WeJ{ghted + Auth Bonus)

!
Risk Classification (LOW/MEDIUM/HIGH/CRITICAL)

Fig. 1. PhishGuard System Architecture

A. Feature Engineering
We engineer 25 features across two categories: header-based (7 features) and content-based (18 features).
[1] Header-Based Features: Email headers contain critical authentication and routing information. Table II
describes our header features.
TABLE II
HEADER-BASED FEATURES

ID |Feature Description

F1 |has spf SPF authentication passed (from
/Authentication-Results header)

F2 |has dkim IDKIM signature valid

F3 [return-path- mismatch Return-Path domain differs from From domain

F4 suspicious sender Sender matches suspicious patterns

F5 [reply to-mismatch Reply-To differs from From address

F6 |received hops INumber of mail server hops

F7 |has html [Email contains HTML content
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The SPF and DKIM checks are critical for Gmail integration. Gmail encodes authentication results in the Authentication-
Results header:

Listing 1. SPF/DKIM Detection

def check spf (msg):
auth results = msg.get(
"Authentication-Results’, ')
if 'spf=pass’ in auth results.lower():
return 1
return 0

2) Content-Based Features: Content features capture linguistic and behavioral indicators. Table III summarizes key
content features.

TABLE 1III

CONTENT-BASED FEATURES (SELECTED)
ID Feature Rationale
F8 url count Phishing emails often contain multiple links
F9 has ip url URLs with IP addresses are suspicious
F10 | has shortened url URL shorteners hide destinations
F11 suspicious tld Xyz, .tk, .ru domains 1
F12 | urgency score “URGENT”, “ACT NOW” keywords
F13 | threat score “suspended”, “locked” keywords
F14 | reward score “winner”, “prize” keywords
F15 | has password request | Asks for credentials 4

A. Machine Learning Models
1) Stage 1: Random Forest Classifier: The Random Forest model provides fast, interpretable predictions based on
engineered features. We configure the classifier as follows:
- Number of estimators: 200
- Maximum depth: 20
- Minimum samples split: 5
- Criterion: Gini impurity
The ensemble prediction is computed as:

1 =
F(x) = J 0 T
—t=1 t
T
where T is the number of trees and f; is the prediction of tree ¢.

2) Stage 2: CNN-LSTM Neural Network: The deep learning model processes raw email text to capture semantic
patterns. Table IV presents the architecture.

TABLE IV
CNN-LSTM ARCHITECTURE
Layer [Type Output ShapeParams
1 Embedding (500, 64) 320,000
2 SpatialDropout1D (500, 64) 0
3 ConvlD (128)  |(496, 128) 41,088
4 MaxPoolinglD (124, 128) 0
5 Conv1D (64) (120, 64) 41,024
6 MaxPoolinglD (30, 64) 0
7 ConvlD (32) (28, 32) 6,176
3 MaxPoolinglD (7, 32) 0
9 LSTM (64) (64) 24,832
10 Dense (64) + BN |(64) 4,352
11 Dense (32) (32) 2,080
12 Dense (1, (1) 33
sigmoid)
Total Parameters 439,585
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The CNN layers extract local n-gram patterns through convolution:

Yi= 0. Wi Xk + b -
K—1
k=0

where K is the kernel size (5 or 3), wy are learned weights, and ¢ is ReLU activation.
The LSTM layer captures sequential dependencies using gated units

Ji= oWy [he, xi + by) 3
ir = o(Wi - [hi—1, x/] + b)) “
C ¢ = tanh(W¢ - [hi—1, x]] + be) &)

Hybrid Decision Fusion

The final classification combines both model predictions th adaptive adjustments. Algorithm 1 presents the decision
sion process.

The mathematical formulation of the final score is:

Shinat = a - Srr+ - Sbr @)

where oo = 0.7 and f = 0.3 based on empirical tuning.
The authentication adjustment factor y is applied as:

0.5 if SPF ADKIM

y = 0.7 if SPFvDKIM

’1.0 otherwise

Algorithm 1 Dual-Stage Classification

1: Input: Email £

2: Output: Risk score S, Classification C
3:
4: Extract header features F, from £ 5: Extract content features F. from £ 6: Combine: F* = [F), F]
7

8: // Stage 1: Random Forest

9: Skr <« RandomForest.predict_proba(F')

10:

11: // Stage 2: Deep Learning

12: T « Tokenize(CleanText(£.body))

13: Spr «— CNN_LSTM.predict(T)

14:

15: // Overfit correction for DL

16: if Spr. > 0.95 then

17: Spr «— 0.5+ (Spr —0.95) x2
18: end if
19:

20: // Weighted fusion (RF weighted higher)
21: S «— 0.7 xSgrr+ 0.3 xSpz

22:

23: // Authentication bonus

24: if E.has_SPF AND E.has_DKIM then
25: S «— 8§ x0.5

26: else if E.has_SPF OR E.has_DKIM then
27: S «— 85 x0.7

28: end if

29:

30: // Trusted sender bonus

31: if E.sender € TrustedDomains then

32: S «— 8§ x0.5
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33: end if

34:

35: // Risk classification
36: if S < 0.3 then

37: C «— “LOW”

38: else if S < 0.5 then
39: C «— “MEDIUM”
40: else if S < 0.7 then
41: C «— “HIGH”

42: else

43: C «— “CRITICAL”
44: end if

45:

46: return S, C
E. Gmail Integration Architecture
PhishGuard integrates with Gmail using OAuth 2.0 for secure, read-only access. Figure 2 illustrates the authentication

flow.

We request only the gmail.readonly scope, ensuring user privacy:

OAuth 2.0 Flow

1. User clicks “Connect Gmail”
2. Backend generates auth URL with state token
3. User authorizes with Google
4. Google redirects to /gmail/callback with code
5. Backend exchanges code for access token

6. Token stored locally, emails fetched via API
Fig. 2. Gmail OAuth 2.0 Integration Flow

I11. IMPLEMENTATION DETAILS

A. Development Environment
Table V summarizes the technology stack used in Phish- Guard.

TABLE V
TECHNOLOGY STACK

Component Technology Version
Backend [FastAPI 0.100.0
Framework
IML Library scikit-learn 1.3.0
DL Framework TensorFlow 2.13.0
Data Processing  |[Pandas, NumPy 2.0, 1.24
IFrontend React + Vite 19.0, 7.3
Styling Tailwind CSS 4.0
lIAnimations [Framer Motion 11.0
State Management [Zustand 5.0
Gmail API google-api-python-  [2.108.0
client

B. Dataset Description
Due to privacy constraints on real phishing emails, we generated a synthetic dataset using realistic templates. Table VI
presents dataset statistics.
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TABLE VI DATASET STATISTICS

Metric Legitimate| Phishing | Total
Samples 500 500 1000
IAvg. Length 1247 892 1070
(chars)

'With URLs 78% 94% 86%
'With HTML 65% 89% | 77%
Urgency 12% 78% 45%
Keywords

C. Model Training
Training was performed using an 80-20 train-test split with 5-fold cross-validation. The CNN-LSTM model was trained

for 20 epochs with early stopping (patience=3).

Listing 3. Training Configuration

# Random Forest

rf model = RandomForestClassifier(
n_estimators=200,
max_depth=20,
min_samples_split=5,
random state=42

)

# CNN-LSTM
model.compile (
optimizer=’adam’,
loss="binary crossentropy’,
metrics=[’accuracy’]
)
model.fit (X train, y train,
epochs=20, batch size=32,
callbacks=[EarlyStopping (patience=3)1])

D. API Design
Table VII presents the REST API endpoints.

TABLE VII

API ENDPOINTS
Method |[Endpoint IPurpose
GET /health System health check
POST  |predict Analyze email
GET gmail/auth Initiate OAuth
GET /gmail/callback  [OAuth callback
GET /gmail/emails Fetch inbox
IPOST  [/gmail/analyze/{id}|Analyze Gmail email

Iv. EXPERIMENTAL RESULTS

A. Evaluation Metrics
We evaluate our models using standard classification metrics:

TP + TN
Accuracy =
7P +TN +FP +FN
P
Precision = _—
TP + FP
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TP

Recall = 1P
TP + FN

Fl-Score = 2 x Lrecision x Recall

Precision + Recall
B. Model Performance
Table VIII presents the classification performance of individual models and the hybrid system.

TABLE VIII
CLASSIFICATION RESULTS

Model Acc. | Prec. | Recall| F1 AUC
Random Forest] 94.2% | 93.8% | 94.6% | 94.2% | 0.978
CNN-LSTM | 95.8% | 96.2% | 95.3% | 95.7% | 0.984
Hybrid 96.3% | 96.1% | 96.5% | 96.3% | 0.989

The hybrid model achieves the best performance across all metrics, demonstrating the effectiveness of combining
ensemble methods with deep learning.

C. Confusion Matrix Analysis
Table IX presents the confusion matrix for the hybrid model on the test set (200 samples)

TABLE IX
CONFUSION MATRIX (HYBRID MODEL)

Pred. Legit|Pred. Phish
Actual Legit| 95 (TN) 5 (FP)
Actual Phish| 3 (FN) 97 (TP)

The low false negative rate (3%) is critical for security applications, as missed phishing emails pose the greatest
risk.

D. Feature Importance
Figure ?? shows the top 10 most important features identified by the Random Forest model.

TABLE X
TOP 10 FEATURE IMPORTANCE

Feature Importance
has password request 0.142
url count 0.118
urgency-score 0.095
has shortened url 0.087
threat-score 0.082
has -dkim 0.076
suspicious- tld 0.068
has spf 0.064
capital-ratio 0.055
has ip url 0.048

Password requests and URL characteristics emerge as the strongest indicators, validating the importance of content
analysis beyond simple keyword matching.
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E.  Ablation Study
Table XI presents ablation results showing each component’s contribution.

TABLE XI
ABLATION STUDY
Configuration Accuracy A
Full System 96.3% —
— Header Features 91.2% -5.1%
— Authentication Bonus 93.8% -2.5%

— DL Model (RF only) 94.2% -2.1%
— RF Model (DL only) 95.8% -0.5%

Header features contribute the most (5.1%), confirming that authentication signals are crucial for accurate detection.

F. Response Time Analysis

Table XII presents the processing time breakdown.

The total processing time of 165ms is suitable for real- time applications, with the deep learning inference being the
primary bottleneck.

TABLE XII
RESPONSE TIME ANALYSIS
Operation Time (ms) Std Dev
Feature Extraction 12 +3
RF Prediction 8 +2
DL Prediction 145 +15
Total 165 +18
TABLE XIII
REAL-WORLD TESTING RESULTS
Email Type Count  |Correct |Accuracy
Google Notifications 15 14 93.3%
LinkedIn 12 11 91.7%
Marketing (Legitimate) 20 18 90.0%
Corporate Email 25 24 96.0%
Suspicious/Spam 8 8 100%
Total 80 75 93.8%
V. SYSTEM EVALUATION

A. Real-World Testing

We evaluated PhishGuard on real emails from a Gmail inbox (with user consent). Table XIII presents results.

The system correctly identified all suspicious emails while maintaining a low false positive rate on legitimate marketing
communications.

B. Limitations

We acknowledge the following limitations:
1) Training Data: Synthetic data may not capture all real- world phishing patterns
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2) Language: Currently supports English only
3) Image-based Phishing: Does not analyze embedded images
4) Adversarial Attacks: Not evaluated against intentional evasion attempts

VL. DISCUSSION

A. Key Findings
1) Hybrid superiority: Combining RF and CNN-LSTM improves accuracy by 2.1% over the best single model
2) Authentication matters: SPF/DKIM verification pro- vides strong signals, reducing false positives by 50%
3) Feature engineering: Carefully engineered features (ur- gency, threats, URLs) are highly predictive
4) Trusted sender lists: Maintaining whitelists for known services (Google, LinkedIn) significantly reduces false
positives

B. Practical Implications
PhishGuard can be deployed in several scenarios:
- Personal email protection via browser extension
- Enterprise email gateway integration
- Security awareness training tool
- API service for third-party applications

VIL CONCLUSION AND FUTURE WORK

A.  Conclusion

This paper presented PhishGuard, a hybrid dual-stage framework for real-time phishing email detection. By combining
Random Forest ensemble learning with CNN-LSTM deep learning, and incorporating email authentication verification,
our system achieves 96.3% accuracy with sub-200ms response time. The complete implementation includes a FastAPI
back- end, React frontend, and seamless Gmail integration, providing a practical tool for email security.

B.  Future Work

Future research directions include:
1) Training on large-scale real phishing datasets
2) Multi-language support using multilingual embeddings
3) Image-based phishing detection using OCR and CNN
4) Explainable Al (LIME/SHAP) for transparency
5) Federated learning for privacy-preserving model updates
6) Browser extension for native email client integration
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