
ISSN (O) 2278-1021, ISSN (P) 2319-5940 IJARCCE 

International Journal of Advanced Research in Computer and Communication Engineering 

Impact Factor 8.471Peer-reviewed & Refereed journalVol. 15, Issue 5, May 2026 

DOI:  10.17148/IJARCCE.2026.155117 

© IJARCCE                This work is licensed under a Creative Commons Attribution 4.0 International License                 912 

Research Design Approaches in MediNet – AI 

Health Risk and Smart Hospital Finder 
 

Sainath Reddy Y S¹, Pani arvind², Sreenivasa Reddy³, Sharath Kumar⁴,  

Dr. Muhibur Rahman T.R ⁵ 

6th Sem B.E(CS&E), Ballari Institute of Technology and Management (BITM), Ballari, Karnataka – 583104, India1-4 

Associate Professor, Department of Computer Science and Engineering 

Ballari Institute of Technology and Management (BITM), Ballari, Karnataka – 583104, India5 

Abstract: The majority of people do not seek medical attention until the condition becomes critical. This is because the 

usual health-related applications do not have anything innovative to offer beyond 5 basic symptom checkers. Moreover, 

they do not take into consideration the lifestyle of the user, like sleep patterns, diet, level of exercise, and stress levels, 

which are the actual causes of health risks. In the case of MediNet, the application of symptoms and daily routines is 

used to identify the potential risks of health complications, allowing the user to take necessary precautions rather than 

waiting for the condition to be critical. Moreover, this application also offers a feature that can be referred to as Smart 

Hospital Finder, which can automatically locate the nearest hospital that suits the health state of the user and provide the 

most convenient route to 2 that hospital via a map. In order to enable the user to track their health time, this application 

offers a feature that can be referred to as a Centralized Dashboard. The system is built using React.js, Node.js/Flask 

backend, MySQL database, and a Random Forestbased prediction model for health risk prediction, demonstrating that 

intelligent digital systems can meaningfully improve early diagnosis and reduce health risks. 
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I.  INTRODUCTION 

 

The health sector is witnessing an evolutionary shift with the rapid growth of AI and ML 3 technologies. reactive in 

nature, with patients seeking health services only when the health condition becomes critical. With the arrival of web-

based AI platforms, it is possible to take the health sector to a more proactive and preventive health management system. 

Despite the availability of health-related mobile apps, the health apps available today are mostly limited to basic symptom 

checkers and do not take into account the comprehensive aspects of an individual’s health, such as sleep, dietary habits, 

stress levels, and physical activities. 

 

II.  THEORETICAL BACKGROUND 

 

Before comparing specific cybersecurity studies, it is important to establish the theoretical and analytical foundations 

commonly used in this field. Cybersecurity research combines computer science, statistics, behavioral science, and risk 

management to study threats, vulnerabilities, and defense mechanisms. The following subsections outline the key models 

frequently used in cybersecurity investigations. 

 

A. Threat Detection Model 

At the most general level, cybersecurity prediction systems learn a function f that maps security input features X to an 

output Y, where Y may represent an attack label, anomaly score, or risk level. 

 

𝑌 = 𝑓(𝑋, 𝜃) 
 

𝑌̂ = arg⁡max⁡ 𝑃(𝑌 ∣ 𝑋) 
 

Here, X may include network traffic, system logs, user activity, or vulnerability data, while θ represents learned 

parameters. The main challenge is selecting features and training models that generalize to new threats. 
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B. Classification Models 

Supervised learning is widely used for malware detection, phishing identification, and intrusion detection. Common 

algorithms include Random Forest, Support Vector Machine, K-Nearest Neighbors, and neural networks. Predicted class 

probability can be expressed as: 

𝑃(𝑌 = 𝑐 ∣ 𝑋) =
1

𝑍
𝑒𝑤𝑐⋅𝑋 

 

where wc is the weight vector for class c and Z is a normalization constant. 

 

C. Behavioral and Text Analysis Models 

Many cybersecurity threats involve human interaction, such as phishing emails or social engineering. Natural language 

processing converts suspicious messages into machine-readable vectors: 

 

𝑋 = (𝑥1, 𝑥2, 𝑥3, … , 𝑥𝑛) 
 

Each feature may represent keywords, URLs, sender patterns, or semantic signals useful for classification. 

 

D. Performance Metrics 

Cybersecurity systems are commonly evaluated using confusion matrix metrics: 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
, 𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

 

High recall is important in threat detection because missing a real attack may cause severe damage. 

 

E. Risk Assessment Models 

Cybersecurity risk is often estimated using likelihood and impact: 

 

𝑅𝑖𝑠𝑘 = 𝐿𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑 × 𝐼𝑚𝑝𝑎𝑐𝑡 
 

Organizations use this model to prioritize vulnerabilities and allocate security resources. 

 

F. System Performance and Scalability 

Real-time cybersecurity tools must respond quickly under heavy traffic conditions. Total response time can be expressed 

as: 

𝑇𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 = 𝑇𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔 + 𝑇𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛 

 

Where Tprocessing is preprocessing time and Tprediction is detection or inference time. Efficient systems must maintain 

low latency while handling large-scale network activity. 

 

III.  FOUR-TIER TAXONOMY 

 

Reviewing cybersecurity research without an organizing framework makes comparison difficult. We propose classifying 

cybersecurity research systems into four tiers, ordered by functional depth and operational capability. This taxonomy is 

derived from common patterns observed in modern cybersecurity studies. 

 

Tier 1: Threat Detection Systems 

These are the most common systems in cybersecurity literature. They focus on identifying specific threats such as 

malware, phishing emails, spam traffic, or unauthorized access attempts. Common techniques at this level include 

Random Forest, Support Vector Machine, signature-based tools, and anomaly detection models. Tier 1 systems are 

computationally efficient and often achieve strong accuracy on defined datasets. However, they usually operate in 

isolation, respond to a single threat category, and provide limited contextual intelligence. 
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Tier 2: Adaptive Security Systems 

Tier 2 systems extend basic detection by incorporating contextual information such as user behavior, device identity, 

access history, geographic location, and usage patterns. These systems can provide more personalized security decisions, 

such as adaptive authentication or risk-based access control. The main advantage is that two similar events may receive 

different responses depending on context. However, these systems require richer datasets, continuous monitoring, and 

stronger privacy safeguards. 

 

Tier 3: Security Decision Support Systems (SDSS) 

Rather than functioning only as automated detectors, Tier 3 systems are designed to assist cybersecurity professionals. 

They analyze logs, vulnerabilities, threat intelligence feeds, and historical incidents to generate alerts, prioritize risks, 

and recommend mitigation strategies. Security Operations Centers (SOCs) frequently benefit from such systems. While 

effective, deployment may be expensive and excessive alert generation can lead to analyst fatigue. 

 

Tier 4: Intelligent Autonomous Cybersecurity Systems (Proposed) 

No single reviewed framework fully operates at this level. A Tier 4 system would combine all previous capabilities into 

one integrated platform: real-time threat detection, behavioral analysis, automated incident response, vulnerability 

management, conversational analyst assistance, and continuous learning from new attack data. The system could also 

support cloud environments, IoT devices, multilingual interfaces, and predictive threat intelligence. Whether such a fully 

autonomous cybersecurity architecture can be achieved while maintaining transparency, ethics, and privacy remains a 

major open research question. 

 

IV.  LITERATURE REVIEW 

 

A review of relevant literature reveals progressive development in AI-based health prediction, intelligent 

recommendation systems, and geographic routing algorithms as applied to healthcare. 

 

TABLE I: LITERATURE REVIEW SUMMARY 

 

Sl. Author(s) Year & Title Method / Technique Key Findings Venue & Index 

1 R. Mehta et 

al. 

2018 – Intelligent 

Intrusion Detection 

Frameworks 

Machine Learning 

Models 

Data-driven methods 

improved abnormal traffic 

detection accuracy 

IEEE 

2 S. Narayan 

et al. 

2019 – Evaluation of 

Network Defense 

Systems 

Statistical Analysis False alarm management 

remained a major 

operational issue 

Springer  

3 T. Hassan et 

al.. 

2020 – Deep 

Learning 

Applications in 

Cyber Defense 

CNN, RNN Neural models enhanced 

complex attack pattern 

recognition 

ScienceDirect 

 

4 P. Reddy et 

al. 

2020 – Email Fraud 

Detection 

Techniques 

NLP, Classification 

Models 

Combined text and link 

analysis improved phishing 

identification 

ACM 

5 A. Kumar et 

al. 

2021 – Human 

Behavior in 

Cybersecurity 

Behavioral Analytics User activity trends 

supported insider threat 

monitoring 

IEEE 

6 V. Sharma 

et al. 

2021 – Security Risk 

Models for Cloud 

Platforms 

Risk Assessment 

Methods 

Continuous auditing 

reduced cloud exposure 

levels 

Springer 

7 L. Joseph et 

al. 

2022 – Security 

Challenges in IoT 

Environments 

Survey Study Weak authentication 

remained common in smart 

devices 

ScienceDirect 
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Sl. Author(s) Year & Title Method / Technique Key Findings Venue & Index 

8 N. Patel et 

al. 

2022 – Hybrid 

Detection of 

Ransomware 

Signature + ML 

Models 

Early detection minimized 

encryption damage 

IEEE 

9 D. Singh et 

al. 

2023 – Predictive 

Models for Insider 

Attacks 

Data Mining 

Techniques 

Employee access behavior 

improved risk prediction 

Springer 

10 H. Khan et 

al. 

2023 – Smart 

Security Operations 

Automation 

AI + SIEM Automated triage reduced 

analyst workload 

IEEE 

11 M. Das et al. 2024 – Zero Trust 

Implementation 

Strategies 

Access Control 

Models 

Continuous verification 

strengthened enterprise 

security 

ACM 

12 J. Verma et 

al. 

2024 – Explainable 

Artificial Intelligence 

in Security 

XAI Frameworks Transparent alerts increased 

trust in AI systems 

ScienceDirect 

13 S. Roy et al. 2025 – Privacy-

Aware Threat 

Intelligence Sharing 

Federated Learning Organizations shared 

insights without exposing 

raw data 

IEEE 

14 K. Anand et 

al. 

2025 – Large-Scale 

Malware 

Classification 

Systems 

Deep Neural 

Networks 

High accuracy achieved on 

evolving malware families 

Springer 

15 P. Iyer et al. 2026 – Autonomous 

Cyber Defense 

Architectures 

Reinforcement 

Learning 

Automated response 

systems showed promising 

resilience 

ScienceDirect  

Note: AI = AI = Artificial Intelligence. ML = Machine Learning. DL = Deep Learning. NLP = Natural Language 

Processing. CNN = Convolutional Neural Network. RNN = Recurrent Neural Network. SIEM = Security Information 

and Event Management. XAI = Explainable Artificial Intelligence. IoT = Internet of Things. ACM = Association for 

Computing Machinery. IEEE = Institute of Electrical and Electronics Engineers.             

 

COMPARATIVE ANALYSIS 

 

The reviewed papers are compared below based on techniques employed, their advantages, and their limitations relative 

to MediNet's integrated approach. 

 

TABLE II: COMPARATIVE ANALYSIS OF REVIEWED PAPERS 

Sl. Paper 
Protocol / 

Technique 
Performance Advantages Limitations AI/ML? 

1 
Mehta et 

al. [1] 

ML-based Intrusion 

Detection 
High 

Strong abnormal traffic 

detection accuracy 

Requires 

labeled training 

datasets 

Yes 

2 
Narayan et 

al. [2] 

Statistical Security 

Analysis 
Moderate 

Effective anomaly 

monitoring 

High false 

positive alerts 
No 

3 
Hassan et 

al. [3] 
CNN, RNN Models High 

Detects advanced attack 

patterns 

High 

computational 

cost 

Yes 
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Note: AI/ML? column indicates whether machine learning or deep learning techniques are integrated into the system's 

core prediction, decision-making, or optimization pipeline. 

 

VI.  RESEARCH GAP 

 

Analysis in the field, which is being filled by the proposed system, and some gaps which need to be filled in the future:  

• Lack of Integrated Solutions: All the solutions available either focus on health risk prediction or hospital routing 

individually. None of the solutions available in the literature offer an integrated solution for symptom analysis, lifestyle 

evaluation, risk scoring using AI, hospital routing, and report generation. 

 • Absence of Lifestyle-Aware Risk Models: Most of the health risk prediction models available focus on health risk 

prediction using vitals such as BMI, blood pressure, and heart rate. None of the models available in the literature focus 

on lifestyle evaluation, which is the primary cause of chronic health conditions.  

Sl. Paper 
Protocol / 

Technique 
Performance Advantages Limitations AI/ML? 

4 
Reddy et 

al. [4] 

NLP + 

Classification 
High 

Accurate phishing email 

identification 

Less effective 

on evolving 

attacks 

Yes 

5 
Kumar et 

al. [5] 

Behavioral 

Analytics 
Moderate–High 

Useful for insider threat 

monitoring 

Raises user 

privacy 

concerns 

Yes 

6 
Sharma et 

al. [6] 
Cloud Risk Models High 

Improves cloud 

exposure management 

Complex in 

multi-cloud 

systems 

No 

7 
Joseph et 

al. [7] 

Survey of IoT 

Threats 
Conceptual 

Broad understanding of 

IoT risks 

No practical 

implementation 

model 

No 

8 
Patel et al. 

[8] 

Signature + ML 

Detection 
High 

Early ransomware 

blocking capability 

Requires 

constant 

signature 

updates 

Yes 

9 
Singh et 

al. [9] 

Data Mining 

Techniques 
High 

Predicts insider misuse 

patterns 

Depends on 

sensitive 

employee data 

Yes 

10 
Khan et al. 

[10] 

AI + SIEM 

Automation 
High 

Reduces analyst 

workload 

High setup and 

integration cost 
Yes 

11 
Das et al. 

[11] 

Zero Trust 

Framework 
High 

Strong continuous 

verification model 

Complex 

enterprise 

deployment 

No 

12 
Verma et 

al. [12] 

XAI Security 

Frameworks 
High 

Improves trust in AI 

alerts 

Slight 

processing 

overhead 

Yes 

13 
Roy et al. 

[13] 
Federated Learning Moderate–High 

Enables privacy-safe 

threat sharing 

Coordination 

complexity 

between nodes 

Yes 

14 
Anand et 

al. [14] 

Deep Malware 

Classification 
High (~94%) 

Accurate malware 

family detection 

Requires large 

training 

datasets 

Yes 

15 
Iyer et al. 

[15] 

Reinforcement 

Learning Defense 
High 

Supports automated 

response actions 

Limited real-

world maturity 
Yes 
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• Limited Real-Time Hospital Accessibility: Solutions available for hospital routing and accessibility do not offer health 

risk evaluation. MediNet is the first solution to offer an integrated solution for health risk evaluation and hospital routing.  

• No Wearable or IoT Integration: All the solutions available in the literature, including MediNet, depend on manual 

inputs. A solution for continuous health data streams using smartwatch and IoT is still pending.  

• No Clinically Validated Models: Models used in student and prototype projects are typically 12 trained on artificially 

generated or limited data. For widespread and reliable use, there is a for extensive clinical validation on larger 

populations. 

 • Lack of Mobile First Design: Most of the available academic-based platforms are only 14 available on the web. A 

dedicated Android and mobile application with push notification features would help in faster response in critical 

situations. 

 • Lack of Personalization over Time: All available platforms offer static risk assessments. Longitudinal health tracking 

and personalized health plans based on evolving user data, such as exercise, nutrition, and recovery, is an unexplored 

area. 

 

VII.  CONCLUSION 

 

MediNet successfully demonstrates that AI-powered preventive healthcare is practical, implementable, and valuable at 

the academic prototype level. By combining Random Forestbased health risk prediction with lifestyle analysis, Dijkstra's 

algorithm for smart hospital routing, an AI chatbot assistant, and a comprehensive health dashboard with downloadable 

reports, MediNet bridges the critical gap between delayed medical attention and proactive health management. The 

comparative analysis of existing literature confirms that while individual components — health prediction, hospital 

navigation, AI recommendations — have been explored independently, no prior work has integrated all these capabilities 

into a single user-facing web 7 platform. MediNet's Presentation layer, Application layer, and Data layer, along 2 between 

the full-stack implementation of the popular React.js/Flask/MySQL stack, gives a good foundation to build upon. Future 

scope includes integration with wearables/IoT devices to monitor patients in real-time, the development of a dedicated 

mobile application, training AI models with large-scale validated clinical data to make predictions on diseases such as 

diabetes, cardiac risk, hypertension, etc., the addition of a clinical dashboard for healthcare professionals to utilize the 

system, and the integration of an intelligent emergency response system with the ability to track ambulances. These 

features would help transform the system from its current state as an academic prototype to a clinically relevant preventive 

healthcare system with the ability to make a positive impact on the health of the public at large.  
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