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Abstract:  Nowadays, ransomware attacks are increasing rapidly. Ransomware locks or encrypts important files and asks 

for money to unlock them, leading to financial loss. Many attacks target websites and web applications due to issues like 

insecure file uploads, weak input validation, and misconfigurations. In the existing system, the theme they mainly employ 

is a signature-based detection mechanism, which matches files with a pattern of known malware patterns stored in its 

database. Once again, if the virus is new or its signature does not exist, then it might escape, and an attack can take place. 

The proposed system offers automatic and real-time defence from ransomware. The system continuously monitors its 

behaviour instead of relying on known virus patterns. It uses a Gated Recurrent Unit (GRU) neural network to observe 

system calls, file access activities, and runtime processes to detect both known and unknown ransomware attacks. In this 

case, the system protects key data in less than a second by employing CTR-Advanced Encryption Standard (AES) 

encryption with frequently changing keys when any suspicious behaviour is detected but can still be accessed by any 

legitimate user to ensure data safety. Honeypot file mechanisms are also used for decoying the attacker to attract them 

and send an alert in case unauthorised access is attempted. The experimental results show that the three-tier security 

architecture provides strong protection against ransomware attacks, and it continuously analyses the behaviour, monitors 

and detects unknown threats, and uses honey files to confirm unauthorised and harmful actions performed by a program 

and prevent data loss. The system works efficiently without slowing down the computer, so it can be used in real time on 

modern systems.  
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INTRODUCTION 

 

The rapid adoption of digital services and web-based applications has greatly increased the vulnerability of modern 

computing systems, making ransomware one of the most destructive and financially damaging cyber threats. 

Ransomware typically infiltrates systems through phishing emails, malicious downloads, or vulnerable web applications, 

encrypting critical data and demanding ransom payments. Traditional signature- and rule-based detection methods are 

increasingly ineffective against zero-day, polymorphic, and evolving ransomware variants, which frequently modify their 

code to evade static defenses. Behavior-based detection using machine learning and deep learning offers a more adaptive 

solution by analyzing system activities such as file operations, system calls, and process execution patterns. Recurrent 

neural networks, especially Gated Recurrent Units (GRU),are well-suited for capturing temporal dependencies in system 

behavior while maintaining lower computational overhead compared to LSTM models. Additionally, proactive data 

protection using AES in Counter (CTR) mode and the deployment of honeypot or decoy files help secure critical data and 

confirm malicious activity. Motivated by these challenges, this paper proposes a three-tier, real-time ransomware defense 

framework that integrates GRU-based behavioral detection, dynamic AES-CTR protection, and honeypot-based attack 

validation. Experimental results demonstrate that the framework achieves rapid detection of both known and unknown 

ransomware variants, minimizes performance overhead, and ensures continued data availability for legitimate users. 

 

LITERATURE SURVEY 

 

[1] C. Moore (2016) uses honeypot folders to detect early ransomware activity, showing that perimeter defences fail 

against social engineering attacks. While monitored decoy files enable staged alerts, simple tripwire techniques are 

ineffective against advanced ransomware. [2] Scaife et al. (2016) propose CryptoDrop, a behaviour-based system that 

detects ransomware by monitoring abnormal file activity. The system can automatically stop malicious processes with 

low false positives, limiting file loss to a median of only 10 files and demonstrating effectiveness against evolving 

ransomware. [3] Almashhadani et al. (2019) propose a machine-learning-based network approach to detect crypto-

ransomware by analysing command-and-control traffic before encryption. Using packet- and flow-level features with 
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parallel classifiers, the system achieves high detection accuracy with low false positives. [4] Vinayakumar et al. (2019) 

propose a DNN- based intrusion detection system that outperforms traditional machine learning methods on benchmark 

datasets. The study also introduces AlertNet, a scalable framework for real-time detection of evolving cyberattacks. [5] 

Jan et al. (2019) present a lightweight SVM-based intrusion detection system for IoT environments, designed for resource-

constrained devices. Using a small set of simple features, the system achieves good DoS detection accuracy with low 

computational overhead. [6] Cabaj and Mazurczyk (2016) investigate SDN-based ransomware mitigation using 

CryptoWall as a case study. By leveraging OpenFlow-enabled real-time responses, the proposed techniques effectively 

limit ransomware activity without significantly affecting network performance. [7] Das et al. (2016) propose GuardOL, 

a semantics-based online malware detection system for embedded devices. By capturing system call behaviour using 

processor–FPGA integration and an FPGA-based MLP classifier, the system achieves fast, accurate, and energy-efficient 

real-time detection. [8] Kim et al. (2018) present a multimodal deep learning framework for Android malware detection 

that combines diverse application features. Tested on over 41,000 samples, the approach outperforms traditional and 

existing deep learning methods in detection accuracy. 

 

[9] Poudyal and Dasgupta (2021) presented an AI- based multi-level profiling framework that correlates behavioural 

features across code levels to accurately detect crypto-ransomware with very low false positives.[10] Hsu et al. (2021) 

enhanced ransomware detection by improving file entropy analysis and applying machine learning to distinguish 

encrypted from normal files. Their SVM-based approach achieved higher detection rates, demonstrating the effectiveness 

of file-level entropy features against modern crypto-ransomware. [11] Thummapudi et al. (2023) introduced a low-

overhead ransomware detection method using processor and disc usage data with machine learning for rapid detection.  

 

[12] M. Almousa et al. (2021) propose a machine learning approach to detect ransomware families from network traffic, 

achieving 99.83% accuracy using TCP-based features, with feature selection reducing memory and processing time. [13] 

C. B. Asaju et al. (2021) develop a machine learning model to detect and classify ransomware. Supervised algorithms 

were evaluated, with Naive Bayes achieving 83.40% accuracy and Decision Tree (J48) reaching 97.60%, demonstrating 

effective detection and classification. [14] M. Hirano and R. Kobayashi (2022) propose a live-forensic hypervisor for 

ransomware detection using low-level memory access patterns. Their ML classifier achieved an F1 score of 0.95 in 

detecting ransomware and wiper malware, providing a lightweight dynamic behavioural detection layer. [15] S. Mishra 

et al. (2024) present a GridSearch-optimised MLP for malware detection, achieving improved classification performance 

against evolving threats. [16] A. Vehabovic et al. (2023) propose a data-centric ML framework for 

early ransomware detection and attribution using a minimalist dataset and static PE analysis, achieving strong accuracy 

and zero-day threat detection. 

 

Research Gap 

Most ransomware detection methods rely on known signatures or specific ransomware families, making them ineffective 

against zero-day and polymorphic attacks. Resource-intensive techniques such as system call monitoring or hardware-

based implementations limit real- time use, and many solutions are platform-specific, reducing their generalizability. 

Although some studies analyze network or file-level patterns, few integrate multi- level behavioral features, and existing 

ML/DL approaches often overlook efficiency and scalability despite high accuracy. 

 

Contribution of the Paper 

This paper presents a unified ransomware detection framework that identifies both known and zero-day attacks by 

leveraging dynamic behavioral features from files, memory, system calls, and network traffic. A GRU- based neural 

network is employed to model the temporal evolution of ransomware behavior, enabling accurate detection of 

emerging threats with optimized feature selection to reduce computational overhead. The proposed system incorporates 

decoy (honeypot) files for attack confirmation and automated alerting, supports multiple operating systems without 

specialized hardware, and achieves fast, resource-efficient detection, addressing the limitations of existing hardware-

dependent approaches.  
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METHODOLOGY 

 

SYSTEM ARCHITECTURE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYSTEM PRELIMINARIES 

 

A. Behavioral-Based Ransomware Detection  

Ransomware shows specific behavioral patterns during execution, such as abnormal file access, repeated encryption 

actions, and suspicious system calls. Unlike signature-based detection, behavioral-based detection focuses on runtime 

activities, allowing the system to detect both known and unknown ransomware attacks. The system behavior at time is 

represented as a feature vector: 

 

𝑋t = {𝑥1, 𝑥2, 𝑥3, 𝑥4} (1) 

 

where 

𝑥1 represents file access frequency 

𝑥2denotes system call behavior, 

𝑥3corresponds to process execution activity and 

𝑥4indicates file modification rate. 

These features are continuously monitored to identify abnormal ransomware behavior. 

 

B. Sequential Behavior Modeling Using GRU  

Ransomware executes its malicious actions in a sequential manner over time. To capture this temporal behavior, a Gated 

Recurrent Unit (GRU) neural network is used. GRU is chosen due to its lower computational complexity and faster training 

compared to LSTM networks. 

 

The GRU hidden state update is defined as: 

 

ℎt = (1 − 𝑧t) ⊙ ℎt–1 + 𝑧t ⊙ ℎ˜t (2) 

 

where 

ℎtis the hidden state at time 𝑡, 

𝑧tis the update gate, and 

ℎ˜tis the candidate hidden state. 

The GRU model analyzes system behavior sequences to classify them as benign or ransomware. 

 

C. Ransomware Detection Probability 

The output of the GRU model is converted into a probability value indicating ransomware presence. 
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𝑃(𝑦 | 𝑋) = 𝜎(𝑊ℎt + 𝑏) (3) 

 

 

where 

𝑦 represents the predicted class (Benign or Ransomware), 

𝑊is the weight matrix, 

𝑏is the bias term, and 

𝜎(⋅)is the sigmoid activation function. 

A higher probability value indicates malicious behavior and triggers the defense mechanism. 

 

D. Real-Time Data Protection Using AES-CTR 

 When suspicious ransomware activity is detected, important data is immediately protected using Advanced 

Encryption Standard in Counter (AES-CTR) mode. AES- CTR is selected for its high speed and real-time encryption 

capability. 

                                                      𝐶i = 𝑃i ⊕ 𝐴𝐸𝑆K(𝐶𝑇𝑅i) (4) 

Where 

𝐶iis the encrypted data block, 

𝑃iis the plaintext block, 

𝐾is the dynamically generated encryption key, and 

𝐶𝑇𝑅iis the counter value. 

Frequent key updates ensure data security while allowing access to legitimate users. 

 

E. Honeypot File Mechanism 

Honeypot (honey) files are decoy files used to attract  ransomware attacks. Any unauthorized access to these 

files is treated as a strong indication of malicious activity. 

 

𝐻 = {1, if unauthorized access is detected 

0, otherwise                                                                   (5) 

 

Once honeypot interaction is detected, the system immediately raises alerts and activates defensive actions. 

 

F. Three-Tier Security Architecture 

The proposed ransomware defense system follows a three- tier architecture: 

• Monitoring Layer – Collects system calls, file access, and process activity 

• Detection Layer – GRU-based ransomware behavior classification 

• Response Layer – AES-CTR encryption and honeypot-based alert mechanism 

This layered approach ensures early detection, quick response, and effective protection against ransomware attacks. 

 

G. Performance Metrics 

The performance of the proposed system is evaluated using standard classification metrics. Detection accuracy 

is calculated as: 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =          𝑇𝑃 + 𝑇𝑁 

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁                       (6) 

 

Experimental results indicate that the proposed system achieves an accuracy of approximately 88%–90%, providing 

performance comparable to complex deep learning models while requiring significantly lower computational resources. 

 

EXPERIMENTAL SETUP 

 

The experimental setup is designed to evaluate the effectiveness of the proposed real-time ransomware detection and 

prevention system. The system is implemented in a controlled Windows environment, as most ransomware attacks target 

Windows-based systems. The test environment includes normal user applications, background system processes, and 

multiple ransomware samples collected from public malware repositories.The proposed framework continuously 
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monitors runtime system behavior such as system calls, file access operations, file modification frequency, and process 

execution patterns. These sequential behavioral features are processed using a Gated Recurrent Unit (GRU) neural 

network to detect ransomware activity in real time. Upon detecting suspicious behavior, the system immediately activates 

cryptographic protection using CTR-mode AES encryption and deploys honeypot files to confirm malicious intent. 

 

Algorithm Description 

Algorithm 1: GRU-Based Real-Time Ransomware Defence Framework 

Procedure: System Initialization 

1. Initialize system call monitor 

2. Initialize file activity logger 

3. Initialize GRU-based behaviour classifier 

4. Initialize CTR-AES encryption module 

5. Deploy honeypot (honey) files 

6. Enable real-time monitoring mode 

The initialization phase prepares all components required for real-time ransomware detection and prevention. 

 

Algorithm 1A: Behaviour Monitoring 

Input: Runtime system events 

1. Capture system calls 

2. Monitor file access operations 

3. Track file modification frequency 

4. Observe process execution behavior 

5. Store events as sequential feature vectors 

This step continuously monitors low-level system behavior to capture early signs of ransomware activity. 

 

Algorithm 1B: Feature Extraction and GRU Analysis 

Input: Sequential behavioral features 

1. Preprocess and normalize features 

2. Feed feature sequence into GRU network 

3. Learn temporal dependencies 

4. Compute ransomware probability score 

The GRU model effectively captures time-based behavioral patterns, enabling detection of both known and unknown 

ransomware. 

 

Algorithm 1C: Ransomware Detection Decision 

Input: GRU output probability 

1. If probability ≥ threshold → Suspicious 

2. Else → Normal execution 

A threshold-based decision mechanism ensures fast and reliable detection. 

 

Algorithm 1D: Data Protection using CTR-AES 

Input: Detection alert 

1. Generate dynamic AES encryption key 

2. Encrypt critical files using CTR-AES 

3. Allow access only to legitimate users 

This step protects sensitive data within milliseconds, even during an active ransomware attack. 

 

Algorithm 1E: Honeypot File Validation 

Input: File access events 

1. Monitor access to honey files 

2. If unauthorized access detected 

3.Confirm ransomware behavior 

4.Trigger alert 

5. Block malicious process 

Honeypot files act as decoys to confirm malicious intent and reduce false positives. 

https://ijarcce.com/
https://ijarcce.com/


ISSN (O) 2278-1021, ISSN (P) 2319-5940  IJARCCE 

International Journal of Advanced Research in Computer and Communication Engineering 

Impact Factor 8.471Peer-reviewed & Refereed journalVol. 15, Issue 5, May 2026 

DOI:  10.17148/IJARCCE.2026.15593 

© IJARCCE                This work is licensed under a Creative Commons Attribution 4.0 International License                 732 

RESULTS AND ANALYSIS 

 

The proposed GRU-based ransomware defence system is evaluated for detection accuracy, response time, and system 

overhead. Experiments were conducted in a controlled Windows environment using both known and unknown 

ransomware samples. 

 

A. Detection Accuracy Analysis 

The system detects ransomware by analyzing runtime behavioral sequences such as system calls, file access patterns, and 

process execution. Detection accuracy is compared with traditional signature-based and deep learning approaches. 

 

 

Figure 1: Detection Accuracy Comparison 

• Description: Bar chart showing that the proposed GRU-based system maintains high accuracy for both known 

and unknown ransomware, unlike signature-based systems that fail for zero-day attacks. 

B. Response Time Analysis 

The average system response time is measured from the detection of suspicious behavior to activation of AES encryption 

and honeypot alert. 

 

 

 

 

 

 

METHOD 
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Figure 2: System Response Time 

o Description: Line chart showing low latency for each operation. The total response is under 1 second, confirming 

real-time performance. 

C. False Positive and Honeypot Validation 

Honeypot files are used to verify unauthorized access. The system produces minimal false positives while effectively 

detecting ransomware attacks. 

 

Figure 3: Honeypot Alert Analysis 
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• Description: Pie chart showing percentage of detected ransomware, legitimate accesses, and   false positives. 

Highlights that all unauthorized access attempts are captured without affecting legitimate users. 

D. System Overhead  

System performance overhead is evaluated during normal operation and under attack.  

 

Figure 4: System Resource Usage 

• Description: Bar chart showing CPU and memory usage under normal and attack conditions. Confirms minimal 

performance impact. 

 

DISCUSSION 

The experimental results demonstrate that behavior-based ransomware detection using a GRU neural network is highly 

effective in real-time environments. Unlike signature-based systems, which fail against zero-day attacks, the proposed 

system continuously analyzes runtime behavior to identify ransomware activity at an early stage. 

 

The integration of CTR-mode AES encryption ensures immediate data protection when suspicious behavior is detected. 

Additionally, honeypot files play a critical role in validating malicious intent and reducing false alarms. The system 

achieves a balanced trade-off between detection accuracy, response time, and system performance. 

 

Although the system does not rely on historical user data, it performs exceptionally well in real-time detection scenarios. 

This makes it suitable` for deployment in modern systems where fast response and data security are critical. 

PARAMETER OBSERVATION 

CPU Usage Minimal increase (<5%) 

Memory Usage Low (<50 MB additional) 

System Lag Not noticeable 

Real-Time Usability High 

FEATURE SIGNATURE- BASED DEEP LEARNING PROPOSED GRU 

BASED 

Known Ransomware 

Detection 

Yes Yes Yes 

Unknown 

Ransomware Detection 

No Partial Yes 

Real-Time Protection No Partial Yes 

Data 

Encryption Support 

No No Yes 

Honeypot Support No No Yes 

Computational Overhead Low High Low 
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CONCLUSION 

This paper presented a GRU-based real-time ransomware detection and prevention framework that focuses on behavioral 

analysis rather than traditional signature matching. By continuously monitoring system calls, file access patterns, and 

process execution behavior, the proposed system effectively detects both known and unknown ransomware attacks. 

The use of CTR-mode AES encryption with dynamic key generation ensures immediate protection of sensitive data, while 

honeypot files enhance detection reliability. 

 

Experimental results demonstrate high detection accuracy, low response time, and minimal system overhead. Overall, the 

proposed framework provides a robust, scalable, and practical solution for real-time ransomware defence in modern 

computing environments.  
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