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Abstract: The rapid growth of digital payment systems and e-commerce platforms has significantly increased the volume
of online financial transactions. However, this growth has also led to a rise in cybercrimes such as phishing, OTP fraud,
and unauthorized access to sensitive financial data. Traditional payment systems lack adaptive security mechanisms,
making them vulnerable to evolving fraud techniques.

This project proposes a cloud-based secure payment system that integrates OTP authentication and encrypted data storage
to enhance transaction security. The system ensures that every transaction is verified through a one-time password and
simultaneously sends detailed transaction information to the user’s registered email. A security link is also provided to
report fraudulent activities instantly to cybercrime authorities.

The proposed system focuses on protecting user data, preventing OTP misuse, and ensuring secure communication
through encryption techniques. By leveraging cloud technology, the system provides scalability, real-time monitoring,
and improved reliability. Overall, the system enhances security in digital payments, reduces fraud risks, and increases
user trust in online transactions.
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LINTRODUCTION

In recent years, online payment systems have become an integral part of daily life, enabling users to perform financial
transactions easily through the internet. Services such as online shopping, internet banking, and UPI transactions have
increased convenience but also introduced serious security challenges. Cybercriminals exploit vulnerabilities in these
systems to steal sensitive information such as credit card details and OTPs.

One of the most common threats in digital payments is OTP-based fraud, where attackers manipulate users through
phishing calls or messages to obtain OTPs and perform unauthorized transactions. Traditional systems rely only on OTP
verification, which is not sufficient to prevent such attacks.

To overcome these issues, a secure system is required that not only verifies transactions but also alerts users and provides
mechanisms to report fraud. This project introduces a cloud-based secure payment system with OTP verification, email
confirmation, and encrypted data storage to ensure safe and reliable transactions.
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III. PROPOSED METHODOLOGY

The proposed system is designed to provide secure online transactions using cloud technology, OTP verification, and
encryption techniques. Initially, users register and log in to the system using their credentials.

When a user initiates a transaction, the system generates an OTP and sends it to the registered email or mobile number.
Along with the OTP, detailed transaction information such as product details and payment amount is sent to the user.

If the transaction is legitimate, the user enters the OTP to complete the process. If the transaction is unauthorized, the user
can avoid sharing the OTP and use the provided security link to report the fraud to cybercrime authorities.

All user data and transaction details are encrypted and stored securely in the cloud database. This ensures data
confidentiality and prevents unauthorized access. The system combines authentication, encryption, and real-time alerts
to provide a robust security framework.

IV.SYSTEM DESIGN AND IMPLEMENTATION DETAILS
IV.1 User Module

This module allows users to register, log in, and perform online purchases. Users can browse products, add them to the
cart, and proceed with payment using secure methods.

IV.2 OTP Authentication Module

During transactions, an OTP is generated and sent to the user. The transaction is completed only after successful OTP
verification, ensuring secure authentication.

I1V.3 Mail Confirmation Module

The system sends transaction details such as product name and amount to the user’s email. This helps users verify whether
the transaction is genuine.

IV.4 Security Link Module

If a fraudulent transaction is detected, the user can click the security link provided in the email to report the issue to
cybercrime authorities immediately.

IV.5 Encryption and Cloud Storage Module

All sensitive data is encrypted before storing in the cloud database. Cloud storage ensures scalability, data backup, and
secure access.
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CLOUD BASED SECURE PAYMENT SYSTEM
WITH OTP AND ENCRYPTED DATA STORAGE
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The Cloud Based Secure Payment System is designed using a multi-layer architecture to ensure security and smooth
transaction processing. The system starts with the user interface, where users access the application through web or
mobile. The request is sent to the backend server using secure HTTPS protocol. The backend (application server) handles
important functions like user authentication, payment processing, OTP generation, and fraud detection. When a user
makes a payment, an OTP is generated and sent through email or SMS for verification. Only after entering the correct
OTP, the transaction will be completed.

V.RESULT AND DISCUSSION

The proposed system effectively reduces the risk of OTP fraud and unauthorized transactions. The integration of email
alerts and security links provides users with better awareness and control over their transactions.

Encryption techniques ensure that sensitive data remains secure, while cloud-based implementation provides high
availability and scalability. Compared to existing systems, the proposed model offers improved security, faster response
to fraud, and enhanced user trust.

VI.CONCLUSION

The cloud-based secure payment system with OTP and encrypted data storage provides an efficient solution to address
security challenges in online transactions. By combining OTP authentication, email verification, encryption, and fraud
reporting mechanisms, the system ensures secure and reliable payment processing.

The proposed system minimizes cyber threats, protects user data, and enhances trust in digital payment platforms. It can
be widely implemented in e-commerce and banking systems to improve overall security.
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Future Directions

The Future improvements may include biometric authentication, Al-based fraud detection, and blockchain integration for
enhanced transparency and security in financial transactions.
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