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Abstract. To protect the privacy of sensitive data, an encrypted and decrypted file system based on USBKey and 

hardware code is designed and implemented in this paper. This system uses USBKey and hardware code to authenticate 

a user. We use random key to encrypt file with symmetric encryption algorithm and USBKey to encrypt random key 

with asymmetric encryption algorithm. At the same time, we use the MD5 algorithm to calculate the hash of file to 

verify its integrity. Experiment results show that large files can be encrypted and decrypted in a very short time. The 

system has high efficiency and ensures the security of documents. 

 

INTRODUCTION 

 

Today, transferring files over a network improves the efficiency greatly, but there are a lot of security risks. In order to 

ensure that important information is not stolen and destroyed, the most practical method is file encryption. 

 

Paper [1] presents a transparent encrypted file system based on secure operation system. There is only cipher text 

exchange between client and file server, which improves the system security. However, its structure is complex and it 

is difficult to operate. Paper [2] proposes a net flow encryption system based on HOOK technology. But there are many 

limitations, for example, the encryption is slow in the application layer, PC is always down by encrypting large files, 

and it was broken by anti-hook software at times. Paper [3] designs a hard disk encryption card. It can capture the data 

through the driver program, but it relies on packaged encryption algorithm. In the paper [4], the application program 

completes the encryption and transports key. The file filter driver decrypts files using the received key. This method 

involves the system kernel, so the design and debugging is complex. Paper [5] extracts the hard disk serial number to 

generate the machine code to encrypt, but it is too simple to break. 

 

Based on the comparison of several methods, we designed a system based on USBKey and hardware code to ensure the 

uniqueness of users and the security of data. 

 

THE DESCRIPTION OF RELATED CONCEPTS 

 

USBKey 

 

USBKey is security hardware with identity authentication, key generation and key storing. The key is stored in 

USBKey to prevent leakage and tampering; Unified key distribution and management through the management tool 

can eliminate potential risks. The USBKey’s information includes device name, PIN code, public key and private key. 

We export the public key and make a certificate for each USBKey with a tool, then write them to a database for future 

use. The private key can be used to decrypt. 
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PIN Code 

 

When we use an USBkey to log in, we must enter the PIN code which is used to verify the legitimacy of users. The PIN 

code amounts to common password of key. If you input the error code, you will not be able to unlock the key and fail 

to enter the main interface. 

 

Hardware Code 

 

Hardware code is a string generated by some operations based on the hardware of the computer and cannot be easily 

changed usually. There are much information that can be used to generate hardware code, such as hard disk serial 

number, mother board ID, CPU serial number and MAC address of network card. This paper proposes the concept to 

ensure the uniqueness of encryption equipment. 

 

SYSTEM STRUCTURE AND PRINCIPLE 

 

System Structure 

 

This structure includes two aspects: USBKey management and client application. The former includes the addition, 

deletion and modification of certificates, and the latter includes file choosing, encryption and decryption. The interface 

of system should be as simple as possible to use. 

 

The system automatically loads the USBKey driver module and the user identity driver module during the normal 

startup process, and then it loads the transparent encryption and decryption module. After the successful verification, it 

accesses to the operating system (running security kernel), otherwise exits [6]. The structure of system is shown in 

FIGURE 1. 

 

 

 

FIGURE 1. The Structure of System 

 

System Principle 

3DES Algorithm 

 

The USBKey used in this paper is the type of NT119 which can provides a large space. Users can store more data and 

design a flexible protection program where the license management function can meet the need to protect more 

software modules at the same time. It can be used in the case of non-recovery encryption lock to achieve remote 

registration of encryption keys [7]. It supports MD5 operation, has stable quality and is easy to use. It also provides a 

3DES symmetric algorithm. 

 

In 3DES algorithm, 64-bit plain text is encrypted with 56-bit key. However, the key is actually 64-bit, and its 8th, 16th, 

24th, 32th, 40th, 48th, 56th and 64th bits are parity check bits, and therefore its effective bits are 56. Plain text is 

divided into blocks first, each block is 64-bit, and then 64-bit plaintext is sent to initial permutation function for 

initially permuting plain text; two halves of transformed block are generated by initial permutation and are assumedto 

be left plain text (L) and right plain text(R), and each left plain text or each right plain text is encrypted for 16 rounds 

and has its own key as shown in FIGURE 2; finally, left plain text and right plain text are re-connected together, to 

carry out final permutation on the composed blocks; the result of this process is a 64-bit cipher text [8-10]. The process 
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S-box substitution 

P-box substitution 

XOR & Permutation 

Compression 
Permutation 

Key conversion 

of encrypting plain text into cipher text is shown in FIGURE 3. 

 

FIGURE 2. Round processing flow                  FIGURE 3. 3DES encryption flow 

 

MD5 Algorithm 

 

This algorithm calculates a 128-bit digest for an arbitrary l-bit message. 

Let t be the index of a step. Let Xt denote the kth 32-bit word of current block and let Tt be a table of 64 32-bit 

constants. Let CLS denote circular shift left by s bits. The process of single step in MD5 is presented in FIGURE 4. 

Value of k , s and Tt depend on t , k can be calculated by the following formulas: k   t in 1st round; 

k   (1  5t) mod16 in 2nd round; k   (5   3t) mod16 in 3rd round; k   (7t) mod16 in 4th round. s and Tt can be achieved 

by looking up the table presented in [11-13]. 

 

FIGURE 4. Process of single step in MD5 

 

IMPLEMENTATION 

 

Software Design 

 

The system uses a wizard interface. Insert the USBKey and input the PIN code correctly, and then you will enter the 

system. You can select a file and a certificate, click on the encryption button to complete the encryption process; or 

choose the file you want to decrypt, click on the decryption button to complete the decryption process [14]. Software 

flowchart is shown in FIGURE 5. 
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FIGURE 5. Software flowchart 

 

In the process of encryption, we encrypt the old file with random key using 3DES algorithm (symmetric 

encryption). Then we extract the public key and the corresponding hardware code from the selected certificate to 

encrypt the random key with SM2 algorithm (non symmetric encryption). Write it to the new file header, then write the 

contents encrypted. Finally calculate the HASH value of new file with MD5 algorithm and write it in cipher text. In the 

process of decryption, the system checks the HASH value before decryption to ensure the integrity of the file, 

verifies whether the current USBKey and hardware code corresponds to the certificate which was chosen when 

encrypting. No matter which part goes wrong, it will lead to decryption failure. After successful authentication, the 

system decrypts file header using the private key and hardware code to calculate the random key and then decrypt 

the file contents with it [15]. 

 

Code Interpretation 

 

The programming platform is Microsoft Visual Studio MFC. The system adopts Client/Server structure. The key part of 

the system is encryption and decryption.The encryption function is: 

int ef_encrypt_file(ef_ctx* ef, char*, output_file_path, ENCRYPT_PROCESS_CALLBAK process_callback, void* 

userdata) The function has four parameters,the first is a structure named ef_ctx, typedef struct _encrypt_file_config 

{ 

…… 

 

unsigned int create_time;  

unsigned int cipher_suit; 

          unsigned int file_count; 

unsigned long long file_size[MAX_KEY_COUNT];  

unsigned char file_name_length[MAX_KEY_COUNT]; 

char file_name[256][MAX_KEY_COUNT]; 

unsigned char file_md5[16][MAX_KEY_COUNT]; 

 

…… 

} 

 

Among them, create_time records file’s creation time; Cipher_suit represents encryption algorithm with four bytes, 

such as symmetric key algorithm, asymmetric key algorithm, hash algorithm; file_count represents the number of files; 

file_md5 is used to store the file hash value. 
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Parameter two is the path of plain text file; parameter three is a callback function, which is mainly used to display the 

progress bar of encryption in this system. 

The decryption function is: 

int ef_decrypt_file(ef_ctx* ef, char* output_dir_path, DECRYPT_PROCESS_CALLBAK process_callback, void* 

userdata) 

The parameter two is the path of cipher text file. Other parameters are same with encryption function. The parameter 

two is the path of cipher text file. Other parameters are same with encryption function. 

 

Functional Test 

 

After the hardware and software are ready, the whole test and application can be carried out. 

 

Login 

 

When you insert the USBKey and open the application, you will have a login page. As shown in FIGURE 6. 

FIGURE 6. Login page 

 

Click the “LOGIN” button. When the USBKey is not inserted, the device error message is displayed. Otherwise, the 

system will automatically fill in the USBKey device serial number. Then input initial PIN code, click the “OK” button 

to enter the main page; or click the “CANCEL” button to exit. 

 

Encryption 

Click the “Browse” button to select a file, and then select a certificate in the left list. Click the "Encrypt" button. 

The system encrypts the file automatically and shows the progress at the bottom. As shown in FIGURE 7. 

 

 
FIGURE 7. Main page 

 

Decryption 

 

Click the “Browse” button to select a file and then click the “Decrypt” button. If the hardware code and USBKey is 

corresponding the decryption can be completed successfully. Otherwise the error message is shown. 
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Management 

 

Click the “Settings” button to manage the certificates. There are three kinds of operation: add, alter and delete. 

When you add a certificate, choose a certificate with an extension “.cer”, the information such as company, name and 

serial number will be input automatically; of course, you can also modify them. If the certificate state is disabled, it 

cannot be used to encrypt and decrypt .The page of add a certificate is shown in FIGURE 8. 

 

FIGURE 8. The page of add a certificate 

 

COMPARISON AND ANALYSIS 

 

This section compares the system with others in terms of key storage, scalability, ease of use, performance and system 

size. The advantages of this system are obvious. 

Key storage: Compared with the key stored on disk, the system stores the key in USBKey, and the key is 

managed by a separate tool with high safety performance. 

Scalability: The system is less dependent on the kernel and is compatible with all versions of Windows. Because of the 

structural design and programming, it can provide support for a variety of encryption algorithms. 

 

Ease of use: The system’s state description and error message are clear. So it is easy to use. 

Performance: We encrypted the same file (1.48M) with our software and a tool named super master of file encryption 

on the same computer 5 times, and recorded the time. We can see that our system took less time than the other. The 

comparison is shown in FIGURE 9. 

 

(a)                                                                            (b) 

 

FIGURE 9. The comparison of two systems 

 

Because our system uses hardware to encrypt, it has higher performance compared with other systems which use soft-

algorithm. Encryption speed has been significantly improved. 

CPU and memory usage: In the process of encryption, we recorded the highest percentage. The comparison is shown in 

TABLE 1. We can see that our system’s CPU usage is lower, but the memory usage is higher. 
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TABLE 1. The comparison of CPU and memory usage 

 

 CPU Memory Hardware 

Our system 26.3% 10.1MB 24.6MB/s 

Super master of file encryption 28.8% 3.9MB 9.6MB/s 

 

SUMMARY 

 

This paper designs and implements a file encryption and decryption system based on USBKey and hardware code. The 

system is introduced from 3 aspects: the related work, system structure and the implementation. Finally, the system is 

evaluated by comparing it with other systems. Compared with the traditional encryption file system, this system stores 

the key in USBKey. Only users who have legal USBKey and enter correct PIN code can log in it. In addition, the files 

are stored in the disk as cipher text; only legitimate users can decrypt and view them. 

 

The system has been proved is flexible and efficient. It ensures the security and privacy of important documents. Of 

course, Just encrypt the file is not enough, we must combine it with safe transmission. In order to provide a complete 

set of security mechanisms, we will focus on the file transfer function and continue to improve the stability of the 

system at next time. 
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