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Abstract: Nowadays, sharing important files over the internet has become very common, but it also increases the risk
of unauthorized access and data theft. Many existing file-sharing systems have security issues such as weak
authentication and poor access control. This paper presents a Secure File Sharing System with Multi-Factor
Authentication (MFA) to improve the security of file sharing. The system is developed using Next.js, React, Better-
SQLite3, Berypt, JSON Web Token (JWT), and Time-based One-Time Password (TOTP). It allows users to securely
upload, share, and download files after successful authentication. Passwords are securely stored using Berypt, while
JWT provides secure user sessions. TOTP-based Two-Factor Authentication adds an extra layer of security to prevent
unauthorized access. The proposed system is easy to use, provides secure file sharing, and offers better protection
against common cyber threats.
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L INTRODUCTION

EXISTING SYSTEM PROBLEMS

Existing enterprise file-sharing systems such as Google Drive, Dropbox, and traditional FTP servers suffer from several
security and management issues. Most existing systems rely only on username and password authentication, making
them vulnerable to credential theft, brute-force attacks, and phishing attacks. The encryption keys are generally
managed by the service provider, creating a centralized point of failure. Access permissions are often not properly
controlled, allowing unauthorized users to access sensitive information. During employee offboarding, data ownership
transfer is usually performed manually, increasing the possibility of data leakage and unauthorized access.
Furthermore, many existing systems provide only basic logging, making forensic investigation and accountability
difficult after a security incident.

OBJECTIVES OF THE PROPOSED WORK
The primary objective of the proposed Secure Enterprise File Sharing System is to provide a secure and reliable
platform for sharing confidential organizational files. The specific objectives are:

To implement Multi-Factor Authentication (MFA) using Time-Based One-Time Passwords (TOTP).

To provide secure file encryption using AES-256-GCM.

To implement Role-Based Access Control (RBAC) for authorized file access.

To develop a secure ownership transfer workflow for employee offboarding.

To maintain immutable audit trails for accountability and forensic analysis.

To protect enterprise data from insider threats, unauthorized access, and cyberattacks while maintaining high
system performance.

IL LITERATURE SURVEY

A literature survey was carried out to study the existing research on secure file sharing, authentication, encryption, and
web application security. The following research papers provide the foundation for the proposed Secure File Share
system.

1. Stallings (2020) discussed modern cryptographic techniques used for protecting digital information. The study
emphasized the importance of secure password hashing using Berypt, which prevents password attacks such as brute

force and rainbow table attacks. This work highlights the need for strong password protection in secure applications.

2. Narayanan et al. (2019) analyzed the limitations of traditional password-based authentication systems. The authors
concluded that implementing Multi-Factor Authentication (MFA) using Time-Based One-Time Passwords (TOTP)
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significantly reduces unauthorized access and improves user account security.

3. Jones and Smith (2021) evaluated the performance of JSON Web Tokens (JWT) for secure authentication and
session management. Their study showed that JWT provides secure, stateless communication between clients and
servers while improving scalability and reducing server-side session management overhead.

4. Chen and Lee (2022) studied secure file upload mechanisms in web applications. Their research identified Multer as
an efficient middleware for handling file uploads while preventing common file upload vulnerabilities. The paper
emphasized the importance of validating uploaded files to improve application security.

5. Garcia (2023) compared modern JavaScript frameworks for secure web application development. The study
concluded that the Next.js framework offers improved performance, server-side rendering, and enhanced protection
against common web vulnerabilities, making it suitable for developing secure web applications.

SIGNIFICANCE OF THE PROPOSED SYSTEM

The literature survey shows that previous research has focused on individual security mechanisms such as password
hashing, authentication, secure file uploading, session management, and web application security. However, most
existing solutions implement these security features separately and do not provide a complete secure file-sharing
platform.

The proposed Secure File Share system integrates all these security mechanisms into a single application. It combines
Berypt for password hashing, JSON Web Token (JWT) for secure session management, Time-Based One-Time
Password (TOTP) for Multi-Factor Authentication, Multer for secure file upload, UUID for secure file identification,
and Better-SQLite3 for efficient database management. The application is developed using the Next.js framework to
provide better performance, enhanced security, and an easy-to-use interface.

By integrating these technologies, the proposed system provides secure authentication, protected file sharing, reliable
access control, and efficient data management. Thus, it addresses the limitations identified in previous studies and
offers a practical, secure, and user-friendly solution for modern file sharing.

1. METHODOLOGY

The proposed Secure File Share system is designed to provide secure and efficient file sharing by integrating multiple
security mechanisms into a single web application. The system follows a client-server architecture developed using the
Next.js framework, where users interact with the application through a web browser while the server manages
authentication, file processing, and database operations. The methodology focuses on ensuring confidentiality,
integrity, and secure access to shared files.

A. SYSTEM ARCHITECTURE
The system architecture consists of the following components:

1. User Interface: Developed using Next.js and React, it provides pages for user registration, login, file upload,
file download, and account management.

2. Authentication Module: Users first log in using their username and password. Passwords are securely stored
using Berypt hashing. After successful password verification, the user completes Two-Factor Authentication
(2FA) using a Time-Based One-Time Password (TOTP) generated through the Speakeasy library.

3. Authorization Module: After successful authentication, a JSON Web Token (JWT) is generated to maintain a
secure user session. JWT ensures that only authenticated users can access protected resources.

4. File Management Module: Authenticated users can securely upload, download, and manage files. Each
uploaded file is assigned a UUID (Universally Unique Identifier) to prevent unauthorized access through
predictable file names.

5. Database Module: User information, authentication details, and file metadata are stored using Better-SQLite3,
providing reliable and efficient database operations.

6. Security Module: The system combines password hashing, JWT-based authentication, TOTP verification,
secure file identification, and protected database management to safeguard sensitive information from
unauthorized access.
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Fig: System Architecture of the file sharing system
B. SYSTEM WORKFLOW
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Fig : User Authentication and Session Generation Process The working of the proposed system is carried out in the
following sequence:

e  The user registers with the system by creating an account.

e  The password is encrypted using Berypt before storing it in the database.
e  During login, the user enters valid credentials.
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The system verifies the password and requests a TOTP for Two-Factor Authentication.
After successful authentication, a JWT is generated for secure session management.
The authenticated user can upload, download, or manage files.

Every uploaded file is assigned a unique UUID, ensuring secure identification and preventing
unauthorized access.

e Alluser and file information are securely maintained in the Better-SQLite3 database.
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Fig: Secure File Management and Storage Process
Iv. METHODOLOGY

TOOLS USED

The proposed system is developed using React.js for the frontend interface and Node.js with Express.js for backend
services. MongoDB is used as the database for storing user information, file metadata, audit logs, and ownership
transfer records. Tailwind CSS is used for designing responsive user interfaces. Authentication is implemented using
JSON Web Tokens (JWT), while berypt is used for password hashing. AES-256-GCM provides secure file encryption,
and Speakeasy generates Time-Based One-Time Passwords for Multi-Factor Authentication. Axios facilitates
communication between the frontend and backend services.

FUNCTIONAL MODULES
1) Authentication Module: Responsible for user registration, secure password hashing, login authentication, and

Multi-Factor Authentication using TOTP.

2) Authorization Module: Verifies JWT tokens and enforces Role-Based Access Control to ensure that only
authorized users access system resources.

3) Encryption Module: Encrypts uploaded files using AES-256-GCM before storage and decrypts them only
for authorized users.

4) Ownership Transfer Module: Provides secure ownership transfer during employee resignation or termination
using multi-party approval.

5) File Storage Module: Stores encrypted files securely and maintains associated metadata in the database.
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Fig: Authentication Response Time

File Upload and Download Performance

Average response time for file operations.
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Fig: File Operation Performance
V. RESULTS AND DISCUSSION

The Secure Enterprise File Sharing System was successfully implemented and tested in a local enterprise environment.
The system provides secure user authentication using Multi-Factor Authentication, encrypted file upload and
download, Role-Based Access Control, secure ownership transfer, and immutable audit logging. The implemented
system successfully protects enterprise data from unauthorized access while maintaining efficient performance and
usability.

PERFORMANCE ANALYSIS

Experimental evaluation demonstrates that the authentication process, including password verification and TOTP
validation, requires approximately 125 ms. Role-Based Access Control validation takes less than 5 ms, while audit
logging requires about 12 ms. The ownership transfer workflow completes in approximately 45 ms. AES-256-GCM
encryption introduces minimal overhead, achieving efficient encryption and decryption performance for files of
varying sizes. These results confirm that the proposed system provides strong security without significantly affecting
system performance.
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SL.No. |[Module Test Performed Expected Result Status
I |User Registration Register a new user User account created successfully Pass
2 |UserLogin Login with valid credentials User authenticated successfully Pass
3 |Password Verfication Venfy password using Berypt | Password validated correctly Pass
4 |Two-Factor Authentication | Venfy TOTP code Access granted for vahd TOTP Pass
5 [TWT Authentication Generate and validate TWT Secure session established Pass
§  |File Upload Upload a file File uploaded successfully
7 |UUID Generation Generate unique file ID Unique UUID assigned to file Pass
§  |File Download Download uploaded file File downloaded successfully Pass
9  |Database Storage Store user and file metadata Data stored successfully Pass

Logout End user session TWT mvahdated and user logged out Pass

Table 1: Functional test results of the proposed system
VL CONCLUSION

The proposed Secure File Share system provides a secure and reliable solution for sharing files over the web. The system
integrates Berypt for secure password hashing, JSON Web Token (JWT) for session management, Time-Based One-
Time Password (TOTP) for Two-Factor Authentication, UUID for secure file identification, and Better-SQLite3 for
efficient database management. These technologies enhance user authentication, secure file access, and protect sensitive
information from unauthorized users. The developed application is user-friendly, lightweight, and suitable for both
individuals and enterprise environments. The findings of previous studies on password security, authentication, secure
file sharing, and web application development support the design and implementation of the proposed system.

FUTURE ENHANCEMENT
The proposed system can be further enhanced by incorporating additional security and usability features. Future work
may include:
o Integration of cloud storage services for scalable file management.
Implementation of end-to-end file encryption for enhanced data confidentiality.
Support for biometric authentication such as fingerprint or facial recognition.
Blockchain-based audit logging to provide tamper-proof activity records.
Al-based threat detection for identifying suspicious user activities.
Development of Android and iOS mobile applications.
Implementation of Attribute-Based Access Control (ABAC) for more flexible authorization.
Secure file sharing with configurable link expiry and download limits.
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