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Abstract: The rapid expansion of cloud-native applications has made API security a critical discipline in modern software
engineering. APIs serve as the communication backbone of microservices, connecting mobile clients, third-party
platforms, and enterprise back-ends across distributed cloud environments. This research investigates secure API
communication mechanisms for cloud applications, comparing REST, GraphQL, and gRPC paradigms through a security
lens. The OWASP API Security Top 10 is analysed with targeted mitigations, and four authentication mechanisms —
OAuth 2.0 with PKCE, JWT, Mutual TLS, and Zero Trust — are evaluated both theoretically and experimentally. An
empirical testbed built on Kubernetes, Istio, and Kong measured latency, throughput, and security scores across five
protocol configurations. Results show that gRPC with mTLS achieves the best security-performance balance (9.2/10
security, 28 ms latency, 3,500 req/s).

The Unified Secure API Framework (USAF) — A Practical Reference Architecture for Real-World Cloud
Implementations
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LINTRODUCTION

APIs represent the core communication fabric for modern cloud-native applications, through which services interact,
exchange data, and are integrated into broader ecosystems. Indeed, evidence is overwhelming that API security is a
critical threat area.

The 2023 Salt Security State of API Security Report revealed that virtually every security professional surveyed (94%)
had experienced at least one API-related security incident in the past year, with 17% leading to confirmed data breaches.
From a cost perspective, the IBM Cost of a Data Breach Report 2023 reported an average cloud breach cost of USD 4.45
million, with APIs being one of the main entry points into over a third of security incidents. Despite these compelling
metrics, API security often remains the least attended area in cloud application development and engineering.

This paper pursues four objectives: (1) compare the security architectures of REST, GraphQL, and gRPC; (2) evaluate
OAuth 2.0, JWT, mTLS, and Zero Trust for cloud API authentication and authorisation; (3) empirically measure security-
performance trade-offs on a controlled testbed; and (4) propose a unified framework integrating these controls into a
cohesive cloud deployment architecture. The paper is structured as follows: Section 2 surveys related literature, Sections
3-5 provide theoretical analysis, Section 6 describes the experimental implementation, and Section 7 presents. Results,
Section 8 proposes the USAF, and Sections 9—-10 discuss future work and conclusions.

ILLITERATURE SURVEY

The following table surveys ten foundational and contemporary works that collectively establish the theoretical and
empirical basis for this study.
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# Author(s) Type Key Contribution Limitation
1 Fielding (2000) Dissertation Defined  REST  constraints Predates the cloud era; no
forming modern API foundations. security-specific
guidelines.
2 Rescorla — RFC IETF Standard TLS 1.3 reduced handshake, Does not address
8446 (2018) removed weak ciphers, and application-layer API
improved forward secrecy. authentication.
3 Hardt — RFC Protocol Spec Established an OAuth 2.0 Access token
6749 (2012) delegated authorisation model. interception; PKCE
extension required later.
4 OWASP Threat BOLA, Broken Auth, and Descriptive; lacks
Foundation Modelling BOPLA were identified as the top  quantitative risk scoring.
(2023) 2023 API attack categories.
5 Jones et al. — Protocol Spec JWT defined compact, URL-safe = Algorithm confusion (alg:
RFC 7519 signed claims — now a de facto none) and weak secret
(2015) standard. risks.
6 Dragoni et al. Systematic Comprehensive  microservices Theoretical; no empirical
(2017) Review survey; service security flagged as  security measurements.
an open challenge.
7 Kim & Park Experimental ZTNA reduced lateral movement AWS-only; scalability not
(2021) attacks by 34% on cloud APIs. tested.
8 Chandramouli — NIST Recommended service mesh, Guidance-level; no
NIST SP 800- Publication mTLS, and API gateway as performance benchmarks
204 (2022) microservice security pillars. provided.
9 Alshehri et al. Penetration Identified introspection abuse, GraphQL-only; no
(2022) Testing nested-query DoS, and BOLA as comparative REST/gRPC
top GraphQL vectors. analysis.
10 Peltier (2023) Industry Study API gateway enforcement of Enterprise-specific; may

OAuth scopes reduced
unauthorised access by 78%.

not generalise to SME
deployments.

Table 1: Literature Survey of Key Works on API Security in Cloud Environments

Synthesis of the above works reveals a consistent gap: no existing study provides an integrated, empirically validated
framework combining protocol selection, authentication layering, runtime enforcement, and secrets management within
a cloud-native context — the primary motivation for the present research.

HI.API COMMUNICATION PARADIGMS

There are three primary API paradigms that typically exist in cloud deployments that come with different security
implications

3.1 REST

The most ubiquitous is REST. Built on top of HTTP/HTTPS, REST is an eventless system and employs standards for
interactions. This includes widely used standards such as GET, POST, PUT, and DELETE to interact with resources on
a remote system. REST is widely implemented due to the mature ecosystems and relative simplicity to develop against.
It does, however, have the following security risks: BOLA (Broken Object Level Authorisation)-occurs due to predictable
API resource identifiers and lack of ownership validation. Mass Assignment-occurs due to unbound binding on request
body Mass Assignment. Excessive error messaging-this occurs when error messages return too much internal system
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details that attackers can exploit. REST can be secured by: Applying object-level authorisation in each service handler
individually Strict allow-listing on inputs Enforce the sanitation of error message before returning to client.

3.2 GraphQL

GraphQL takes a very different approach to API design. With a single endpoint for all queries and support for client-
controlled queries GraphQL can pose very different security issues: Introspection-when it is not turned off it will enable
any unauthenticated client to query the entire API surface to obtain the shape of it. Deep nesting of queries-deep and
complicated nested queries will result in an exponential increase in resource consumption on the backend, leading to a
denial of service condition. Per route rate limiting is not well-suited to this API. To secure GraphQL: Ensure that
introspection is turned off in production Query depth and complexity are enforced at the framework level Implement
field level authorisation to restrict clients access to sensitive fields.

33 gRPC

gRPC transports Protocol payloads over HTTP/2 and leverages the advantages of a strong schema and strong typing,
native TLS integration, and binary data serialisation. gRPC’s strong schema helps to prevent many injection
vulnerabilities present in schema-less JSON APIs.

Feature REST GraphQL gRPC

Transport HTTP/1.1 or HTTP/2 HTTP/1.1 or HTTP/2 HTTP/2 (required)
Serialisation JSON / XML JSON Protocol Buffers (binary)
Auth Support OAuth2, JWT, API Key OAuth2, JWT TLS, mTLS, OAuth2
Schema OpenAPI (optional) Strongly typed Strongly typed

Rate Limiting Per-endpoint Query-complexity-based  Per-method

Security Score 7/10 7.5/10 9/10

Table 2: Comparative Analysis of REST, GraphQL, and gRPC
IV. THREAT LANDSCAPE — OWASP API SECURITY TOP 10

The OWASP API Security Top 10 (2023) is the industry-standard reference for API vulnerability classification.

BOLA (Broken Object Level Authorisation), also known as IDOR, remains the highest severe API threat. It occurs when
an API accepts resource identifiers submitted by the client, but the request cannot verify that the user is allowed access
to the given resource. The proper solution is to include ownership checks on each individual service handler; this
responsibility cannot be delegated to the gateway.

Broken Authentication covers a series of problems, including non-existent API authentication, un-expired JWTs, and
APIs that are vulnerable to credential stuffing.

A combined solution using OAuth 2.0 with PKCE, mandatory regular rotation of tokens, and compulsory multifactor
authentication on high-privilege calls will resolve them. Security Misconfiguration takes many forms, from default
credentials on the gateway never to change, loose CORS settings, no TLS over the wire for internal traffic, to error
responses revealing sensitive system details. Fixes will include scanning configurations embedded in IaC code, checking
for and detecting configuration drift, and scanning CI/CD pipelines for embedded secrets. Other categories such as
Broken Object Property Authorisation, Unrestricted Resource Consumption, ServerSide Request Forgery, and Unsafe
API Consumption require checks which are tiered to individual services.

V. AUTHENTICATION AND AUTHORISATION MECHANISMS

5.1 OAuth 2.0 with PKCE

OAuth 2.0 defines an authorization framework where short lived tokens and a long lived but regularly rotating token are
issued from an authorization server, keeping original client secrets away from applications. PKCE (Proof Key for Code
Exchange), specified in RFC7636, adds a protection against code injection where a code provided by a resource server
may be obtained through a third party application but be rejected because it was not generated in response to PKCE flow.
A code is exchanged in two phases where initial phase results in the issuing of code and the second stage where a client
makes a request to exchange this code for an access token.
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This is possible by including two unique identifiers which consist of random string generated by a client to be used as a
proof which will help in authenticating the client while the token exchange. The PKCE technique is implemented by
providing the original random string when a client attempts to exchange a given code with an access token, thus if it is
intercepted along with its code, then any third-party may not be able to exchange this code

5.2 JSON Web Tokens (JWT)

A JWT comprises three parts, which are base64URL encoded namely ‘Header’, ‘Payload’ and ‘Signature’ and they are
concatenated by dots.

Rules include not using symmetric signature algorithm HS256 and prefer asymmetrical algorithms such as RS256 or
ES256, ensuring that access tokens expires every 15 minutes, check iss and aud claims of every token to prevent its reuse
in across services and have a valid infrastructure for revoking any access tokens if they are exposed.

5.3 Mutual TLS (mTLS)

Standard TLS authenticates the server to the client. mTLS extends this by requiring both parties to present X.509
certificates, establishing cryptographically verified mutual identity. In service mesh deployments (Istio, Linkerd), mTLS
is enforced transparently by sidecar proxies without application-code changes. Certificate rotation is automated via cert-
manager, and the private PKI is managed through HashiCorp Vault.

5.4 Zero Trust Architecture

Zero Trust operates on a strict policy of never extending implicit trust to any API request, regardless of where it originates
on the network — every call must be verified. In practice, this is implemented through several reinforcing layers: identity-
aware proxies that validate the caller before passing the request along; ABAC policies that factor in user identity, device
posture, and the specifics of the request context; adaptive risk scoring that can reduce permissions in real time when
anomalous behaviour is detected; and thorough audit logging that supports forensic investigation. The normative
guidance for applying Zero Trust in cloud environments is NIST SP 800-207.

VI EXPERIMENTAL SETUP AND IMPLEMENTATION

6.1 Infrastructure

The testbed was a three-node Kubernetes 1.28 cluster running on Ubuntu 22.04 LTS virtual machines (control plane: 4
vCPU / 8 GB RAM; two workers: 4 vCPU / 16 GB RAM each; 100 Mbps intra-cluster network). Istio 1.18 enforced
mTLS between all service sidecars. Kong 3.4 served as the API gateway. Keycloak 22 handled OAuth 2.0

/ OIDC token issuance. HashiCorp Vault 1.15 managed secrets and certificate rotation. Prometheus 2.47 and Grafana
10.1 collected and visualised metrics.

6.2 Protocol Configurations Tested

ID  Config Security Controls Use Case
Cl REST+JWT Bearer token, RS256, 15-min General-purpose public APIs
expiry
C2 REST + OAuth  Authorization Code + PKCE, Third-party delegated access
2.0 token introspection
C3  GraphQL + Bearer token with field-level Flexible client-driven data APIs
JWT authorisation

C4 gRPC+mTLS  Mutual X.509 cert + per-call token  High-security internal services
validation

C5 REST+mTLS  Mutual X.509 cert on REST Hybrid: REST flexibility + mutual auth
channel

Table 3: Protocol Security Configurations Evaluated in the Experiment
6.3 Measurement Methodology

Each configuration underwent a 30-minute load test with Apache JMeter 5.6, generating 500 concurrent virtual users
(60-second ramp-up). Metrics collected: median latency (p50), p99 latency, throughput (req/s), and error rate. Security
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scores were computed as a weighted composite: OWASP ASVS Level 2 coverage (40%), penetration test finding severity
(40%), and cryptographic strength (20%). All tests were repeated five times and averaged to reduce variance.

VIIL. RESULTS AND DISCUSSION

Configuration Latency pSO  Throughput  p99 Latency  Error Rate Security Score
(ms) (req/s) (ms) (%)

C1: REST +JWT 45 2,200 112 0.12 7.2/10

C2: REST + OAuth2 62 1,800 148 0.08 8.1/10

C3: GraphQL + JWT 58 1,950 140 0.15 7.8/10

C4: gRPC + mTLS 28 3,500 76 0.03 9.2/10

C5: REST + mTLS 71 1,600 165 0.09 8.9/10

Table 4: Experimental Results — Performance and Security Metrics Across All Configurations

Key Finding 1 — gRPC + mTLS dominates: C4 achieved the highest security score (9.2/10) alongside the lowest latency
(28 ms) and highest throughput (3,500 req/s). HTTP/2 multiplexing amortises TLS handshake overhead across concurrent
streams, and Protocol Buffer binary encoding reduces per-request serialisation cost — explaining the counterintuitive
combination of high security and high performance.

Key Finding 2 — mTLS latency tax on REST: C5 improved security from 7.2 to 8.9 over Cl1, but at a 58% latency
increase (45 ms to 71 ms), attributable to per-connection certificate verification without HTTP/2 multiplexing benefits.

This trade-off is acceptable for regulated workloads but may require connection pooling for latency-sensitive consumer
APIs.

Key Finding 3 — OAuth introspection overhead: C2 recorded the lowest throughput (1,800 req/s) due to the additional
network round-trip for server-side token introspection. Enabling introspection caching with a 30-second TTL reduced
this overhead by approximately 65% in follow-up tests, restoring throughput to near-C1 levels while retaining real-time
revocation capability.

VIII. PROPOSED UNIFIED SECURE API FRAMEWORK (USAF)

The Unified Secure API Framework synthesises the research findings into a five-layer reference architecture deployable
on any major cloud provider.

Layer Technology Controls

Layer 1 — API Gateway (Kong/ AWS API TLS 1.3 termination, rate limiting, schema

Perimeter GW) validation, WAF integration

Layer 2 — Identity = OAuth 2.0 + PKCE, JWT External client auth; short-lived tokens;
RS256 iss/aud claim validation

Layer 3 — Service Istio mTLS, cert-manager Transparent mutual auth for all internal

Mesh service-to-service traffic

Layer 4 — Secrets HashiCorp Vault/ AWS Secrets Dynamic credentials, automatic rotation,

Mgr zero hardcoded secrets
Layer 5 —  Prometheus, Grafana, Anomaly detection, distributed tracing,
Observability OpenTelemetry SIEM integration, compliance reports

Table 5: Unified Secure API Framework (USAF) — Five-Layer Reference Architecture

The USAF has been deliberately structured to support adoption in phases rather than requiring a complete overhaul from
the start. An organisation can establish a meaningful security baseline by deploying Layer 1 and Layer 2 first — standing
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up API gateway controls alongside OAuth 2.0 with JWT — without needing any service mesh infrastructure in place.
The layers below can be phased in as your organisation develops its security maturity over time, each phase bringing a
material improvement in your posture, while also limiting the implementation risk. There is no cloud provider-dependent
approach here, and the framework seamlessly fits into most existing DevSecOps toolchains such as GitHub Actions,
ArgoCD and Terraform

IX. FUTURE WORK

A number of areas are immediately obvious for follow-up work.

Firstly, the current API security cryptographic algorithms (RSA, ECDSA) are susceptible to quantum attack, and research
into the practicalities of NIST's final post-quantum algorithms (CRYSTALS-Kyber, CRYSTALS-Dilithium) in an API
Authentication context - especially around handshake and JWT signing performance is needed soon. Secondly,
transformer-based machine learning models trained on API access logs seem a promising way of identifying zero-day
exploitation patterns and business logic abuse missed by rules-based approaches, with federated learning offering a means
of sharing cross-organisation threat intelligence without revealing your IP, thirdly, the security implications of
serverless(AWS Lambda, Google Cloud Functions)and event-driven APIs(Apache Kafka, AWS EventBridge)-including
cold-start attack windows, unsigned messages and schema validations-are not fully addressed by the current USAF, and
this would make for an interesting extension. Finally, automated mapping of your live APIs to GDPR Article 25, India's
DPDP Act 2023, and PCI DSS 4.0 controls in real-time is a high-value engineering problem for many organizations
operating across several compliance regimes.

X. CONCLUSION

In conclusion We have shown that securely communicating over an API in the cloud involves a defense-in-depth
approach, in which the choice of protocol, the structure of the authentication architecture, the runtime enforcement
mechanism, and the operational practices should be viewed as complementary pieces rather than isolated decision.
Through a comparative analysis, we demonstrated that gRPC over mTLS provided the best combination of security and
performance for communicating between internal cloud services, and that OAuth 2.0 with PKCE and JWT RS256 is
suitable for exposing APIs to external clients. We validated our findings against the OWASP API Security Top 10 and
found that many of the top risks involve issues of implementation discipline, rather than exotic vulnerabilities: BOLA,
broken authentication, and security misconfiguration.

Our experimental work offers concrete, quantitative justification for these architectural recommendations, illustrating
how the performance costs of mTLS and OAuth 2.0 are justified by security gains, and how engineering optimizations,
like introspection caching and HTTP/2 multiplexing, mitigate these costs.

The Unified Secure API Framework translates our findings into a usable, progressively implementable architecture for
cloud environments of any size. As APIs continue to form the backbone of e-commerce, public services, and secure data
sharing in regulated environments, the insights of this study will become more relevant and impactful.
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