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Abstract: Remote access trojans (RATs) and other spyware can secretly use a computer's camera, contact command-
and-control (C2) servers and upload data, while signature-based protection may miss new variants. This paper presents
SentinelGuard, a software-only monitor for Windows personal computers that learns the normal behaviour of the PC on
which it is installed and combines an unsupervised anomaly detector with exact rules. A per-feature normal-range model
and an Isolation Forest operate on seven behavioural features, and SHAP values explain every Al alert in plain language;
rules cover camera or microphone use by unexpected applications, per-application C2-style connection bursts, unknown
local-network devices and strong unknown WiFi networks. To address RAT delivery, a Downloads guard inspects the
Windows Mark-of-the-Web of new files and an optional, read-only email monitor checks attachments and links. A self-
protecting learner removes rare upload bursts before training and retrains on a rolling 14-day window. On 215 held-out
normal readings the false-alarm rate was 1.4%, and five synthetic attack scenarios were all flagged. In live, safe
simulations the AI model detected cryptominer-like CPU load (HIGH) and data upload (CRITICAL) with explanations
naming the responsible feature, the C2 rule detected every simulated connection burst, a second PC detected all three
demonstration steps including camera use, and test RAT-delivery downloads and emails were flagged within 7 s and 13
s. Self-cleaning lowered a learned upload limit inflated by a burst from about 4,201 KB/s to about 298 KB/s. Camera
attribution failed on an updated Windows 11 build, and all attacks were simulated.

Keywords: Anomaly detection, explainable artificial intelligence, Isolation Forest, remote access trojan, SHAP, spyware
detection, Windows security.

I. INTRODUCTION

Remote access trojans give an attacker interactive control over a victim's computer. Valeros and Garcia documented how
RATSs grew and became commoditised over three decades, with ready-made tools sold or shared [1], and Farinholt ef al.
observed operators of the DarkComet RAT frequently attempting to access victims' webcams [2]. Signature-based
detection identifies known malware families reliably but is weak against obfuscated and previously unseen samples [3],
and zero-day attacks may remain undisclosed for long periods [4]. RATs commonly reach a computer through email, as
a malicious attachment or a link that leads to malware [5], [6].

Behavioural detection on the user's own computer is a natural complement, but it must satisfy constraints that research
systems often do not: it must run without administrator rights or kernel components, learn what is normal for one
particular PC, keep false alarms low enough for a home user, and explain each alert in terms that a non-expert can act
upon.

This paper presents SentinelGuard, a prototype that addresses these constraints, and reports its results. The contributions
are:

o aper-PC hybrid detection pipeline that combines a learned normal-range model and an Isolation Forest over seven
behavioural features with exact rules for device use, per-application C2-style bursts, unknown local hosts and
strong unknown WiFi networks;

« aseverity policy based on the kind of signal, an alert policy that suppresses floods, and plain-language explanations
backed by SHAP values;
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 protection at the point of RAT delivery: a Downloads guard based on the Windows Mark-of-the-Web and an
optional read-only email monitor;
« aself-protecting learner that removes rare upload bursts before training and keeps the model current without user
maintenance; and
o an evaluation with held-out normal data, synthetic scenarios, live safe simulations on two PCs, and email and
download tests.
Section II reviews related work, Section III describes the design, Section IV the implementation, Section V the
experimental setup, Section VI the results, Section VII the discussion and limitations, and Section VIII concludes.

II. RELATED WORK

A. Behavioural and Anomaly-Based Detection

Dynamic malware analysis observes what a program does, such as system calls, file and registry activity and network
use, but the surveyed systems are mainly analysis environments for researchers [7]. Forrest ef al. defined normal
behaviour as the short system-call sequences of a process and treated deviations as intrusions [8], establishing detection
relative to the normal behaviour of a specific system. Surveys of anomaly detection [9] and of network and intrusion
detection [10], [11], [12] describe the main families of methods and note that unsupervised methods are useful when
labelled attacks are unavailable, while false alarms remain a central problem. Sommer and Paxson explained why
machine learning is difficult to apply to network intrusion detection, citing the high cost of errors, the semantic gap
between an anomaly and an actionable alert, and the difficulty of evaluation [13]. Benchmark datasets such as UNSW-
NBI15 [14] support comparison of methods but describe laboratory network traffic rather than the behaviour of one
personal computer.

B. Isolation Forest

Isolation Forest isolates observations by random recursive partitioning; anomalies need fewer splits and therefore have
shorter average path lengths [15], and the extended analysis appears in [16]. The method has linear time complexity and
low memory use, but it does not by itself state which feature caused an anomaly. SentinelGuard uses the scikit-learn
implementation [17].

C. RAT and Command-and-Control Detection

Gardiner and Nagaraja surveyed machine-learning approaches to C&C detection and their vulnerability to adaptive
attackers [18]. Anderson and McGrew classified encrypted malware traffic from flow metadata and studied noisy labels
and non-stationarity [19]. Such flow-level methods require packet capture and labelled traffic, which a user-level monitor
on a home PC does not have.

D. Explainable Al for Anomaly Detection

SHAP assigns each feature a contribution to a prediction based on Shapley values [20], and TreeExplainer computes
exact SHAP values for tree ensembles in polynomial time [21]. LIME explains individual predictions with a local
surrogate model [22]. Amarasinghe et al. argued that anomaly detectors in cyber-security must explain their detections
to operators [23].

E. Research Gap

The building blocks above are mostly studied separately, evaluated on research datasets, or designed for organisational
security teams. Based on the literature reviewed, the authors did not find a free tool for individual Windows users that
combines per-PC learning, rules for device use and C2-style bursts, explanations for non-experts, and checks at the point
of RAT delivery. Table I summarises the positioning qualitatively.

TABLEIT QUALITATIVE COMPARISON OF APPROACHES

Aspect Signature antivirus OS privacy indicators SentinelGuard

Detects unknown behaviour ~ Limited [3] No (only shows use) Yes (anomaly model + rules)

Camera / microphone use Not main focus Icon and app list; no alert Alert naming the app

Explains alerts Threat name Not applicable SHAP + plain-language
reason

Learns this PC No No Yes

Removes / blocks threats Yes No No (alert only)

Covers all malware types Yes (known signatures)  No No (surveillance behaviour
only)
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Fig. 1 shows the architecture. Five monitor threads collect data independently: process and resource metrics every 5 s,
the network connection table every 5 s, nearby WiFi networks every 30 s, new files in the Downloads folder every 3 s
and, if the user connects a mailbox, new emails every 60 s. Each result is stored with its collection time in a shared state.
A detection loop runs every 5 s, discards data older than three monitor intervals, passes the latest readings to the Al
detector and the rule engine, and hands all detections to an alert manager, which stores incidents and raises Windows
notifications. A learner receives the normal readings of each cycle and keeps the model current.
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Fig. 1 Architecture of SentinelGuard: monitor threads, detection loop, learner, storage and user interfaces.

B. Features

The Al model uses seven features (Table II). Surveillance features describe data leaving the PC or contact with hosts;
context features describe general load. The distinction drives the severity policy.

TABLEII FEATURES USED BY THE Al MODEL

Feature Meaning Group
cpu_percent Total CPU utilisation (%) Context
memory_percent Memory utilisation (%) Context
bytes _sent per sec Outbound data rate Surveillance
bytes_recv_per_sec Inbound data rate Context
active_connections Active network connections Surveillance
running_processes Running processes Context
unknown ip connections Distinct untrusted public IPs (60 s window) Surveillance
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C. Normal-Range Model and Isolation Forest
For each feature j, training computes the minimum, maximum, median (p50) and 99th percentile (p99) of the normal
readings. With span sj = max(max; — min;, 1) and spread d; = max(p99; — p50;, 1), the normal limit £; and the critical limit
Cj are
E; = max( p99; + 1, min( max; + 0.25s;, p99; + 2d; ) ) (1)
C; = max( Ej, min( max; + sj, p99; + 5d; ) ) 2)
Taking the smaller of a maximum-based and a percentile-based estimate prevents one extreme baseline reading from
making a limit unreachable; the CPU critical limit is capped at 95%. An Isolation Forest with 300 trees and contamination
0.01 is trained on the same readings to detect unusual combinations of values that are individually within range, and the
lowest training decision score is kept as a reference. At least 200 readings are required. For every anomalous reading,
TreeExplainer [21] computes feature contributions, and the description names the responsible feature, its value and the
normal reference.

D. Severity and Alert Policy

Severity depends on which kind of feature is out of range, not only on how unusual a reading is (Table III), so that a
busy PC cannot by itself produce a CRITICAL alert. Al detections must persist in two of the last three cycles (three of
three for LOW); rule detections are raised immediately. Each situation has an episode key, so a continuing situation yields
one incident, with a new incident on escalation and a reminder every 15 min.

TABLEIII SEVERITY POLICY FOR Al DETECTIONS

Condition Severity
Isolation Forest only (score < 0) LOW
Isolation Forest only, below lowest training score MEDIUM
Context feature(s) above normal limit only MEDIUM
Context feature above critical limit HIGH
One surveillance feature above normal limit HIGH
Surveillance hit plus a second hit, or above critical limit CRITICAL

E. Detection Rules

Signals that are precise enough need no model (Table I'V). The camera and microphone rule reads the Windows privacy
records that name the application using the device. The C2 rule counts, per application, the distinct public servers
contacted in a 60 s window, using only the operating system's connection table.

TABLEIV DETECTION RULES

Rule Condition Severity
Camera / microphone Application not in the allowed list uses the device HIGH
C2-style burst g)(;usa application contacts > 20 distinct public servers within HIGH
Unknown LAN device  Untrusted private-network host has an inbound connection HIGH
Strong unknown WiFi Untrusted network visible with signal > 80% MEDIUM
Email threat Dangerous or disguised attachment, program inside a ZIP, HIGH /
or link that downloads a program MEDIUM
Dancerous download Program, macro document or ZIP with a program from an HIGH /
gerous dow email site, bare [P or look-alike site; or disguised name MEDIUM
F. Protection at the Point of RAT Delivery

When a browser saves a file, Windows records its origin in a hidden NTFS alternate data stream named Zone.Identifier,
the Mark-of-the-Web [24], which can contain the download address (HostUrl) and the referring page (ReferrerUrl) [25].
The Downloads guard lists the Downloads folder every 3 s, waits until a new file is complete, reads this stream and
checks the file name. A file is flagged if its name is disguised, for example by a decoy double extension or by a right-to-
left override character [26], or if it is a program, script, disk image or macro document, or a ZIP file containing one, that
came from an email website, a bare IP address or a punycode [27] look-alike domain. Ordinary installers from ordinary
websites are not flagged.

The optional email monitor connects over IMAP [28] with an app password, selects the inbox read-only and fetches new
messages with BODY.PEEK so that nothing is marked as read, moved or deleted. Attachments are checked by name and
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links by their address and visible text. Neither component opens, runs or downloads anything. Email and download threats
always raise a notification, also at MEDIUM severity, because the warning is only useful before the file is opened.

G. Self-Protecting Learning
A model trained once on a short baseline can be distorted by a single event during learning, such as a large upload, and
becomes outdated as habits change. Before every training the learner therefore removes outbound-rate readings above

1=p95 + K-(p95 — p50), K= 10 3)

but only if at most 5% of the readings exceed 1. Readings are not recorded while a rule fires, while a HIGH or CRITICAL
Al alert is active, or while a demonstration runs. After the first model, the learner retrains 24 h later and then every 7
days on the readings of the last 14 days, swapping in a new detector without pausing detection; if retraining fails, the
current model is kept.

IV. IMPLEMENTATION

SentinelGuard is written in Python. psutil [29] supplies process, CPU, memory, network and connection information;
scikit-learn [17] the Isolation Forest; the SHAP library TreeExplainer [21]; and Streamlit [30] a local dashboard that is
reachable only from the same PC. Incidents are stored in SQLite by default or in MySQL when configured, with a spool
file that preserves incidents while the database is unavailable. A tray application shows the protection state and raises
Windows notifications, and a Java Swing panel offers incident review on MySQL. A per-user installer bundles an
embeddable Python 3.14.2 and needs no administrator rights. The automated test suite (pytest) passed 410 tests with 12
skipped in the Linux development environment; skipped tests require MySQL or Windows. The source code and installer
are publicly available at: https://github.com/nirbhayninja/SentinelGuard.

V. EXPERIMENTAL SETUP

Table V lists the environments. All attacks were safe simulations written by the authors; no malware was used.

TABLEV TEST ENVIRONMENTS

Item Details

Development PC ASUS laptop, Windows 11 Home Single Language (version 26H2, OS build
26300.9711), Intel Core i7-11800H @ 2.30 GHz, 16 GB RAM

Second PC Windows 11 Home Single Language, version 25H2 (OS Build 26200.9711)

Baseline 1,074 normal readings (about 89 min at 5 s intervals)

Email account Separate Gmail test account, read-only access with an app password

Network Wi-Fi and mobile hotspot connections

A. Offline Evaluation

The baseline was split in time order: a temporary model was trained on the oldest 80% (859 readings) and tested on the
newest 20% (215 readings). The false-alarm rate is the share of held-out normal readings flagged. False incidents per
hour were obtained by replaying the held-out readings through the alert manager. For five synthetic scenarios, only the
features that the attack would affect were changed in every held-out reading, with magnitudes relative to the PC's own
99th percentile.

B. Live Safe Simulations

A cryptominer-like scenario loaded all CPU cores to 100% for 30 s; a data-upload scenario uploaded random data to a
public speed-test server for 30 s with parallel streams; and a RAT-like scenario opened the camera for about 15 s while
opening about 45 HTTPS connections to well-known public websites. The scenarios were run on the development laptop
on 12—14 October 2026 and on a second PC on 15 October 2026. The package installed on the second PC contained the
model trained on the development laptop, as shown by identical normal-maximum values in its alert descriptions.

C. Email, Download and Self-Cleaning Tests

The download test saved a harmless text file named Invoice October.pdf.docm in the Downloads folder with the
Zone.Identifier content that a browser writes for a Gmail attachment and removed it after 15 s. The email test sent a
harmless message from the connected test account to itself, with an attachment named like a disguised macro document
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and a link to a program on a documentation-only IP address. Self-cleaning was checked on the development laptop's real
baseline, which contained a short upload of about 3 MB/s recorded during learning.

VI. RESULTS

A. Offline Evaluation

Table VI gives the results. Three of 215 held-out normal readings were flagged (1.4%), and replay through the alert
manager produced one MEDIUM incident in about 18 min of data, which extrapolates to 3.35 per hour; this figure rests
on a single incident and is uncertain. All five synthetic scenarios were flagged in every reading. The stealth-RAT scenario
was detected mostly at LOW severity and would not raise a notification.

TABLE VI RESULTS OF THE OFFLINE EVALUATION

Measure / scenario Synthetic change Result
False-alarm rate Held-out normal readings 1.4% (3 of 215)
False incidents Replay through alert manager 3.35 per hour
. 100% (214 HIGH, 1
Data exfiltration Upload 5% p99 CRITICAL)
C2 burst Unknown IPs 1.5%, connections 1.3x p99 100% (215 CRITICAL)
Cryptominer CPU at 97% 100% (215 HIGH)
Process storm 40 processes above p99 100% (215 MEDIUM)
100% (213 LOW, 2
0, ’
Stealth RAT CPU 40%, upload 2%, unknown IPs 1.1x p99 MEDIUM)
B. Live Safe Simulations

Table VII lists the live results. On the development laptop the Al model detected the cryptominer-like load as HIGH
PROCESS ANOMALY and the upload as CRITICAL NETWORK_ ANOMALY in every run, and the C2 rule detected
the burst of 44-45 servers in both RAT-like runs. The camera rule detected the camera on 12 October but not on 14
October (Section VII). On the second PC all three steps were detected, including the camera step, with detection delays
of 10-11 s for the Al scenarios. Fig. 2 shows the SHAP explanation of a CRITICAL upload detection, in which the
outbound data rate is the largest contributor.

TABLE VII RESULTS OF THE LIVE SAFE SIMULATIONS

Scenario (date) Observed incident(s) Result
0,
Cryptominer (13 Oct) ?11(2(1;1 )PROCESS_ANOMALY, CPU 100% (normal max Detected
. 0
Upload (13 Oct) ggglgg};)NETWORK_ANOMALY, 4.8 MB/s (normal max Detected
RAT-like (12 Oct) &ﬁhi]?\i/?sSACCESS HIGH; C2_COMMUNICATION HIGH Detected
RAT-like (14 Oct) .CZ._COMMUNICATION HIGH (45 servers); no camera Partial
incident

Cryptominer (14 Oct) HIGH PROCESS_ANOMALY, CPU 100% Detected
Upload (14 Oct) CRITICAL NETWORK _ANOMALY, 3.3 MB/s Detected
RAT-like, PC 2 (15 Oct) %ﬁiﬁsﬁcﬁaﬁ? HIGH; C2_ COMMUNICATION HIGH Detected
g‘g’tom‘“er’ PC2(5  HIGH PROCESS ANOMALY, CPU 100%, after 11 s Detected
Upload, PC 2 (15 Oct) CRITICAL NETWORK _ANOMALY, 1.3 MB/s, after 10 s (44 Detected

MB at 1,193 KB/s)

© IJARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 996


https://ijarcce.com/
https://ijarcce.com/

IJARCCE ISSN (0) 2278-1021, ISSN (P) 2319-5940

Jg!llt International Journal of Advanced Research in Computer and Communication Engineering

Impact Factor 8.471 :: Peer-reviewed & Refereed journal < Vol. 15, Issue 10, October 2026
DOI: 10.17148/IJARCCE.2026.1510113

Incident details

Choose on incident

#23 + 14 0ct13.4407 + CRITICAL + NETWORK_ANOMALY

Why the Al flagged it (SHAP)

Outbound data rate for obove normat: 3.3 M8/ (normal max 582.2 KBS},

nlo

n/a ‘number of running processes

bytes_sent_per_sec CPUusage
0083 number of otive connections

modeENETWORK ANOMALY

New

Adkmowiedge Mark resolved

Fig. 2 Incident details of a CRITICAL NETWORK ANOMALY (14 October 2026) with its SHAP explanation; the
outbound data rate is the main contributor.

C. Email and Download Threats

Both RAT-delivery tests were detected (Table VIII). The download was flagged as HIGH DOWNLOAD THREAT 7 s
after the file was saved, with the reasons that it was downloaded from an email website and that a file pretending to be a
PDF was a macro document (Fig. 3). The test email was flagged as HIGH EMAIL THREAT 13 s after it was sent, before
it was opened. Sixty-one automated tests of the email rules, the email monitor, the connection command and the

Downloads guard passed, including tests that ordinary documents, images and installers from ordinary websites are not
flagged.

TABLE VIII EMAIL AND DOWNLOAD THREAT TESTS (23 OCTOBER 2026)

Test Observed Result
Disguised attachment HIGH DOWNLOAD THREAT and notification after 7 s Detected
downloaded -
RAT-delivery test email HIGH EMAIL THREAT and notification after 13 s Detected
Ordinary emails and files No alert (automated tests) As expected

Microsoft Windows [Version 10.0.26300.9711]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Asus> cd %LOCALAPPDATA%\Programs\SentinelGuard\app

C:\Users\Asus\AppData\Local\Programs\SentinelGuard\app>

..\python\python.exe sentinelguard.py demo --only download
Opening the dashboard...

Step

nloaded (no email setup needed)
Expected:

email attachment just saved to Downloads - within

P
[Simulator] Saving a harmless test file to C:\Users\Asus\Downloads
.docm
[Simulator] (a few lines of plain text - not a program, not a real document)
>>> DETECTED after 7 s: HIGH DOWNLOAD_THREAT (Downloads)

as if it were a Gmail attachment: Invoice_October.pdf

SentinelGuard

® HIGH ALERT — Dangerous download -
ﬁ don't open this file

Dangerous download

‘Invoice_October.pdf.docm’ - don't open it:

Downloaded from an email

(mail google.com); File ‘Invoice_October.pd

Open dashboard

Fig. 3 Download test: the demonstration step reports a HHGH DOWNLOAD THREAT after 7 s, and the Windows
notification names the reasons.
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D. Self-Protecting Learning

Without cleaning, the short burst in the real baseline raised the learned outbound limit to about 4,201 KB/s, so that
simulated uploads of 1.2-3.3 MB/s stayed below it. With cleaning, the burst readings were removed and the limit returned
to about 298 KB/s, at which the same uploads were reported as CRITICAL, while the false-alarm rate on held-out normal
readings was the same in both cases (Table IX).

TABLE IX EFFECT OF SELF-CLEANING ON THE BASELINE

Quantity Without cleaning With cleaning
Learned outbound limit ~4,201 KB/s ~ 298 KB/s
Uploads of 1.2-3.3 MB/s Below limit CRITICAL
Held-out false-alarm rate Same Same
E. False Alarms in Normal Use

During about two hours of normal use on 14 October 2026, eight incidents were recorded without any simulation: five
MEDIUM, two LOW and one HIGH, caused by CPU, memory and inbound-data levels that had not occurred during the
89-minute baseline. The severity policy kept most of them at MEDIUM or LOW because these are context features; one
large download escalated to HIGH by exceeding the critical limit.

VII. DISCUSSION AND LIMITATIONS

The results indicate that per-PC, explainable anomaly detection combined with exact rules is practical on a home
Windows PC without administrator rights: the Al model detected the CPU and upload scenarios with explanations that
named the correct feature, the C2 rule detected every simulated burst, and the delivery-stage checks flagged both RAT-
delivery tests before the file or email was opened. The severity policy limited the consequences of the short baseline,
since most false alarms stayed at MEDIUM or LOW. The following limitations apply.

o Camera attribution. On the development laptop after a Windows 11 update (OS build 26300), desktop-application
camera history was no longer available to a user-level program, so the camera rule did not fire on 14 October,
although it worked on 12 October and on the second PC (OS build 26200).

¢ Short baseline. The model was trained on about 89 minutes of readings, which caused false alarms during heavy
legitimate use; self-cleaning and rolling retraining are intended to reduce this over time but were evaluated only
on one baseline.

e Second PC. The package on the second PC contained the development laptop's model, so the Al results there test
the portability of the pipeline rather than learning on that PC.

o Simulations only. No real malware was used; the results show that the detection logic responds to the simulated
behaviours but do not establish detection rates for real attacks, and an attacker could keep activity within the learned
limits.

e Scope of delivery checks. The email check needs an app password, and a file downloaded through an email link
from an ordinary website is flagged only when its name is disguised or its source is a bare IP address or look-alike
domain.

e Heuristic thresholds and metadata only. The C2 and WiFi thresholds are heuristics, and without packet capture
or kernel components the system cannot inspect traffic contents.

VIII. CONCLUSION AND FUTURE WORK

SentinelGuard combines a per-PC normal-range model and an Isolation Forest with SHAP explanations, exact rules for
device use and C2-style bursts, checks at the point of RAT delivery, and a self-protecting learner in a per-user Windows
application. On held-out normal data the false-alarm rate was 1.4%, all synthetic scenarios were flagged, and live safe
simulations on two PCs and RAT-delivery tests were detected with explanations or reasons. Future work includes camera
and microphone attribution on new Windows builds through a consented system service, evaluation on more PCs over
longer periods and against real-world samples in a controlled environment, user feedback to mark false alarms as normal,
sign-in with the mail provider instead of an app password, and code signing of the installer.
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