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Abstract: Rapid digitalization has increased reliance on interconnected systems, exposing sectors to cyber threats and
fraud involving software vulnerabilities, credential theft, social engineering, ransomware, cloud misconfigurations, third-
party risks, and Al-generated deception. This narrative review examines emerging threats, their impacts, and a layered
defense framework integrating identity security, patching, monitoring, data protection, user awareness, incident response,
and recovery. It also considers responsible Al-based threat detection and associated adversarial and privacy risks.
Drawing on public guidance and threat reports. This paper presents overview of cybersecurity, cybersecurity
threats/attacks cyber frauds, the presents the related work, then describes the Evolution of Cybersecurity, Cyber Threats
and Cybercrimes: From 1960 to the Present, Current Cyber Threats and Cyber Frauds, Impact of Cyber Incidents, and
along with Strategies for Mitigation.
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1. INTRODUCTION

Cybersecurity has emerged as a critical priority in the digital era, driven by the rapid expansion of the internet, cloud
computing, online banking, artificial intelligence (Al), the Internet of Things (IoT), and digital payment systems. While
these technologies enhance communication, productivity, and accessibility, they also expose individuals, businesses,
educational institutions, and government agencies to diverse cyber threats and fraudulent activities [1-4].

Major cybersecurity threats include ransomware, phishing, malware, identity theft, Distributed Denial-of-Service (DDoS)
attacks, data breaches, cloud security vulnerabilities, supply-chain attacks, and Al-powered attacks. Cybercriminals
increasingly exploit social engineering, counterfeit websites, deceptive messages, deepfakes, and impersonation to
manipulate users and obtain unauthorized access to sensitive information, financial accounts, and organizational networks
[1-6].

Cyber fraud represents a significant cybersecurity challenge, encompassing deceptive online activities designed to steal
money, personal information, login credentials, and other valuable assets. Common forms include online banking fraud,
UPI and QR-code scams, phishing, identity theft, investment scams, Business Email Compromise (BEC), and technical-
support fraud. Such incidents can cause financial losses, compromise privacy, damage reputations, and disrupt essential
services [1-6].

Effective mitigation requires a multilayered approach that integrates technical safeguards, organizational policies, and
user awareness. Key measures include strong passwords, multi-factor authentication (MFA), timely software updates,
encryption, firewalls, endpoint protection, secure backups, continuous network monitoring, and access controls guided
by the principle of least privilege. Al-based threat detection can support the identification of suspicious activity, while
cybersecurity awareness training helps users recognize fraudulent communications and social engineering attempts.
Independently verifying payment requests and recipient details is also essential for securing digital payments and
financial transactions [1-6].

Digital services are now integral to banking, education, healthcare, government, commerce, and personal communication.
While this dependence enhances efficiency, it also exposes systems and users to malicious activity. Cyber incidents can
disrupt services, expose sensitive information, cause financial losses, erode trust, and pose safety risks when critical
services are affected [1-6].
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2. RELATED WORK

Abdullah, M. et. al [6] A cybercrime trends, drawing on the Council on Foreign Relations’ state-sponsored cyber
operations database. It explores evolving threats, victim demographics, geographical patterns, complaints, and financial
losses to inform cybersecurity strategies, policymaking, public awareness.

Kang Leng Chiew et.al [7] review examines evolving phishing techniques, their platforms, attack vectors, and
combinations to support comprehensive prevention. It promotes awareness, identifies research gaps, and informs anti-
phishing development and policymaking.

Anuradha Chakraborty et.al [8] focus on the gaps in India’s cybersecurity framework, including outdated policies,
fragmented institutions, and reliance on foreign technologies, and advocates comprehensive reforms to strengthen
resilience against evolving cyber threats.

Sukhdev Singh [9] has reviews evolving cybersecurity threats and advocates layered defenses, software updates, user
awareness, AI/ML-based detection, international cooperation, and regulatory policies to strengthen cyber resilience.

Ashraful Goni et.al [10] focus on vulnerability analysis, integrated with incident response, continuous assessment,
awareness, and collaboration, as essential to identifying risks, mitigating attacks, and strengthening cybersecurity
defenses.

Frank Cremer et.al [11] review identifies 79 datasets from 5,219 studies, highlighting limited cyber-risk data availability
and the need for standardized open databases and mandatory reporting to support research, insurance, and risk
management.

Abdulbasit A et.al [12] classifies cyber threats based on severity and technical complexity, examines their impacts, and
explores technical, organizational, legal, and regulatory countermeasures. It also focuses on the emerging cyber threats
and the challenges of maintaining effective cybersecurity in a rapidly evolving digital environment.

Ahsan, M et.al [13] Using machine learning enhances cybersecurity by enabling scalable and automated malware
detection. Author focused on the survey reviews techniques such as deep learning, SVM, and Bayesian classification for
detecting cyber threats, analyzing evolving attack patterns, and identifying limitations in existing models to improve
security systems.

R. B. Amle [14] Cybersecurity is essential in today’s digital world as the growth of cloud computing, IoT, and online
services increases cyber risks. It protects systems, networks, applications, and data from unauthorized access and attacks.
Focused on reviews cybersecurity types, major cyberattacks, their impacts, challenges, solutions, and related literature.

Kamran Razzaq et.al [15] reviews machine learning-based cyber-attack prevention in online retailing using a systematic
literature review of 54 articles published between 2018 and 2023. It also focused on the supervised and unsupervised
techniques, particularly SVM and Naive Bayes, identifies research gaps, and suggests future directions for improving
cybersecurity in e-commerce.

Kang Leng Chiew et. al [16] reviews evolving phishing techniques, their delivery platforms, and attack vectors. It mainly
focused on the combined phishing strategies, prevention methods, research gaps, and future directions to support effective
anti-phishing systems and cybersecurity awareness.

Akashdeep Bhardwaj et. al [17] proposed a privacy-aware framework and a novel phishing taxonomy to detect and
mitigate evolving phishing attacks targeting unsuspecting users and IoT devices. The results demonstrate the framework’s
effectiveness in identifying multiple phishing attacks.

Rafat Leszczyna [18] reviews 32 cybersecurity assessment methods, evaluating their practical applicability, limitations,
and challenges. It identifies research gaps and future directions to help researchers and practitioners select effective

assessment methods and improve cyber asset protection.

Akash Jain et. al [19] proposed a machine learning-based framework for real-time cyber threat detection and prevention
using Random Forest, Gradient Boosting, and Logistic Regression. Evaluated on 4,506 network traffic samples, it
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achieves 100% binary classification accuracy and 90.91% multiclass accuracy, enabling automated threat detection,
adaptive firewall protection, and incident response.

3. EVOLUTION OF CYBERSECURITY, CYBER THREATS AND CYBERCRIMES: FROM 1960 TO
THE PRESENT

3.1 1960 to 1969

The early 1960s saw initial technological advancements that enabled connectivity. As computers were costly, bulky, and
shared by multiple users, time-sharing created a need to prevent unauthorized access to systems and files, giving rise to
data and hardware security. Security measures during this period mainly involved physical access controls, locked
facilities, and segregation of duties to prevent insider misuse [5,6,20].

3.21970 to 1979

In the 1970s, ARPANET—the precursor to the Internet—emerged, creating new opportunities for hackers. Early
programs such as Creeper and Reaper appeared, though they were mainly academic experiments rather than malicious
software. The 1975 publication of The Protection of Information in Computer Systems established principles
foundational to modern cybersecurity, while basic authentication, access control lists, and network isolation were
introduced to protect sensitive systems [5,6,21,22].

3.3 1980 to 1989

The 1980s were marked by rapid Internet adoption following the introduction of the Internet Protocol Suite in 1983,
which expanded both potential targets and threats. This decade saw the first dictionary attacks, a KGB-linked hacking
incident involving sensitive U.S. military documents, and the Morris Worm—the first major Internet malware outbreak.
In response, early antivirus tools, regular backups, and user training were adopted to mitigate malware spread and human
error [5,6,23].

3.4 1990-1999

In this decade known as the “virus era,” the 1990s saw widespread personal computing, enabling script kiddies to
download and deploy ready-made malicious code for vandalism. These attacks drove the adoption of antivirus software,
firewalls, patch management, email filtering, and incident response teams, prompting major technology firms to prioritize
cybersecurity [5,6,24].

3.52000 -2009

The 2000s saw rapid digitalization of banking and financial transactions, increasing credit card breaches, online fraud,
and ransomware attacks. In response, organizations adopted two-factor authentication, SSL/TLS encryption, firewalls,
fraud detection systems, and the PCI DSS standard to secure payment data [5,6].

3.6 2010-2019

The 2010s saw a peak in sophisticated state-sponsored cyberattacks and cyber-weapon development, with global
incidents such as WannaCry and NotPetya causing widespread damage. Organizations responded by adopting advanced
IDS/IPS, threat intelligence sharing, zero-trust architectures, red/blue team exercises, and targeted incident-response
playbooks [5,6,25,26].

3.7 2020s

Cybercrime in the 2020s has grown in scale and sophistication, driven by Al-augmented attacks, supply-chain breaches,
and large-scale financial scams. Generative Al enables more convincing and scalable social engineering, while also
supporting defensive applications. In the financial sector, fraud, extortion, and malware-driven theft continue to
undermine trust and operational stability. Addressing these evolving threats requires a multidisciplinary strategy
combining Al-based detection, regulation, public awareness, and international cooperation [5,6,27,28].

3.8 Present

As global interconnectivity grows, cybersecurity risks continue to rise. Technologies such as 5G, quantum computing,
IoT, and cloud services expand the attack surface, requiring proactive and robust mitigation strategies. Recently, side-
channel attacks have emerged as a major evolving threat. Rather than exploiting software vulnerabilities directly, they
infer sensitive information from physical, electromagnetic, or sensor-based signals, often bypassing conventional
network defenses [5,6, 29].
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4. CURRENT CYBER THREATS AND CYBER FRAUDS

4.1 Phishing and Social Engineering
Phishing messages impersonate trusted organizations or colleagues to trick victims into revealing credentials,
opening malicious files, approving fraudulent payments, or disclosing one-time passwords. Common variants
include spear phishing, smishing (SMS phishing), vishing (voice phishing), QR-code phishing, and business
email compromise. Al-generated text, voice cloning, and realistic fake profiles can make impersonation more
convincing. Warning signs include unexpected urgency, requests to bypass procedures, unfamiliar payment
details, and links or domains that do not match the legitimate service [1-7,10,13,14].

4.2 Ransomware and Data Extortion
Ransomware encrypts data or disrupts access to systems. Many criminal groups also exfiltrate sensitive
information and threaten to publish it, creating a double-extortion risk. Common entry points include
compromised credentials, exposed remote-access services, phishing, and unpatched systems.
Paying a ransom does not ensure data recovery or prevent disclosure. Therefore, tested backups and a well-
defined incident-response plan are essential [1-6,10,14].

4.3 Identity Theft and Account Takeover
Stolen passwords, session tokens, personal information, and authentication codes can enable attackers to
compromise email, banking, social media, and enterprise accounts. Password reuse and weak account-recovery
procedures further amplify the impact. Compromised email accounts may also be exploited to reset access to
other accounts or impersonate employees [1-6].

4.4 Exploitation of Vulnerabilities and Malware
Attackers exploit vulnerabilities in internet-facing applications, operating systems, VPNs, routers, and other
software. Malware can steal credentials, monitor user activity, establish remote access, or move laterally within
a network. Delayed patching, unsupported devices, excessive privileges, and insecure default configurations
increase exposure to such attacks [1-6].

4.5 Digital Payment and Investment Fraud
Fraud schemes include fake payment links, QR-code scams, fraudulent customer-support numbers, UPI or
payment-app impersonation, card-not-present fraud, fake investment platforms, romance scams, and requests to
transfer funds to a “safe” account. These schemes typically rely on social manipulation rather than a direct
technical breach. Independent verification through a trusted channel is therefore a key defense [1-6].

4.6 Business Email Compromise and Invoice Fraud
Criminals exploit or spoof business email accounts to manipulate supplier bank details, invoices, payroll
instructions, and executive payment requests. These attacks exploit routine business processes and often bypass
traditional malware detection. Out-of-band verification and dual authorization for sensitive transactions are
essential preventive measures [1-6].

4.7 DDoS, Web Attacks, and API Abuse
Distributed denial-of-service (DDoS) attacks disrupt online services by flooding them with excessive traffic,
while application-layer attacks exploit vulnerabilities in websites and APIs. Weak access controls may expose
customer data or enable unauthorized activities. Rate limiting, secure software development, web application
protection, and resilient system architecture help mitigate these risks [1-6,10,14].

4.8 Cloud, Supply-Chain, and Third-Party Risks
Cloud data exposure, excessive privileges, leaked credentials, vulnerable software dependencies, and
compromised service providers can create indirect security risks for multiple organizations. Effective
cybersecurity must extend beyond internal networks to include suppliers, managed service providers, software
components, and cloud identities [1-6].

4.9 Al-Enabled and Emerging Threats
Artificial intelligence enables attackers to create convincing messages, translate scams, automate
reconnaissance, and generate fake audio or video. Al systems are also vulnerable to prompt injection, data
leakage, and training or retrieval data manipulation. Therefore, conventional security measures remain essential,
supported by stronger data provenance, access controls, continuous monitoring, and human verification [1-6].
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S. IMPACT OF CYBER INCIDENTS

Cyber incidents cause more than financial losses, including data and intellectual property theft, operational disruption,
regulatory penalties, reputational damage, and reduced customer trust. Individuals may face identity theft, financial debt,
account loss, and emotional distress. For institutions, compromised accounts can expose wider systems when access
privileges and network segmentation are inadequate [1-6].

6. STRATEGIES FOR MITIGATION

Cyber threats are growing and evolving, making traditional security approaches increasingly inadequate. Organizations
and governments must therefore adopt proactive measures and adaptive mitigation strategies. In this section discusses
mitigation techniques, policy frameworks, and innovative technologies that enhance resilience, reduce vulnerabilities,
and limit the impact of cyber threats [5,6].

6.1. Training and Cybersecurity awareness are essential for reducing security threats. Scenario-based employee training
helps prevent social engineering and phishing attacks, which often succeed because users lack awareness of modern
technologies and attack techniques. Older adults aged 60+ are particularly vulnerable due to limited familiarity with these
exploitation methods [5,6].

6.2. Ethical hackers identify and address security vulnerabilities before malicious actors exploit them by simulating
controlled real-world cyberattacks. They strengthen cybersecurity, support compliance, and reduce breach risks. Al-
enabled penetration testing is increasingly important, as 83% of ethical hackers have encountered Al-enabled attacks.
However, its widespread adoption is limited by a shortage of certified professionals and inconsistent regulations across
jurisdictions [5,6,30].

6.3. Al-based methods can detect and counter espionage, ransomware, zero-day exploits, and advanced persistent threats
by identifying anomalous behaviour and enabling timely response. Advanced approaches, such as Attention-GAN and
hybrid federated learning for 5G-enabled smart cities, improve detection accuracy, privacy, and scalability. However,
these methods are computationally intensive and require continuous retraining to counter adaptive attackers [5,6,31,32].

6.4. Cloud-based protection services help mitigate DDoS, malware, and phishing attacks through continuous monitoring
and blocking of malicious activity. This reduces the attack surface, improves incident response, centralizes policy
enforcement, and enables faster recovery after a breach [5,6,33].

6.5. Securing 5G networks requires comprehensive strategies, including robust authentication and authorization,
monitoring of abnormal behaviour, and coordination among telecommunications providers. Protocols such as Transport
Layer Security should be used to protect communications, while user training and awareness programs can reduce social
engineering threats [5,6,34].

6.6. Machine learning and Al can strengthen cyber defense by training models on large datasets to analyze attack behavior
and respond when threats are detected. For example, SentinelOne uses machine learning for endpoint security, helping
prevent ransomware and other malware attacks [5,6,13,35].

6.7. Cyber defense must evolve with adversary tactics. The MITRE Center for Threat-Informed Defense promotes a
continuous feedback loop that uses live threat intelligence to update defense strategies. Frameworks such as MITRE
ATT&CK make this an ongoing, improving process, though it requires sustained organizational investment in threat
intelligence integration [5,6,36].

6.8. An agile, multi-layered defense should combine proactive penetration testing, Al-enabled monitoring, dynamic threat
updates, and post-quantum cryptography preparedness. Together, these measures create a resilient security posture
capable of addressing current threats and anticipating future ones. Cross-sector collaboration, consistent regulation, and
continuous employee training are essential to its success [5,6].

7. CONCLUSION
Modern cyber threats combine technical attacks with social engineering and the exploitation of business processes.

Ransomware, phishing, identity theft, payment fraud, vulnerability exploitation, DDoS attacks, cloud misconfigurations,
supply-chain compromises, and Al-driven impersonation pose significant risks. Effective mitigation requires layered
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security measures, including strong authentication, regular patching, least-privilege access, continuous monitoring,
secure data management, resilient backups, payment verification, user awareness, and tested incident-response plans.
Continuous evaluation and adaptation are essential to address evolving threats. Although no single control ensures
complete protection, coordinated prevention, detection, response, and recovery can significantly reduce cybersecurity
risks.
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